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PREFACE

The modern electronic testing has a forty year history. Test professionals hold
some fairly large conferences and numerous workshops, have a journal, and there
are over one hundred books on testing. Still, a full course on testing is offered only
at a few universities, mostly by professors who have a research interest in this area.
Apparently, most professors would not have taken a course on electronic testing
when they were students.

Other than the computer engineering curriculum being too crowded, the major
reason cited for the absence of a course on electronic testing is the lack of a suitable
textbook. For VLSI the foundation was provided by semiconductor device technol-
ogy, circuit design, and electronic testing. In a computer engineering curriculum,
therefore, it is necessary that foundations should be taught before applications. The
field of VLSI has expanded to systems-on-a-chip, which include digital, memory, and
mixed-signal subsystems. To our knowledge this is the first textbook to cover all
three types of electronic circuits.

We have written this textbook for an undergraduate “foundations” course on
electronic testing. Obviously, it is too voluminous for a one-semester course and a
teacher will have to select from the topics. We did not restrict such freedom because
the selection may depend upon the individual expertise and interests. Besides, there
is merit in having a larger book that will retain its usefulness for the owner even
after the completion of the course.

With equal tenacity, we address the needs of three other groups of readers.
The first group consists of engineers who, upon graduation, engage in any kind
of electronic hardware design, testing, or manufacturing project. Parts I and III
emphasize the needs of a design-oriented project and Parts I and II those of a test-
oriented project. The second group consists of students of a VLSI design course
who have not taken a course on testing. Parts I and III focus on their needs. The
third group, consisting of post-graduate and research students, will find a complete
coverage of topics with pointers to references where advanced material was omitted
for a lack of space. Figure 1.6 shows several ways to read this book.

At the 1999 International Test Conference during a panel discussion titled, “In-
creasing Test Coverage in a VLSI Design Course,” a panelist from the microelec-
tronics industry gave the wish-list as: test economics, classical semiconductor de-
fects, simple test pattern coverage, structured design for testability techniques (scan,
boundary scan, BIST) for system-on-a-chip design, automatic test equipment (con-
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straints and costs), and selected advanced topics (Ippg and delay faults.) We kept
that list in mind while writing the book and we hope the teachers of VLSI design
and electronic testing courses will too.

We are all too familiar with incompleteness of software debugging and hardware
design verification. No “formal” method was used to verify the material in this book
either. Despite all efforts to remove errors, we cannot guarantee that the readers will
not find them. We will greatly appreciate the generosity of our readers if they inform
us about any errors. We will make such findings available to all readers through our
websites until the publisher gives us an opportunity to make corrections, with due
acknowledgment to those who have pointed them out.

We have taught a course on testing at Rutgers University for the past ten years.
Interaction with the students in the course and our master’s and doctoral students
had the greatest influence on our understanding of the subject. We would like to
thank them. Special mention should be made of the class of Spring 2000, which used
the draft and pointed out corrections and improvements. We are indebted to col-
leagues at Bell Labs and Rutgers for their advice and counsel. The enthusiasm and
support of the world-wide test professionals was exceptional. A partial list of those
we thank includes: Miron Abramovici, Prathima Agrawal, Mark Barber, Shawn
Blanton, Amy Bushnell, Tapan Chakraborty, Srimat Chakradhar, Xinghao Chen,
Dochan C. Choi, Rick Chruscial, Don Denburg, José de Sousa, Shaun Erickson,
David Fessler, Hideo Fujiwara, Paul Glick, John Hayes, Michael Hsiao, James Ja-
cob, Neil Kelly, Bill Kish, Kozo Kinoshita, Ken Lanier, Yuhai Ma, Pinaki Mazumder,
Cliff Miller, Karen Panetta, Janusz Rajski, Elizabeth Rudnick, Manoj Sachdev, Ke-
wal Saluja, Sharad Seth, and Lakshman Yagati. We thank our publisher Carl Harris
for always encouraging us to proceed ahead and for being patient through schedule
slips. We are thankful for the support of Al Aho, Dennis Ritchie, and Tom Szyman-
ski, research managers at Bell Labs, and David Daut and Jim Flanagan of Rutgers
University.

We also wish to thank the LTX Corporation, the Advantest Corporation, Sam-
sung Electronics Company, Ltd., IBM, and Lucent Technologies for their cooperation
in providing data for this book. In describing technical contributions we have tried
our best to cite correctly. From those who find their work incorrectly cited, we beg
forgiveness because such errors, caused by our ignorance, were unintentional.

We have corrected many errors found in the first printing. Students of our
class of Spring 2001 at Rutgers, especially, Xiao Liu, Shuo Sheng and Liang Zhang,
deserve thanks for pointing errors out. Many other readers whose help is grate-
fully acknowledged include Mike Balster and Gordon Robinson of Credence, Kanad
Chakraborty of Agere Systems, and Yong Kim of University of Wisconsin.

A complete set of lectures (powerpoint slides) based on this book can be obtained
from our websites.

Michael L. Bushnell Vishwani D. Agrawal
bushnell@caip.rutgers.edu va@agere.com
http://www-caip. rutgers.edu/ http://cm.bell-labs.com/

~bushnell/rutgers.html cm/cs/who/va
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Chapter1

INTRODUCTION

“«

. . . Of text-books, about which we hear so much, I never felt the
want. I do not even remember having made much use of the books
that were available. 1 did not find it at all necessary to load the boys
with quantities of books. I have always felt that the true text-book
for the pupil is his teacher. I remember very little that my teachers
taught me from books, but I have even now a clear recollection of the
things they taught me independently of books.”
— Mahatma Gandhi, in 1948 book, An Autobiography
or The Story of My Experiments With Truth [238].

Now that you have picked up this book we want to convince you that it will help
you. “To err is human,” is an age-old excuse for sloppy work. Yet, while accepting
imperfect products from others, we desire perfection. How can an imperfect human
turn out a perfect product? Here is the formula:

Algorithm: Perfect
Repeat until tested perfect:
{
Redesign;
Remake;

Two points are relevant. First, the test should be designed to truly indicate the de-
sired perfection, and second, the repeat loop in our algorithm will repeat indefinitely
unless redesign and remake could respond to or correct the errors found in testing.
Understanding the art and science of testing allows you to attain perfection in your
work, otherwise an almost superhuman task. If we have convinced you that reading
this book is worth your time, we caution you that this book covers only testing of
analog and digital electronic systems with very large scale integration (VLSI.)
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1.1 Testing Philosophy

If you are a student now, or were in the past, you are quite familiar with the word
test, and probably hate it. Understanding the teacher’s point of view will help. The
teacher sets a domain of knowledge for testing, called the course syllabus. It may
be the contents of a book, class notes, lectures, or some (arbitrary!) combination of
all those. Next, comes the testing method. The teacher asks questions and analyzes
the response, perhaps by matching answers to correct ones from the book. The
quality of such a test system depends upon how well the test questions cover the
syllabus. In VLSI testing also, one should know the specification (synonymous to
the course syllabus) of the object being tested and then devise tests such that if the
object produces the expected response then its conformance to the specification can
be guaranteed.

Returning to our student analogy, since no one has infinite time, the number
of questions must be limited, and they should be cleverly devised. The teacher
now makes certain assumptions. Certain typical errors, ones that the student is
likely to commit, are assumed. Questions are devised especially to uncover those
errors and, if the student’s answers are correct, the teacher grants the benefit of
doubt, showing confidence in the implicit error model. Electronic testing also uses
fault modeling and tests are generated for the assumed fault models. In testing,
successful experience with a fault model gives it credibility, and eventually people
expect reliability when a high percentage of the modeled faults is tested.

Finally, remember that, if you fail, you must repeat the course. This is similar
to redesign and remake in our “Algorithm: Perfect.” Of course, you can do better
by asking your teacher, right at the beginning, about (1) the course syllabus and
(2) error models (i.e., what you will be tested for), and then plan your studies to
succeed. In VLSI, that is called design for testability.

Example 1.1 Testing of students. In a course on xyzeeology, 70% of the students
deserve to pass. We will call them “pass quality” students. Assuming that the num-
ber of students in the class is large, we will study the test process using a statistical
basis. For a randomly selected student from the class, we define the following events:

PQ: student is pass quality P:  student passes the test
FQ: student is fail quality F:  student fails the test

In our example, Prob(PQ) = 0.7. Assuming that only pass/fail grades are awarded,
the remaining 30% students are of “fuil quality,” i.e., Prob(FQ) = 0.3. As we
know, it is impossible to design a perfect test. However, our teacher does quite
well and 95% of pass quality students actually pass the test. This is represented by
conditional probabilities, Prob(P|PQ) = 0.95 and Prob(F|PQ) = 0.05. Similarly,
the test correctly fails 95% of the fail quality students. A reader not familiar with
basic concepts of the probability theory may wish to consult any basic text on the
subject [677]. The diagram of Figure 1.1 illustrates the state transition caused by
the test. The initial state, on the left, consists of all students in one group. The test
separates them into two groups shown on the right as “passed” and “failed.” Sizes
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Figure 1.1: A pass/fail test.

of the passed and failed groups created by the test are given by the total probabilities
of passing and failing, respectively. The total probability of passing is,

Prob(P) = Prob(P|PQ) x Prob(PQ) + Prob(P|FQ) x Prob(FQ) (1.1)
= 0.95 x 0.70 4+ 0.05 x 0.30 = 0.68

Similarly, the total probability of failing is found to be P(F) = 0.32. Notice that
the original group had 70% pass quality students, and the test has passed only 68%.
Obviously, some pass quality students have been failed. But, are all passed students
of pass quality?

We will examine the conditional probability Prob(FO\P) of a student belonging
to the fail quality subgroup, given that he or she has passed. The joint probability of
events FQ and P is given by:

Prob(FQ, P) = Prob(FQ|P)Prob(P) = Prob(P|FQ)Prob(FQ) (1.2)
and, therefore:

Prob(P|FQ)Prob(FQ)

Prob(FQ|P) = Prob(P)

(1.3)

where Prob(P) comes from Equation 1.1. Equation 1.3 is known as Bayes’ rule [677]
and is commonly used for drawing inferences from statistical data. We obtain
Prob(FQ|P) = 0.05 x 0.30/0.68 = 0.022. That is, 2.2% of passed students are
of fail quality. We will call this the “teacher’s risk.” The teacher can reduce this
risk by making the test more difficult, decreasing P(P\FQ) closer to 0. However,
that test can potentially fail a few more pass quality students. So, let us examine
the “student’s risk.”
Applying the Bayes’ rule, we obtain
_ Prob(F|PQ)Prob(PQ)  0.05 x 0.7

Prob(PQ|F) = Prob(F) =03 = 0.11 (1.4)

This shows that 11% of failed students should have passed. We call this the “student’s
risk.” Obviously, a pass quality student would not like to end up in the failed group.
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To reduce the student’s risk, the probability P(F\PQ) will have to be reduced. This
can be done by making the test easier. That will, however, also pass a few more fail
quality students, worsening the quality of the passing batch. Thus, teacher’s risk and
student’s risk are opposing criteria, requiring practical compromises. An ideal test,
that minimizes both risks, should be so “tuned” that it fails no pass quality student
and passes no fail quality student. Devising such a test is no mean task for our
teacher.

Testing of electronic systems differs only slightly from the above scenario. A
student may pass by correctly answering most, but not necessarily all, questions on
the test. If a small number of answers is wrong, the teacher gives the student the
benefit of doubt, for he or she may be having a bad day, or else could even learn
correct answers in the future. There is no such benefit of doubt for a VLSI chip.
Being inanimate, it cannot be having a bad day and certainly cannot learn. So,
even a single incorrect test response will fail a VLSI chip. However, electronic tests
are not perfect either. They may not cover certain faults and some bad chips will
pass. We may also use some “nonfunctional tests” to prevent those bad chips from
passing. Nonfunctional tests do not execute the specified function — an example is
the quiescent current (Ip DQ) test discussed in Chapter 13. These tests can, in turn,
fail some good chips. For VLSI, failing of good chips by tests is known as yield loss,
which increases the cost of manufacturing.

In electronic testing, the teacher’s risk is synonymous to the consumer’s risk. It
is related to bad chips being shipped to the consumer. The student’s risk in the
above example is similar to the manufacturer’s risk, since failing of good devices
increases the cost. We will examine these aspects of electronic testing in Chapter 3.

1.2 Role of Testing

If you design a product, fabricate and test it, and it fails the test, then there
must be a cause for the failure. Either (1) the test was wrong, or (2) the fabrication
process was faulty, or (3) the design was incorrect, or (4) the specification had a
problem. Anything can go wrong. The role of festing is to detect whether something
went wrong and the role of diagnosis is to determine exactly what went wrong, and
where the process needs to be altered. Therefore, correctness and effectiveness of
testing is most important for quality products (another name for perfect products.)

If the test procedure is good and the product fails, then we suspect the fabrication
process, the design, or the specification. If all students in a class fail then it is
often considered the teacher’s failure. If only some fail, we assume that the teacher
is competent, but some students are having difficulty. To select students likely to
succeed, teachers may use prerequisites or admission tests for screening. Distributed
testing along a product realization process catches the defect-producing causes as
soon as they become active, and before they have done much damage. A well
thought out test strategy is crucial to economical realization of products.

The benefits of testing are quality and economy. These two attributes are not
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Figure 1.2: VLSI realization process (a naive version.)

independent and neither can be defined without the other. Quality means satisfying
the user’s needs at a minimum cost. A good test process can weed out all bad prod-
ucts before they reach the user. However, if too many bad items are being produced
then the cost of those bad items will have to be recovered from the price charged for
the few good items that are produced. It will be impossible for an engineer to de-
sign a quality product without a profound understanding of the physical principles
underlying the processes of manufacturing and test.

1.3 Digital and Analog VLSI Testing

Before we shoot a picture we should examine the scenery. The scenery here is
the process for realizing VLSI chips, shown crudely in Figure 1.2. Requirements are
the user needs satisfied by the chip. They are often derived from the function of the
particular application, for example controlling fuel injection in a car, controlling a
robot arm, or processing pictures from a space shuttle.

One sets down the specifications of various types, which include function (input-
output characteristics), operating characteristics (power, frequency, noise, etc.),
physical characteristics (packaging, etc.), environmental characteristics (tempera-
ture, humidity, reliability, etc.), and other characteristics (volume, cost, price, avail-
ability, etc.)

The objective of design is to produce data necessary for the next steps of fabrica-
tion and testing. Design has several stages. The first, known as architectural design,
produces a system-level structure of realizable blocks to implement the functional
specification. The second, called logic design, further decomposes blocks into logic
gates. Finally, the gates are implemented as physical devices (e.g., transistors) and
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a chip layout is produced during physical design. The physical layout is converted
into photo masks that are directly used in the fabrication of silicon VLSI chips.
Fabrication consists of processing silicon wafers through a series of steps involving
photoresist, exposure through masks, etching, ion implantation, etc.

It is naive to think that every fabricated chip will be good. Impurities and
defects in materials, equipment malfunctions, and human errors are some causes of
defects. The likelihood and consequences of defects are the main reasons for testing!

Another very important function of testing is the process diagnosis. We must
find what went wrong with each faulty chip, be it in fabrication, in design, or in
testing. Or, we may have started with unrealizable specifications. The faulty chip
analysis is called failure mode analysis (FMA.) FMA uses many different test types,
including examination through optical and electron microscopes, to determine the
failure cause and fix the process.

Examine Figure 1.2 now. The arrows out of the FMA block represent the cor-
rective actions applied to the faulty steps of the realization process. Consider the
process as a pipeline (or assembly line) with the flow direction from top to bottom,
so the effort between the point where error occurred and the point of testing, where
it was detected, is wasted. At the time the error is detected, the portion of the
pipeline between these two points is filled with faulty product which will be either
reworked or discarded. Wasted effort and material adds to the product cost. Testing
should, therefore, be placed closest to the point of error. Many companies empha-
size on doing it right the first time, or pursuing the goal of zero defects. This does
not mean that humans, or even machines, cannot make mistakes. These goals are
achievable in an error-prone environment, when errors are detected and corrected
before damage occurs.

The VLSI realization process of Figure 1.3 has a distributed form of testing.
The dotted lines (representing screening) show testing. Depending on the context,
we give testing different names. Requirements and specifications are audited, design
and tests are verified, and fabricated parts are fested. Each testing level performs
two functions, and involves different technical personnel. The first function ascer-
tains that the work still conforms to the objectives of previous levels and meets
customer requirements. The second ascertains that things have been done accord-
ing to the capabilities of the later process levels. For example, verification of design
and test procedures should ensure that the design meets all functional and other
specifications, and that it is also manufacturable, testable, and repairable.

Figure 1.3 also shows the level of involvement of various types of engineering
personnel through the lifetime of a VLSI device. While this figure is typical for
an application specific integrated circuit (ASIC), it applies to many other electronic
devices as well. The process begins with a dialogue between the customer and the
marketing engineer. As specifications are prepared, some involvement of those re-
sponsible for later activities (design, manufacture, and test) is advisable to ensure
realizable specification. The systems engineer then begins by constructing an ar-
chitectural block diagram. The architecture is verified by high-level simulation and
each block is synthesized at the logic-level. The logic circuit is simulated for the same
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Figure 1.3: A realistic VLSI realization process.

stimuli (often produced by testbenches) as used for the high-level simulation. A test-
bench is hardware description language (HDL) code that, when executed, produces
stimuli for the designed circuit [381] (see Sections 5.3 and 5.4.) Vectors generated by
testbenches are compacted or augmented and run through a fault simulator to sat-
isfy some specified fault coverage requirement. The VLSI design engineer generates
a layout and verifies the timing against the specification. Manufacturing and test
engineers then fabricate and test wafers, and package and test chips. All through
this process, any failure modes are identified and process improvements are made
to ensure a high yield of good devices. Finally, the sales and field application en-
gineers interact with the customer. As “verification and test” related activities are
distributed throughout the lifetime of the device, it is necessary that all engineering
personnel have the knowledge of test principles.

1.4 VLSI Technology Trends Affecting Testing

The complexity of VLSI technology has reached the point where we are trying
to put 100 million transistors on a single chip, and we are trying to increase the
on-chip clock frequency to 1 GHz. Table 1.1 shows the proposed roadmap of the
Semiconductor Industries Association (SIA.) These trends have a profound effect on
the cost and difficulty of chip testing.

Rising Chip Clock Rates. Figure 1.4 shows microprocessor clock rate trends over
the last 16 years. Microprocessors represent the leading edge in the VLSI technology
trend of Table 1.1. The exponentially rising clock rate indicates several changes in
testing over the next 10 years:

1. At-Speed Testing. It has been established that stuck-fault tests are more
effective when applied at the circuit’s rated clock speed [501], rather than at
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Table 1.1: VLSI chips — present and future [297, 584].

Year [ 1997-2001 [ 2003-2006 [ 2009-2012 |
Feature size, ym 0.25-0.15 | 0.13-0.10 | 0.07-0.05 |
Millions of transistors/cm? 4-10 18-39 | 84-180
Number of wiring layers 6-7 7-8 8-9

Die size, mm? 50-385 60-520 | 70-750
Pin count 100-900 160-1475 | 260-2690
Clock rate, MHz ~ 200-730 | 530-1100 | 840-1830
Voltage, V 1.2-2.5 0.9-1.5 0.5-0.9
Power, W 1.2-61 2-96 ~2.8-109

a lower speed. Stuck-fault testing covers all (or most) circuit signals assuming
that a faulty signal may be permanently stuck-at logic O or 1. For a reliable
high-speed test, the automatic test equipment (ATE) must operate as fast as,
or faster than, the circuit-under-test (CUT.)

. ATE Cost. At the time of writing (year 2000), a state of the art ATE can

apply vectors at a clock rate of 1 GHz. The cost of such a tester rises roughly
at the rate of $3,000 per pin. In addition, there is a fixed cost of function
generators needed for mixed-signal circuits that can range between 0.5-1.2
million dollars [65]. Thus, devices with rated speed up to 1 GHz can be
tested, though at a high cost. The semiconductor industry, however, faces
two types of problems. First, the installed test capability in many factories
around the world still allows only about a 100 MHz clock rate. By the time
the present equipment is replaced by new systems, clock rates of chips are
likely to go beyond 1 GHz. Second, as Figure 14 shows, the microprocessor
clock rate in the year 2000 has already approached 1 GHz, exceeding the
present state of the art of the ATE.

As the development of faster ATE continues, other test methods are also
emerging. An embedded-ATE method [482], in which ATE functions such as
high-speed vector generation and response analysis are added to the chip hard-
ware, have been proposed. In another method, controllable delays are inserted
in the chip hardware such that the critical path delay can be measured by a
slow-speed tester [29]. A modified scan design (see Chapter 14) for at-speed
test of Motorola’s MPC7400 microprocessor has been described recently [654].

Example 1.2 Testing cost. A state of the art ATE in the year 2000 applies
test vectors at clock rates up to 500 MHz. It contains analog instruments
(function generators, A/D converters and waveform analyzers.) The price of
this tester for a 1,024 pin configuration is estimated as

ATE purchase price = $1.2M + 1,024 x $3,000 = $4.272M
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2005

We compute the yearly running cost of the ATE by assuming a linear depreci-
ation over five years, and an annual maintenance cost of 2% of the purchase
price. The operating cost of the building, facilities, auxiliary equipment (wafer
and chip handlers, fixtures, etc.), and personnel is estimated to be $0.5M.
Thus:

Running cost = Depreciation + Maintenance + Operating cost
$0.854M + $0.085M + $0.5M = $1.439M /year

The tester is used in three eight-hour shifts per day and on all days of the year.
Therefore:

$1.439M
365 x 24 x 3,600

Testing cost = = 4.5 cents/second

The test time for a digital ASIC (application specific integrated circuit) is 6
seconds. That gives the test cost as 27 cents. Since the bad chips are not sold,
their test cost must be recovered from the sale of good chips. If the yield is
65%, then the test component in the sale price of a good chip is 27/0.65 =
41.5 cents.

The test time of a chip depends on the types of tests conducted. These
may include parametric tests (leakage, contact, voltage levels, etc.) applied at
a slow speed, and vector tests (also called “functional tests” in the ATE envi-
ronment) applied at high speed. The time of parametric tests is proportional
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to the number of pins since these tests must be applied to all active pins of
the chip. The vector test time depends on the number of vectors and the clock
rate. The total test time for digital chips ranges between 3 to 8 seconds. In
general, mixed-signal or analog circuits have fewer pins than the digital chips.
However, the tests are conducted at slower rates and test times can lie in the
3 to 6 seconds range. The handling of chips and probes, though mechanical,
occurs at the speed of the machine. Such times are kept small by pipelining
and parallelism used in handling. The time of handling is, however, included
in the test time estimate.

EMI. A chip operating in the GHz frequency range must be tested for elec-
tromagnetic interference (EMI.) This is a problem because inductance in the
wiring becomes active at these higher frequencies, whereas it could be ignored
at lower frequencies. The inherent difficulties are: (1) Ringing in signal tran-
sitions along the wiring, because signal transitions are reflected from the ends
of a bus and bounce back to the source, where they are reflected again; (2) In-
terference with signal propagation through the wiring caused by the dielectric
permeability and the dielectric permittivity of the chip package; and (3) De-
lay testing of paths requires propagation of sharp signal transitions, resulting
in high-frequency currents through interconnects, causing radiation coupling.
Delay testing is necessary, because many factors may delay a signal propa-
gating along a path. We must also test the chip interconnect carefully for
radiation noise induced errors.

Increasing Transistor Density. Transistor feature sizes on a VLSI chip reduce
roughly by 10.5% per year, resulting in a transistor density increase of roughly
22.1% every year. An almost equal amount of increase is provided by wafer and chip
size increases and circuit design and process innovations [278]. This is evident in
Figure 1.5, which shows a nearly 44% increase in transistors on microprocessor chips
every year. This amounts to little over doubling every two years. The doubling of
transistors on an integrated circuit every 18 to 24 months has been known as Moore’s
Law [475, 476, 477, 478] since the mid-1970s. Although many have predicted its end,
it continues to hold, which leads to several results:

L.

Test complexity. Testing difficulty increases as the transistor density increases.
This occurs because the internal chip modules (particularly embedded mem-
ories) become increasingly difficult to access. Also, test patterns for sub-
assemblies on the chip interfere with each other, due to the need to observe sub-
assembly A through sub-assembly B while stimulating both sub-assemblies A
and B from circuit inputs. Later chapters will show that test pattern genera-
tion computation time, in the worst case, rises exponentially with the number
of chip primary inputs (PIs) and with the number of on-chip flip-flops.

Example 1.3 Transistors versus pins. Consider a chip with a square area
whose linear dimension on the side is d. The number of transistors, Ny, that
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Figure 1.5: VLSI circuit transistor density.

can be placed on the chip is proportional to the chip area, d*. The number
of input/output (I/O) pins, Ny, is proportional to 4d, since pins are placed
on the periphery of the chip. We can thus express an approximate relation
between Ny, and Ny, as

Ny = KVN, (1.5)

where K is a constant. This simple relation was first observed empirically by
Rent at IBM and is known as Rent’s rule [680]. It has many applications and
in Chapter 18, we will use a generalized form (Equation 18.3) to represent
the number of terminal signals for a block of logic gates. As we shrink the
feature size, for the same chip area, both N, and Ny increase. But the number
of transistors increases faster. Multilayer wiring allows more of the chip area
to be utilized by transistors, but does not increase the number of pins, which
must be placed at the chip boundary (an exception is the flip-chip technology,
not considered here, in which the pins are placed on the chip area [54].) Since
any test procedure must now access a larger number of devices (transistors
or gates) and interconnects through a proportionately smaller number of pins,
the test problem becomes more complex with the higher level of integration.
Though it is not a very effective measure, the increase of test complexity is
sometimes expressed as the ratio, Nt/Np. For the data in the second column
(1997-2001) of Table 1.1, this ratio for the largest chip is 107/900 = 1.1 x 10%.
For 2003-2006 and 2009-2012, we get 2.6 x 10* and 6.7 x 10%, respectively.

This shows the test complexity more than doubling every five or six years.
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2. Feature scaling and power dissipation. The power density (power dissipation

per unit area) of a CMOS chip is given by [185]:
Power density = C x Vip x f (1.6)

where C is the combined node capacitance per unit area that is switched per
clock cycle, Vpp is the supply voltage, and f is the clock frequency. In general,
C is proportional to the number of transistors per unit area and the average
switching probability of signals. The basic objective of shrinking the device
features is to increase the circuit speed and transistor density [185]. Suppose
that the feature dimensions are divided by a constant & > 1.0. The speed
improves by a factor a because the individual node capacitance is reduced
as 1/a due to shorter wires and smaller devices. Reduced features increase
the transistor density by factor o?, resulting in an increase in C by factor a.
Since increased electric field within transistors can degrade reliability, to keep
the electric field unchanged the supply voltage is scaled down by factor 1/c.
This scaling, known as the constant electric-field (CE) scaling, keeps the power
density constant [185]. One can easily verify this fact by substituting C — aC,
Vbop = Vpp/a, and f — af in Equation 1.6. In the smaller submicron region,
the CE scaling is not practical because the threshold voltage of the transistor
does not scale down with dimensions. As the supply voltage gets closer to the
threshold voltage, the switching speed drops, defeating at least one purpose
of scaling. In practice, therefore, Vpp is scaled by factor €/a, where € > 1.0.
Although the speed up of clock frequency is restored, this increases the power
density by a factor €2 [185], causing a significant impact on testing:

(a) Verification testing must check for power buses overloaded by excessive
current. This causes a brown-out in the chip, just as overloading the
electric power distribution network in a city causes a drop in supply
voltage. This might cause the chip power bus lines to burn out due to
metal migration, just as an old-fashioned fuse burns out in a fuse box.

(b) Application of the test vectors may cause excessive power dissipation on
the chip and burn it out, so the vectors must be adjusted to reduce power.

(c) Shrinking features will eventually require the design of transistors with re-
duced threshold voltage. These devices have higher leakage current [652],
which reduces the effectiveness of Ippg testing (discussed next.)

. Current testing. A very successful recent approach to test chips is to check

for elevated quiescent current. This method is called Ippq testing (see Chap-
ter 13.) While switching, CMOS circuits exhibit an elevated current in the
digital logic, which dies out quickly to a small quiescent current (Ippg) after
the gate output settles to a steady state. Faults, such as transistors stuck-on,
shorted wires, shorts from transistor gates to drains, etc., elevate the quies-
cent current. Ippg testing marks the chip as faulty if the measured quiescent
current through ground busses of the chip exceeds a prespecified threshold.
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Integration of Analog and Digital Devices onto One Chip. We seek this to
reduce costs (i.e., one part is cheaper to manufacture and assemble into an electronic
system than two separate parts, one analog and the other digital.) We increase speed
with this approach, by eliminating chip-to-chip delay between an A/D converter and
the digital signal processor (DSP) that processes the digitized data. When data goes
between two chips, the driving chip inserts a delay to amplify and buffer the output
signals, and the receiving chip inserts a delay to condition the signals and propagate
them through a “lightening arrester” to eliminate voltage surges coming from people
handling the chip. Integration onto one chip eliminates a significant delay, but brings
new issues of testing mixed-signal circuits on one chip.

1.5 Scope of this Book

The main topic of this book is the “Test” half of the “Design and Test” block
in Figure 1.3, which is almost in the middle of the picture. The figure also shows
the involvement of engineers at various levels of VLSI development.

Part 1 of the book introduces you to testing. Chapter 2 covers requirements,
specifications, testing, and fabrication. This background answers the whys before
you start learning the hows. Testing is necessary, but how much? Answering this
question requires experience, good judgement, and above all, economic sense. Chap-
ter 3 gives basic engineering economics. Chapter 4 describes fault models.

Chapters in Part II cover test methods for digital and analog circuits. Tests are
the circuit input signals that produce erroneous outputs in the presence of potential
faults. Tests are derived from the specific circuit structure and the fault models.
We discuss algorithms for fest generation and fault simulation (for test evaluation.)
Part III covers circuit design for testability.

Electronic design and test engineers of today have to deal with several types of
subsystems, namely, analog, logic, and memory, which require different types of tests
and design for testability methods. The book provides a rich selection of essential
topics on all three types of circuits. The basics of combining these subsystems into
a system-on-a-chip (SOC) are given in Chapter 18.

Teachers will find the book to be too large for a one-semester course. It is,
however, easily adaptable for three types of courses:

® An introductory course on electronic testing.
* A comprehensive course on electronic testing (senior/graduate level.)
® Test supplement (1/4 to 1/2) in a VLSI design course (senior/graduate level.)

Teachers and students with either a design or a test orientation may wish to order
the reading of the material differently. A suggested model is shown in Figure 1.6.
Starting at Part I, a test-oriented reader will proceed clockwise, select more material
in Part II, and somewhat less in Part III, depending on the time available. A design-
oriented reader will also start at Part I, but will go anticlockwise, cover most of Part
III, and depending on the available time sample Part II.
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Chip testing. Rework Example 1.1 for testing of VLSI chips whose true yield
is 70% and the test probabilities are as shown in Figure 1.1. Obtain the defect
level (DL), denned as the probability of finding a bad chip among those that
passed the test.

Chip testing. Applying the test scenario of Example 1.1 to VLSI chip test,
Prob(F\FQ) is defined as the defect coverage. It is the probability with which
the test detects any defect that occurs on the chip. Prob(P|FQ) = 1 —
Prob (F\FQ) is known as the escape probability, which is the probability of a
bad chip escaping (passing) the test. Keeping all other probabilities same as
in Example 1.1, find the defect coverage necessary to reduce the defect level
to 500 parts per million (ppm.)

Test cost. The analog part of a mixed-signal chip takes 1.5 s to test. The chip
has 1,024 pins. There are 1,000 million vectors that must be applied to test
the digital logic and the embedded memory block. The rated clock speed is
200 MHz. Assuming that the wafer yield is 70% and a 500 MHz ATE is used,
calculate the test component that should be added in the price of a good chip.

Test cost and self-test. A mixed-signal VLSI chip has 1,024 digital pins. To
reduce the testing cost, it is decided to design the digital part with built-in
self-test (BIST) circuitry. Thus, most of the digital signals can be generated
or analyzed on the chip and do not have to be supplied from/to the ATE. It
can now be tested on a 256-pin ATE. Calculate the per second cost of testing.

Test complexity. Imagine a three-dimensional VLSI system in the form of a
cube, where the volume contains transistors and interconnects, and pins are
placed on the surface. We assume that the problems of power dissipation and
cooling have been worked out to make such a device possible. Derive Rent’s
rule for this device. Is the test problem for the cube more, or less, complex
than that for the flat chip?
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. . . productivity increases as quality improves . . . [but] inspection to
improve quality is too late, ineffective, costly . . . note that there are
exceptions, circumstances in which mistakes and duds are inevitable
but intolerable. An example is, I believe, manufacture of complicated
integrated circuits. Separation of good ones from bad ones is the only
way out . . . It is important to carry out inspection at the right point
for minimum total cost.”

— W. Edward Deming, in the book, Out of the Crisis [197].

VLSI chip testing is done in several different places by several different types
of people. When a new chip is designed and fabricated for the first time, testing
should verify correctness of design and the test procedure. This often requires the
involvement of the design engineer and the testing may even take place in the design
laboratory rather than in a factory. Based on the result, both the design and the
test procedure may be changed. This is called verification testing.

Successful verification testing usually results in some good chips. These are the
earliest chips and are normally used by the designers of systems that will use this
design. A successful verification also signals the beginning of production. Produc-
tion means large scale manufacturing. Fabricated chips are tested in the factory.
This is called manufacturing testing.

Finally, when the manufactured chips are received by a customer, they may be
again tested to ensure quality. This testing, known as incoming inspection (or accep-
tance testing), is conducted either by the user or for the user by some independent
testing house.

This chapter gives a detailed view of the testing process, and describes automatic
test equipment (ATE), which is an instrument used to test chips. Finally, the chapter
concludes by describing parametric test.
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2.1 How to Test Chips?

Figure 2.1 illustrates the basic principle of digital testing. Binary patterns (or
test vectors) are applied to the inputs of the circuit. The response of the circuit
is compared with the expected response. The circuit is considered good if the
responses match. Obviously, the quality of the tested circuit will depend upon the
thoroughness of the test vectors. Generation and evaluation of test vectors is one
of the main subjects of this tutorial. In this chapter we describe the mechanics of
VLSI chip testing, an important part of the manufacturing process.

INPUT PATTERNS OUTPUT RESPONSES
11 10~

2005 DIGITAL 0%
o CIRCUIT -
01 07
U COMPARATORY

CORRECT

RESPONSE
TEST RESULT

Figure 2.1: Principle of testing.

While Figure 2.1 illustrates the basics it does not tell the full story. VLSI devices
are tested by automatic test equipment (ATE) that performs a variety of tests [642].
Modern ATE is a powerful computer operating under the control of a fest program
written in a high level language. Our discussion on test equipment is rather brief
and introductory. It is included because we consider some basic familiarity with this
material essential for engineers involved in design and testing of VLSI. Sources of
more detailed information are provided in Appendix C.

2.1.1 Types of Testing

VLSI testing can be classified into four types depending upon the specific pur-
pose it accomplishes [639].

Characterization

Also known as design debug or verification testing, this form of testing is per-
formed on a new design before it is sent to production. The purpose is to verify
that the design is correct and the device will meet all specifications. Functional
tests are run and comprehensive AC and DC measurements are made. Probing of
internal nodes of the chip, commonly not done in production testing, may also be
required during characterization. Use of specialized tools such as scanning electron
microscopes (SEM) and electron beam testers, and techniques such as artificial intel-
ligence (Al) and expert systems, can be effective. A characterization test determines
the exact limits of device operating values. We generally test for the worst case,
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because it is easier to evaluate than average cases and devices passing this test will
work for any other conditions. We do this by selecting a test that results in a chip
pass/fail decision. We then select a statistically significant sample of devices, and
repeat the test for every combination of two or more environmental variables, and
plot results. This essentially means repetitively applying functional tests and mea-
suring various DC or AC parameters, as we vary different variables such as V¢ (the
supply voltage.) This data is plotted as a Shmoo plot (see Figure 2.2) [442, 688],
where “*’ shows correct operation and ‘@’ or nothing shows failure.
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Figure 2.2: Shmoo plot.

We diagnose and correct design errors, measure chip characteristics for setting
final specifications, and develop a production test program. Somewhat less compre-
hensive characterization testing is often continued throughout the production life of
the device for possible improvements in the design and the process yield. Yield is
the fraction (or percentage) of acceptable parts among all fabricated parts. Char-
acterization testing may be done on the chips rejected during the production test
or in the field.

Production

Every fabricated chip is subjected to production tests, which are less compre-
hensive than characterization tests yet they must enforce the quality requirements
by determining whether the device meets specifications. The vectors may not cover
all possible functions and data patterns but must have a high coverage of modeled
faults. The main driver is cost, since every device must be tested. Test time (and
therefore cost) must be absolutely minimized. Fault diagnosis (see Chapters 4 and
18) is not attempted and only a go/no-go decision is made. Production tests are
typically short but verify all relevant specifications of the device. It is an outgo-
ing inspection test of each device, and is not repetitive. We test whether some
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device-under-test (DUT) parameters are consistent with the device specifications
under normal operating conditions. We test either at the speed required by the
application of the device or at the speed guaranteed by the supplier.

Burn-in

All devices that pass production tests are not identical. When put to actual use,
some will fail very quickly while others will function for a long time. Burn-in ensures
reliability of tested devices by testing, either continuously or periodically, over a
long period of time, and by causing the bad devices to actually fail. Correlation
studies show that the occurrence of potential failures can be accelerated at elevated
temperatures. For a detailed theory of the burn-in process, see Jensen and Petersen’s
book [340]. Briefly, two types of failures are isolated by burn-in: Infant mortality
failures, often caused by a combination of sensitive design and process variation,
may be screened out by a short-term burn-in (10-30 hours) in a normal or slightly
accelerated working environment. Freak failures, i.e., the devices having the same
failure mechanisms as the reliable devices, require long burn-in time (100-1,000
hours) in an accelerated environment. During burn-in, we subject the chips to a
combination of production tests, high temperature, and over-voltage power supply.
Refer to the bathtub failure curves in the reliability literature [302]. In practice, a
manufacturer must balance economic considerations against the device reliability.
In any case, the elimination of infant mortality failures is considered essential.

Incoming Inspection

System manufacturers perform incoming inspection on the purchased devices
before integrating them into the system. Depending upon the context, this testing
can be either similar to production testing, or more comprehensive than production
testing, or even tuned to the specific systems application. Also, the incoming in-
spection may be done for a random sample with the sample size depending on the
device quality and the system requirement. The most important purpose of this
testing is to avoid placing a defective device in a system assembly where the cost of
diagnosis may far exceed the cost of incoming inspection.

Types of Tests. Actual test selection depends upon the manufacturing level (pro-
cessing, wafer, or package) being tested. Although some testing is done during
device fabrication to assess the integrity of the process itself, most device testing is
performed after the wafers have been fabricated. The first test, known as wafer sort
or probe, differentiates potentially good devices from defective ones [213, 639]. After
this, the wafer is scribed and cut, and the potentially good devices are packaged.
Also, during wafer sort, a fest site characterization is performed. Specially
designed tests are applied to certain test sites containing specific test patterns.
These are designed to characterize the processing technology through measurement
of parameters such as gate threshold, polysilicon field threshold, bypass, metal field
threshold, poly and metal sheet resistances, contact resistance, etc. [639].
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In general, each chip is subjected to two types of tests:

(1) Parametric Tests. DC parametric tests include shorts test, opens test, maxi-
mum current test, leakage test, output drive current test, and threshold levels
test. AC parametric tests include propagation delay test, setup and hold test,
functional speed test, access time test, refresh and pause time test, and rise
and fall time test. These tests are usually technology-dependent. CMOS volt-
age output measurements are done with no load while TTL devices require
current load.

(2) Functional Tests. These consist of the input vectors and the corresponding
responses. They check for proper operation of a verified design by testing the
internal chip nodes. Functional tests cover a very high percentage of mod-
eled (e.g., stuck type) faults in logic circuits and their generation is the main
topic of this tutorial. Often, functional vectors are understood as verifica-
tion vectors, which are used to verify whether the hardware actually matches
its specification. However, in the ATE world, any vectors applied are under-
stood to be functional fault coverage vectors applied during manufacturing
test. These two types of functional tests may or may not be the same.

Functional tests may be applied at an elevated temperature to guarantee spec-
ifications. For example, testing may be done at 85° C to guarantee 70° operation.
This is called guardbanding. Another application is in speed binning to grade the
chips according to performance. This may be done by applying the tests at several
voltages and at varying timing conditions (e.g., clock frequency.)

The scenario described above represents a generality. The actual test plan for
a VLSI device varies depending upon the specific application it is intended for, the
manufacturer’s test philosophy, available test equipment, and test economics.

While the general testing methodology is applicable to memory chips as well,
there are some notable differences. Memory tests are functional; no stuck-type fault
coverage is evaluated for these tests, which are designed to check functional at-
tributes such as address uniqueness, address decoder speed, cell coupling, column
and row coupling, data sensitivity, write recovery, and refresh. Elaborate testing
may require long vector sequences. To increase throughput, memory testers some-
times have parallel testing capability. Specialized testers may even be able to repair
redundant cells used in large memories (256 M bits) to enhance yield.

VLSI chip testing, in many ways, resembles the testing of other digital equip-
ment such as circuit boards [509], but with differences. Circuit boards consist of
previously-tested components. A primary objective of board testing is to check the
printed wiring and the contacts between wires and components. It is possible to per-
form a bare-board testing of interconnections before the components are inserted.
After the components (such as chips) are in place, in-circuit testing [69] (through a
bed-of-nails fixture) is often used to verify the performance of individual components,
although the bed-of-nails fixture is becoming obsolete. Finally, functional testing
determines whether or not individual components, possibly designed with different
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technologies, function as a system and produce the expected response. The ATE
employed for boards is different from that used for chips.

Test Specifications and Test Plan. The device specification document initiates
the development activity, and contains the following information:

¢ Functional Characteristics — Algorithms to be implemented, I/O signal char-
acteristics (timing waveforms, signal levels, etc.), data and control signal be-
havior, clock rate.

* Type of Device — Logic, microprocessor, memory, analog, etc.
* Physical Characteristics — Package, pin assignments, etc.
* Technology — CMOS (or gate array), custom, standard cell, etc.

¢ Environmental Characteristics — Operating temperature range, supply voltage,
humidity, etc.

* Reliability — Acceptance quality level (defective parts per million), failure rate
per 1,000 hours, noise characteristics, etc.

Test specifications, if not given explicitly, are derived from the above data. Based
on these specifications, a fest plan is generated. In the test plan the type of test
equipment and the type of tests are specified. Selection of a tester depends on such
parameters as throughput, clock rate, timing accuracy, test sequence length, tester
availability, and cost. The types of test may include parametric, functional, burn-in,
margin, speed sorting, etc. The fault coverage requirement should also be specified.

Testers. The basic purpose of a tester is to drive the inputs and to monitor the
outputs of a device-under-test. Testers are popularly known as ATE (automatic test
equipment.) Fast-changing VLSI technology has driven the development of modern
ATE. Selection of ATE for a VLSI device must consider the specifications of the
device. Major factors are speed (clock rate of the device), timing (strobe) accuracy,
number of input/output pins, etc. Other considerations in selecting a tester are cost,
reliability, serviceability, ease of programming, etc. Detailed description of testers
may be found in Section 2.2 and in references cited in Appendix C.

Test Programming. Once the device-under-test has been mounted in the tester,
three things are needed to conduct the test. These are the test program, the digital
test vectors, and the analog test waveforms. Until recently, test programs were
written manually. However, the use of CAD tools is now becoming widespread in
this area.

As shown in Figure 2.3, the device specifications spawn several activities. The
results of these activities are required for the test program. An automatic fest
program generation system (often called TPG) requires three types of inputs:
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(1) Tester specification and the information on the types of tests is obtained from
the test plan.

(2) Physical data on the device (pin locations, wafer map, etc.) are obtained from
the layout.

(3) Timing information on signals and test vectors (inputs and expected responses)
are obtained from simulators.

DEVICE
SPECIFICATIONS \ ARCHITECTURAL &
LOGIC DESIGN,
VERIFICATION &

/ TEST GENERATION
TEST VECTOR +

PLAN EDITOR PHYSICAL ‘
Tester data, * Vectors Hesi

Types of lests,
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Figure 2.3: Test program generation.

The test program contains the sequence of instructions that a tester would follow
to conduct testing. For example, a simple sequence of events will be apply power,
apply clocks and vectors to input pins, strobe output pins, and compare output sig-
nals with stored expected response. Modern testers provide a choice of input signal
waveforms, mask output signals, sense high impedance state, and have a variety of
sophisticated capabilities. Since testers differ in their capabilities and programming
languages, TPGs commonly generate a tester-independent program which can be
customized to any specific ATE [298]. Also, since software simulators used in de-
sign verification differ from the ATE in their handling of signal format (logic values,
timing, etc.), vector editors [47] are useful tools during test programming.

Test Data Analysis. The test data obtained from the ATE serves three purposes.
First, it helps to accept or reject the device-under-test. Second, it provides useful
information about the fabrication process. And third, it provides information about
design weaknesses.

Failing tests quickly point to faulty devices. However, the devices that do not
fail during test can be considered good only if the tests covered 100-percent of faults.
Analysis of test data provides information on device quality [588, 589]. Due to the
random variations in the fabrication process speed characteristics of devices vary.
Test data analysis allows sorting of chips for higher than the nominal performance.

Failure mode analysis (FMA) of the failed devices provides further information
for improving the VLSI processing. Failing devices often show patterns of repeated
failures. The causes of these failures can point to weaknesses (sensitivity to process



24 Chapter 2. VLSI TESTING PROCESS AND TEST EQUIPMENT

variations) in the design. Such information is useful for improving logic and layout
design rules.

2.2 Automatic Test Equipment

The automatic test equipment is an instrument used to apply test patterns to a
device-under-test (DUT), analyze the responses from the DUT, and mark the DUT
as good or bad. The DUT is also sometimes called the circuit-under-test (CUT.) The
ATE is controlled by a central UNIX work station or PC, and one or more additional
CPUs is often built into it to provide housekeeping and data reduction capability.
The tester has one or more fest heads, which contain buffering electronics local to
the DUT, but one mainframe with common instrumentation, power supplies, etc.
The ATE is connected to external equipment that mechanically handles the wafers
or IC packages being tested. Thus, while one chip or wafer is being tested in one test
head (chip handler), another chip/wafer can be loaded into a second test head, so
the tester overlaps mechanical handling of parts with electrical testing of parts. The
chip movement mechanism is generally a pneumatic one, and many wafer probers
also use compressed air to force the probes onto the wafer.

2.2.1 Advantest Model T6682 ATE

We illustrate typical ATE structure with the Advantest?’ Model T6682
tester [12], which is an extremely expensive, high-end ATE, shown in Figure 2.4.
Figure 2.5 shows the block diagram of this ATE. The instrument electronics are
made out of 0.35 pm VLSI chips. It has up to 1024 channels, so it can indepen-
dently control and observe 1024 chip pins simultaneously. The test speed is either
250 MHz, 500 MHz, or 1 GHz Its timing accuracy is £200 ps. The ATE can
drive busses between —2.5 V to 6.0 V, and it can drive small amplitude 200 mV
signals. The clock/strobe timing accuracy is +870 ps over the full timing range,
and the overall timing accuracy is 200 ps. The clock setting resolution is 31.25 ps.
The clock/strobe timing accuracy for AC measurements is 80 ps. This instrument
is one of three available ones that can operate at 1 GHz frequencies. For clock rates
exceeding 250 MHz, we use pattern multiplexing where we write two patterns in one
tester cycle, which raises the operating rate to 500 MHz. We can also multiplex
2 pins to control 1 digital pin on the device-under-test (DUT), to achieve a data
transfer rate of 1 GHz.

When testing wafers, a probe card mechanically interfaces the ATE’s test head
to a set of probe needles (or probe membrane), which actually contact the test pads
on the wafer. The Advantest T6682 can support up to 1024 pins. Realize that
for probing chips, inductance is a major problem, so each probe, even if digital,
must have a careful balance between capacitance and inductance in the probe line
to ensure accuracy. We visualize the probe as 1024 wires touching the chip in a
very small area. Inductance in this system is proportional to the height above the
ground plane, and the wires extend up vertically in the probe, so we essentially have
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Figure 2.4: Advantest T6682 test equipment with a single test head (foreground.)
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Figure 2.5: Block diagram of T6682 VLSI test system.
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1024 tightly coupled transformer windings. Therefore, we will have severe crosstalk
problems in this probe at 1 GHz frequency.

Pattern Generation: The standard sequential pattern generator (SQPG) stores
patterns applied to the DUT, and contains 16 MV ectors of patterns, expandable
to 64 MV ectors. A vector is as wide as the number of pins supported for the
DUT. The optional algorithmic pattern generator (ALPG) handles 32 independent
address bits and 36 independent data bits. It can be assigned to any tester channel,

and is useful for embedded memory testing, since it generates address and data
lines in real time, up to 250 MHz speeds. It has an address descrambler. Pattern

memory has 16 M x 3 bits, and is expandable to 64 M x 3 bits. It represents
vectors with 3 bits/pin, so this allows six timing edges per pin, with a clock rate
of 250 MHz. Two timing edges are used to generate transitions in the waveform
applied to the pin, two more generate waveform or pin I/O control transitions,

and the final two transitions are used for the comparison unit strobe. The address

failure memory (AFM) module records addresses in the memory-under-test that

failed. The optional scan pattern generator (SCPG) supports JTAG boundary scan

(see Chapter 16.) It greatly reduces the test vector capacity needed for boundary
scan, and can mask scan output data for up to 64 pins. It can have either 2 GVector
or 8 GV ector sizes, and operates at speeds up to 40 MHz. The high-speed reload
server provides for rapid internal pattern transfer from a Host machine (via the

ethernet), and essentially is a buffer. One must supply a test vector file and the
good chip response for each vector to the ATE.

Response Checking: The concept of matching, or pulse train matching, is where
the ATE matches patterns on one pin for up to 16 cycles. In pattern matching mode,
the ATE matches a pattern on a number of DUT pins in one cycle. It determines
whether the DUT Output matches an expected output, and the result is used to
change the pattern generation sequence in real time. The output voltage resolution
in the comparison units is 2 mV.

Frame Processor: This unit generates/compares DUT input/output waveforms
at 250 MHz. It combines the DUT input waveform stimulus (from the pattern
generators) with DUT output waveform comparison to form an event sequence.
The notion of a strobe time is the interval after the pattern is applied when the
outputs of the chip are to be sampled, to determine whether the chip responded
correctly or incorrectly to the pattern.

Probing: The digital pin electronics (PE) is the local buffering circuitry, which is
placed as close as possible to the DUT in order to provide maximum bandwidth and
minimum parasitics. Figure 2.6 shows the configuration of the pin electronics. Each
pin (channel) on the Advantest ATE has one comparator (DUT output-only) pin
and a conventional driver/comparator pin. The pin electronics terminates in a pogo
pin connector at the test head. The test head is then interfaced through a custom
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Figure 2.6: Pin electronics in Advantest T6682 ATE.

printed circuit board to a wafer prober for the testing of uncut and unpackaged
wafers or to a package handler for the testing of packaged chips through a testing
socket called a contactor. The ATE has between 128 and 1024 pins, which can be
expanded in units of 128. The pin electronics uses liquid cooling to reduce electrical
noise and improve its reliability, and supports CMOS, BiCMOS, ECL, and TTL
digital testing. The ATE uses semiconductor relays for pin switching, rather than
mechanical relays. In the pin electronics, one can independently set Vig, Vi, Vou,
Vor, Ig (input high current), Iy (input low current), Vp (logic threshold voltage),
and both dynamic clamp voltages for each channel. Each pin card has 64-channel
multi-pins. Pin transition times are 0.55 + 0.12 ns, and signal edge setup has a
resolution of 31.25 ps. The load on each channel is programmable. The Advantest
pin electronics with the second comparator is unique in ATE. It is used for special fly-
by wiring configurations where the DUT is placed at the midpoint of a transmission
line between the driver-comparator pair and the stand-alone comparator.

The parametric measurement unit (PMU) applies voltages or currents at a pin
and measures electrical responses (currents or voltages) at the same pin. In Fig-
ure 2.5, the multi-DC unit (MDC) and the universal DC unit (UDC) are provided
for applying and measuring DC voltages and currents at pins. The PMU has six tim-
ing edges per channel. Pin multiplexing lets us combine the edges for two channels
to double the operational speed for 1 pin, which is how the T6682 attains 1 GHz
operation.

Mixed-Signal Test: The ATE has a waveform generator, a digitizer, digital wave-
form capture memory, a sine wave generator, an audio front end, and a sampler.
The sampler converts analog signals into digital data using sampling. Mixed-signal
test is discussed in Chapters 10 and 11.
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Power Supplies: The ATE contains between 24 and 32 power supplies.

Software Control: The ATE runs Solaris UNIX on an UltraSPARC 167 MHz
processor for non-real-time functions and runs a real-time OS on another Ultra
SPARC 200 MHz processor for tester control. The ATE has disk storage, CD-
ROMs, floppy disk, a monitor, a keyboard, a Hewlett-Packard GPIB* instrument
interface, and an Ethernet interface. The ATE uses software called Viewpoint to
debug, evaluate, and analyze VLSI chips

Test Description Language: The test description language (TDL) is a test pro-
gramming language, used to describe a program that operates the ATE using the
test vectors. The TDL provides this additional information for controlling the ATE:
strobe times (for sampling the DUT outputs), voltage/current stimulus information,
the clocking rate for vectors, the vector slew rate (rate at which waveforms rise or
fall), and filtering information for sampling DUT signals. In TDL one can also set
the resolution of the pin signal, which is useful for determining causes of failures
in DUTs. Also, test vectors often must be edited, to adjust them to avoid burning
out the chip by exceeding the maximum allowable power dissipation. Some chip
signals must also be put into the high-impedance state to avoid burning out the
DUT during testing.

Visualization Aids: ATE software can generate a fail bit map for testing a memory
device. The software can also produce maps of wafers showing the passing chips,
the failing chips, and the binning results for all chips. Logic analyzer software is
useful for debugging the chip while it is on the tester. The oscilloscope software
displays the DUT output analog waveforms after they have been sampled with high
resolution. Software also assists in generating Shmoo plots for DUTs. Most testers
offer a virtual test capability, where the test engineer can simulate the application
of the vectors by the tester to the DUT on a work station. Virtual test reduces the
actual tester time needed for test development, which is important given the high
cost of testers.

2.2.2 LTX Fusion ATE

We discuss the LTX Fusion”™ tester (see Figure 2.7), because it is a modular se-
ries of ATE systems intended for systems-on-a-chip (SOC.) The models HF/HT/AC
allow various trade-offs in integrating digital, analog, and memory testing using one
tester, and span different price ranges. This is now required, since digital, analog,
and memory devices are now combined into a SOC. The Fusion ATE is a single
platform, which can be updated by adding/replacing modules to attach additional
instruments and capabilities as needed. The LTX Fusion tester runs the enVision
Operating System. The Fusion HF supports one or two test heads per tester with
a maximum of 1024 digital pins and a maximum test rate of up to 1 GHz. It has a

*QGeneral Purpose Instrument Bus.
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Figure 2.7: LTX Fusion ATE with a single test head.

memory depth of up to 64 MV ectors. It also has specific pattern generation capa-
bility for serial scan requirements and memory test. It can hold two test programs
in memory at once, but only one runs at a time.

The Fusion AC and HT models are intended for the testing of lower pin count
DUTs and analog-intensive devices, and support up to 96 digital pins and a non-
multiplexed testing rate up to 40 MHz. One million vectors can be stored in
memory.

All of the Fusion configurations support multi-site testing and support a com-
mon set of analog instrumentation, including DSP-based synthesizers and digitizers,
time measurement units, smart power testing instruments, and RF source and mea-
surement capability up to 4.3 GHz.

2.2.3 Multi-Site Testing

In multi-site testing, one ATE tests several devices at the same time. This is
frequently done both in probe and package test. Single test heads have been designed
to handle multiple packages simultaneously. On this ATE, the DUT interface board
has more than one socket on it. The motivation for this approach is that most of
the cost is for the basic ATE, but adding a few additional instruments to enable
multi-site testing is relatively inexpensive. Most ATE instruments can be replicated
in the tester (e.g., more digital pins), and most ATE operating systems allow one
to program one site, and then automatically expand the program to address more
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sites that use duplicate resources in the tester.

Digital and mixed-signal devices are frequently tested two or four at a time. One
limitation is the number of instruments installed in the ATE to handle all of the
required pins. Another limitation is the type of handling equipment available for a
given chip package type. Memory devices are frequently tested 32 or 64 ICs at a
time because test times are very long.

2.3 Electrical Parametric Testing

A typical test program proceeds as follows:

1. Probe test or wafer sort test (examine the die on the wafer before it is broken
up into chips to weed out grossly defective devices.)

2. Contact test.

3. Functional and layout-related test.
4. DC parametric test.

5. AC parametric test.

Tests 1, 2, 4, and 5 are electrical tests, while test 3 is a functional test.

An electrical fault is observed at the chip pins, and affects the device in-
put/output interface. It modifies the observed voltages/currents/delays at the pins.
There are two kinds of electrical faults:

1. There may be a major deviation of voltage/current/delay from the part data
book value.

2. There may be unacceptable limits of operation for the device.

Electrical testing is done without an understanding/analysis of the underlying fab-
rication process and chip layout. The tests are DC and AC parametric tests.

DC Parametric Tests. These tests measure steady-state electrical characteristics
using Ohm’s law: they force a terminal voltage and measure current, or vice versa. A
parametric measurement unit (PMU) in the ATE does this, while forcing appropriate
operating conditions.

Contact Test. This verifies that the chip pins have no opens or shorts [688]. We
draw current out of the device and measure voltage at the input pin. Figure 2.8 [442]
shows how this forward biases the protection diodes at the pin (which should have
¢o =0.7V ina5 V Vgc system.) Chip pins are protected by a series resistance
connected to two Zener diodes. This protects the chip from a-particles and from
electrostatic discharges inadvertently applied to its pins during handling, as the R
absorbs a huge voltage drop and the two Zener diodes clamp the circuit node voltage
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Figure 2.8: Protection circuits at chip inputs/outputs.

between supply Voo +0.7 V and ground Vgs —0.7 V. The tester contacts the device
through R.

Method:

1. Set all inputs to 0 V.
Force a current Iy out of the pin, which forward biases Diode D2. We expect
Iy to be 100 to 250 pA.

3. Measure pin voltage Vpin. R relates to Vyin by Vpin = Vss — 0.7 — Iy R

Possible test outcomes:

1. Contact short (R = 0 Q) results in very low diode drop, so Vp, is —0.075 V
(fails.)

2. No problem (passes.)

3. Pin is open circuited, so R is huge. This forces too much current through
the diode, so Iy is too large, and Vi, is therefore large (—1.5 V) (fails.)

Power Consumption Test. This finds the worst case power consumption for
static (steady input logic values) and dynamic (inputs changing dynamically during
operation) situations.

Method:
1. Set ambient temperature to worst case conditions, and open circuit the de-
vice outputs.
2. Measure the maximum device current drawn from the power supply (Icc)
at the specified power supply voltage Vipn.
Possible test outcomes:

1. I(;C > T70mA (fails.)
40 mA < Icc < 70 mA (passes.)

Output Short Current Test. This test verifies that the output current
drive is sustained at high and low output voltages.
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Method:
1. Cause the chip output to be a 1 with the appropriate input pattern.
Short the output pin to 0 V' in the PMU.
3. Measure the short current (do not short the chip for very long, or the driver
will burn out.)

; Possible test outcomes:
1. Short current > 40 pA (passes.)
2. Short current < 40 pA (fails.)

Output Drive Current Test. For a specified output drive current, this test veri-

fies that the output voltage is maintained.
Method:

1. Apply an input vector that forces the chip output to 0.
2. Simultaneously, force the output voltage to Vo, (0.4 V) and measure Ipyp,.
3. Repeat steps 1 and 2 with an output 1 pattern, forcing the output voltage

to Von (2.4 V) and measure Ipg.

Possible test outcomes:

1. Ior <2.1mA (fails.)
Iog < —1 mA (fails.)

Threshold Test. This determines the Vi and Vig input voltages needed to
cause the device output to switch from high to low (low to high.) 0 < Vor < Vi <
Vig < Vor < Vce.

Method:

1. For each of the input pins, write a logic 0, along with a pattern that propa-
gates the zero to an output. Read the expected output. Increase the input
voltages in 0.1 V steps at the input and stop when an erroneous value occurs
at the output.

2. For each of the input pins, write a logic 1, along with a pattern that propa-

gates the one to an output. Read the expected output. Decrease the voltages

in 0.1 V steps and stop when an erroneous value occurs at the output.
Possible test outcomes:

An erroneous output happens when the input 0 is above 0.8 V' (passes.)

An erroneous output happens when the input 0 is below 0.8 V' (fails.)

(

(

An erroneous output happens when the input 1 is below 2.0 V' (passes.)
An erroneous output happens when the input 1 is above 2.0 V (fails.)

e O (k=

AC Parametric Tests. In AC parametric testing, we apply alternating voltages at
some set of frequencies to the chip and measure the terminal impedance or dynamic
resistance (reactance.) We select a DC bias level for these tests, which determine
chip delays caused by input and output capacitances. However, the tests give no
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Figure 2.10: Determining setup, hold, and release times.

information on functional data or DC parameters.

Rise and Fall Time Tests.

Method:
1. Measure the time interval between two voltage levels of either a rising or
falling edge (see Figure 2.9 [442].)

Tests for Set-Up, Hold, and Release Times. See Figure 2.10 [442] for the def-
initions of these times. The times are always measured between the input signal
50% point and the clock signal 50% point. The input data should be present for
the duration of set-up time interval before and hold time interval after the latching
edge of the clock (falling edge in the figure.) Release time, relevant to memories, is
the maximum interval for which an input can be present without being sampled.

Propagation Delay Tests. Propagation delay is the time between an in-
put state change and a resulting output change, measured between 50%
voltage levels, and specified with a minimum and maximum time pair.

Method:
1. Apply a standard output load (RC or RL.)
Apply an input pulse with a controlled rise and fall time.
3. At the tester, measure propagation delay between input and output changes.
Possible test outcomes:

1. Delay is between 5 ns and 40 ns (passes.)
Delays are outside this range (fails.)

o
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2.4 Summary

Parametric tests are necessary to decide whether the chip pins meet various rise
and fall times, setup and hold times, low and high voltage thresholds, and low and
high current specifications. Functional tests determine whether the internal digital
logic and analog sub-systems in the chip behave as intended. The major cost in
testing is digital and analog functional tests. Parametric test is a tiny part of the
cost, because it is very short, and test cost is proportional to the amount of tester
time needed for the test. At present, the ATE cost is increasing, but the manufac-
turers claim that the actual test process cost is decreasing, because of throughput
improvements to the ATE. The ATE itself becomes more expensive, because it must
store more vectors than before and operate at much higher frequencies than before.
The tester probe head is much more difficult to design than before, because of pin
counts of 1024 pins/chip and higher clock rates. This leads to increased problems
with inductance and electrical noise during digital test. For a more comprehensive
study of the VLSI testing process, the reader may examine a recent survey article
by Grochowski et al. [270] and the books listed in Section C.3.

Problems

2.1 Test types. You are making microprocessor chips, and need to have a very low
product failure rate in the field to control your warranty costs. Describe the
various types of tests that you would use on the microprocessor chips at their
various stages of processing.

2.2 Contact test. In a contact test, we expect the input current limiting resistor
R for an input pad to be 2000 2. If Iy in this test ranges from 100 to 250 pA,
what will be the expected pin voltage range Vp;, during the contact test?

2.3 Set-up time test. Devise a parametric test for flip-flop set-up time of 360 ps
for a 16-pin chip containing a common clock (for all 5 flip-flops), 5 D lines, 5
Q lines, a common master-clear line, and a common master-set line.

2.4 Hold time test. Devise a parametric test for flip-flop Hold time of 120 ps for
a 16-pin chip containing a common clock (for all 5 flip-flops), 5 D lines, 5 Q
lines, a common master-clear line, and a common master-set line.

2.5 Threshold test. Devise an improvement to the threshold parametric test pro-
cedure to speed up the test (and thus save money), while still correctly deter-
mining the input logic voltage thresholds.



Chapter 3

TEST ECONOMICS AND
PRODUCT QUALITY

. Economics is the study of how men choose to use scarce or limited
productive resources (land, labor, capital goods such as machinery,
and technical knowledge) to produce various commodities (such as
wheat, overcoats, roads, concerts, and yachts) and to distribute them
to various members of society for their consumption . . .”

— Paul Samuelson [560].

Engineering economics is the study of how engineers choose to optimize their
designs and construction methods to produce objects and systems that will optimize
their efficiency and hence the satisfaction of their clients. We discuss engineering
economics concepts, such as the analysis of production and operational costs, and
benefit versus cost analysis. These concepts, when applied to electronic test, lead
to economic arguments that justify design for testability (DFT) [23].

Engineers are concerned with optimizing the technological efficiency. For exam-
ple, in designing a heat engine, the prime consideration is to have as much heat
energy converted into mechanical work as is possible. An economist, on the other
hand, prefers to minimize the cost of obtaining mechanical work for the consumer.
Apart from the technological (or energy conversion) efficiency, other factors such as
fixed and variable costs of material, equipment, labor, insurance, etc. are important.

Lately, test economics has received noticeable attention. The relationship be-
tween testing cost and product quality is complex. For large electronic systems,
testing accounts for 30% or more of the total cost. Still, it has been hard to justify
the cost of DFT at the component level. We will examine the impact of DFT on
the overall system cost rather than considering the component cost alone.

Study and practice of economic principles are as important for engineers as the
laws of physics. We may find ourselves pursuing local goals such as profitability, time
to market, and beating the competition, but the real goals are usefulness to society
and preservation of the environment. Today, economics is a well developed science,
divided into two main streams. Microeconomics is the study of economic laws at
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a small scale as affecting a company. Macroeconomics deals with the wealth of
society at the national or international scale. We briefly introduce microeconomics,
including costs, production, and benefit-cost analysis, and study the case for built-in
self-test (BIST) in electronic products.

VLSI yield, product quality measured as defect level, and fault coverage are
important concepts related to electronic production and testing. These are discussed
in the later part of this chapter.

3.1 Test Economics

Testing is responsible for the quality of VLSI devices. Several tradeoffs are often
necessary to obtain the required quality level at minimal cost. Costs include the
cost of automatic test equipment (ATE) (initial and running costs), the cost of test
development (CAD tools, test vector generation, test programming), and the cost
of DFT [204, 522]. In the future, DFT will dominate test economics equations. The
scan design technique can significantly reduce the cost of test generation and the
BIST method can lower the complexity and cost of ATE. DFT techniques should,
therefore, be included in the device specification and the test plan.

3.1.1 Defining Costs

Cost is a measurable quantity that plays a key role in economics. For example,
we compare costs and benefits to select between alternatives, or minimize cost to
optimize a design. As we define below, there are several types of costs.

Fixed Costs (FC.) These are the costs of things that are necessary but do not
change with use. For example, if we wish to produce computers, we require a
factory building and machinery which contribute to fixed costs. These costs do not
change with the number of computers that are built, whether we build one or one
thousand computers. Although fixed costs remain unchanged, the fixed costs per
computer will reduce as the production is increased.

Variable Costs (VC.) These costs increase with the production output. The vari-
able costs of producing one thousand computers will be thousand times greater
than the variable costs of producing one computer. Variable costs generally consist
of labor, energy, and raw materials.

Total Costs (TC.) Total costs are the sum of the fixed and variable costs, and
increase with production output.

Average Costs (AC.) These are obtained by dividing the total costs by the number
of units produced.

As an illustration, consider the cost analysis of car transportation for an individ-
ual. We take the purchase price of the car, say $25,000, as the fixed cost. We estimate
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Figure 3.1: Costs of transportation.

the variable costs that account for gasoline, maintenance, repairs, and insurance, as
20 cents per mile. The total cost of traveling m miles is 25,000 + 0.2m dollars, so
the average cost is:

25,000
m

Average cost = + 0.2 dollars per mile (3.1)

This simple formula illustrates the principle of computing average cost. Depending
upon the situation, various types of fixed and variable costs should be included. For
example, suppose the owner of the car drives 10,000 miles per year for five years
and sells it for $7,500. The fixed cost then reduces to $17,500 and the average
cost will be (17,500/50,000)+0.2 dollars, or 55 cents per mile. If the car is used
for ten years and then sold for $5,000, the average cost will be 40 cents per mile.
When the car is used for twenty years and has no resale value, then the average
cost will be 32.5 cents per mile. Two average cost curves are given in Figure 3.1.
The monotonically decreasing average cost, shown as “ideal,” is computed from the
above formula. However, in reality, the repair costs may go up after the car has been
driven over 100,000 miles. When the aging factor is taken into account, the average
cost might be as shown by the rising curve (shown as real), called a bathtub curve.
Thus, durability of equipment may be more important than the initial purchase
price for realizing lower average operating cost.

Example 3.1 John’s economic selection of a car. John figures that his need for
a car, which he plans to use for work, will be satisfied by a new mid-size car with
25 miles per gallon EPA (Environmental Protection Agency) rating. He assesses
that the average cost of repair (other than the regular maintenance) will be $1,000
for each serious breakdown. This includes the actual cost of repair and the cost of
his time off from work (he is a salesman and earns commission on the amount of
sale.) Using the consumer’s guide data on repairs of mid-size cars, he derives the
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following formula for the price (P) of a new car:

P = 20,000 +

20’:00 dollars (3.2)

where n is the number breakdowns per year. John drives about 15 thousand miles
every year and assumes a linear depreciation to zero value over a period of ten years.
The annual cost (C) of driving is:

2
C = 2,000+’—?:)9-+K+1,000 n dollars (3.3)

where K is the gasoline and regular maintenance cost, which is assumed to be the
same for all models. To minimize C, he sets the derivative dC/dn = 0, and obtains,
n = V2 = 1.414. From Equation 3.2, the price of the car he should select is
determined as $34,144.

3.1.2 Production

Production is the process of making articles that society needs. Inputs to pro-
duction are labor, land, capital, energy, and enterprise [472]. Enterprise means
technical knowhow, organizational skills, etc. The inputs account for the cost of
production. Although inputs vary widely, they can all be converted into dollar
equivalents. Both fixed and variable costs may be included.

A short-run production means that some of the inputs are fixed. An example is
the production in a factory over a period during which the size of the manufacturing
facility remains fixed. In the short-run, output possibilities are limited. The com-
pany can hire more workers, order more raw material, perhaps add a shift, but that
is about all. The long-run production is over a period during which the company
can change all inputs, including the size of the manufacturing plant.

We first consider short-run production. Production output, (Q, is a function of
the inputs x, which presently accounts for only the variable costs of production:

Q@ = Q) (3.4)

Technological Efficiency. Let us define:

Average product = % (3.5)
Marginal product = Z—g— (3.6)

The average product, or the product per unit of input, is called the technological
efficiency. We maximize this efficiency by setting:

d Q@ 1dQ @
——= =0 or

dzr x zdzr z2
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Figure 3.2: Maximizing technological efficiency.

which leads to the following relation:

Q@ _ 4@ (3.7)

z dz
Figure 3.2 illustrates the above relation. The graph on the left shows a typical
production output function, Q(x). For very small input there is practically no
output. We can explain the behavior of this function using the example of an
electric motor. The input there is electrical energy and the output is mechanical
work. Very small input will not be enough to overcome the inertia of the rotor.
Initial start up is also slower because of the low speed friction of bearings. When
the input exceeds a certain value, the motor output increases with the input. It
remains lower than the input because of the energy conversion losses (e.g., heat
generated due to current flow.) As we increase the load, the motor draws more
current. Eventually, the heat generated inside the wiring cannot all be radiated at
the rate it is being generated, and the temperature rises. That in turn increases
the wiring resistance and heat loss, reducing the output increment per unit input
of electrical energy. This is shown by the reducing slope of Q. The behaviors of
the average product, Q/x, and the marginal product or slope, dQ/dx, are shown
in the graph on the right. According to Equation 3.7, the maximum technological
efficiency occurs when the average product equals the marginal product.

A technologist maximizes this efficiency in the design by converting the variable
cost into product as best as possible. This is like optimizing the energy conversion
efficiency of the electric motor, which will be rated for optimum operation at the
maximum technological efficiency point. As we shall see there are reasons for not
operating the equipment at this point. We are told that cars are designed for a
maximum fuel efficiency when driven at 55 miles per hour. Still many of us tend to
drive faster (sometimes at the risk of getting a speeding ticket) because the cost of
our time spent in transit may be greater (or so we think!)

Economic Efficiency. Engineers are good at optimizing the technological effi-
ciency, but often ignore the total cost of the product. Economic efficiency is related
to the rotal cost of production, which includes both fixed and variable costs. Thus,
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economic efficiency may also apply to long-run production. Suppose that X is the
total cost (TC.) Then, the average cost (AC) is X/Q and marginal cost (MC) is
dX/dQ. Marginal cost gives the cost of increasing the production level from the
present average production level. The economic efficiency minimizes AC and is
achieved when MC = AC. This is illustrated in Figure 3.3. Consider the point
shown on this graph as the “Max. Tech. Efficiency.” If we neglect the fixed cost
then this gives the lowest product cost. However, it is impossible to produce any
thing without fixed cost. For non-zero fixed cost, the average cost will be higher
as illustrated by the other two average cost curves in Figure 3.3. If we were to
produce at maximum technological efficiency, due to the actual non-zero fixed cost,
the average cost of the product will be higher than the minimum cost given by the
maximum economic efficiency.

The maximum economic efficiency may not occur at the same level of produc-
tion that gives maximum technological efficiency. The difference is in whether we
minimize the TC or the VC. More detailed considerations in long-run production
take factors such as supply-demand and competition into account [46, 472].

The Law of Diminishing Returns. The shape of the production (Q/x) curve

in Figure 3.2 is typical of all production environments. As inputs are increased,
first the production rises and then decreases. This fundamental principle is known

as the law of diminishing returns: If one input of production is increased keeping
other inputs constant, then the output may increase, eventually reaching a point
beyond which increasing the input will cause progressively less increase in output. In
practice, various reasons cause diminishing returns. For example, when the input to
a electric motor is increased, at some point its energy conversion efficiency begins
to fall, due to greater heat loss. If more workers are put on the same job, they
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usually come in each other’s way and the rate at which the work is done does not
increase proportionately. Similarly, the phenomenon of diminishing speed up in
multiprocessor computers is well known [373].

Increasing Returns to Scale. The case of mass production is worth considering.
Production often increases faster than the increase of inputs, which is called in-
creasing returns to scale. Some of the reasons are: (1) Technological factors and
(2) Specialization. For example, a large company can afford to have a research and
development unit to help utilize new technology in their production. They can also
justify hiring specialists that a small company cannot afford. Another example is
the superlinear speed up observed when multiprocessors are used to solve certain
difficult search problems like test generation [603].

In the long run, however, the law of diminishing returns prevails. A company
that has grown beyond control becomes inefficient due to reasons such as lack of
communication among employees and counterproductive rivalries. There are recent
examples of companies restructuring themselves into smaller business units, some-
times separate companies, for similar reasons.

Example 3.2 Investing in equipment to reduce testing cost. In Example 1.2, we
calculated the testing cost as 4.5 cents per second. Suppose that the production
facility can locate (physically accommodate) five ATEs. The cost of the maintenance
contract was 2% of the purchase price of an ATE. Suppose that additional ATEs can
be included in the contract at half that price (bulk discount.) Similarly, the operating
cost of additional ATEs is only half that of the first one, which was estimated as
$0.5M in Example 1.2. This is because, the facility is shared and some tasks can be
performed by the same person for multiple ATEs. Using the same cost assumptions
as in Example 1.2, for five ATEs, we obtain:

Running cost = $0.854M x 5+ $0.585M x 3 = $6.025M/year
Considering that all five testers are used around the clock, we obtain

, 6.025M dollars
Testing cost = 365 x 24 X 3,600 X5 3.82 cents/second

This is an over 15% reduction in the testing cost provided by a single ATE. However,
before purchasing the testers one should ascertain that the production volume of the
wafer-processing plant and the demand of VLSI chips match the expanded capacity
of the test shop. Any unused capacity will increase the testing cost by decreasing the
denominator of the last equation.

3.1.3 Benefit-Cost Analysis

Benefits include income from sale of products or services, savings in cost and
time, etc. Costs refer to the costs of labor, machinery, energy, finances, risks, etc.
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All items are normally quantified and expressed in the same units (e.g., dollars.)
We then define the benefit-cost ratio as follows:

B/C ratio = annual benefits (3.8)
annual costs
Both benefits and costs should be estimated and averaged over the life time of the
product. When there is a choice among products with similar utility, the B/C ratio
provides a criterion for comparison. Product selection on the basis of just minimum
cost or maximum benefits can lead to an imperfect result.

Example 3.3 Weighing cost against benefit. A printed circuit board is repaired
at an average cost of $350. This cost has several components. The average cost
of diagnostic test is $300. The average price of a chip is $10 and any number of
chips can be replaced at a cost of $40, which includes the final go/no-go type of
system test. The repair shop’s log on repaired boards shows that 95% of failed boards
have a burnout failure of one of two specific chips. A test consultant advises that
the shop should replace those two chips without running any diagnostic test. The
cost of this repair is estimated to be $60 since two chips cost $10 a piece and chip
replacement and system test cost $40. At this point it is expected that 5% of the
boards will fail the system test. The shop must run the full diagnostic test on each
failed board and repair it at an additional cost of $350. Thus, the average cost of
repair is $(60 + 0.05 X 350) = $77.50, which is a substantial reduction over the
original cost of repair.

3.1.4 Economics of Testable Design

The changing trends of VLSI technology (see Chapter 1) have provided a new
perspective to electronics manufacturing costs. Intel [607] recently reported that
the combination of verification testing and manufacturing testing is its major cap-
ital cost, and not the $2 billion silicon fabrication lines. Many systems companies
consider testing to be 50 to 60% of their equipment manufacturing cost. It may be
cheaper to insert test hardware onto the chip rather than to provide testing using ex-
ternal ATE, if the test equipment cost becomes a concern. It has been shown [501]
that at-speed testing is more effective than reduced-speed testing. However, the
fastest-known ATE is always slower than the chips it will test. One possible solu-
tion to the high-speed test problem is the on-chip delay test capability. The added
test circuitry will generate timing signals and capture the circuit’s response (see
Chapter 15.) Of course, then Heisenberg’s uncertainty principle [289] of physics will
apply: “Any attempt to observe a system will perturb the system behavior.” This
means that we will require a more careful consideration of the effect of the testability
hardware on the normal system operation.

In the computer and communications industries, testing of electronic compo-
nents is an important part of the business. Customers want reliable product at a
reasonable cost. A manufacturer, with a poor design, may try to improve reliability
by increased testing with the added cost passed on to the customer. However, in a
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Table 3.1: Costs of built-in self-test (BIST.)

Level | Design Fabri- Production Maintenance ~ Diagnosis Warranty |
and test cation test test and repair repairs |
CHIPS +/- + - B
BOARDS +/- t — -
SYSTEM +/— + — = — N
+ cost increase — cost saving +/- cost increase ~ saving

competitive market economy, the consumer benefits by selecting the best product.
To stay in business, the manufacturer must find means to provide the best product
at the lowest cost. This requires production at the maximum economic efficiency.

The new advances in technology have given the capability to quickly design
and manufacture very complex circuits at reasonable cost. However, as the cost of
these products has reduced, the percentage of the total cost attributed to testing has
increased [51, 192, 204]. In order to control testing costs, the designers must consider
the test complexity. In electronic parts, DFT is important. Techniques such as scan
design, BIST, and boundary scan simplify the test problem of electronic systems.

Consider the case of BIST. Test generation and response analysis circuitry is
built into the VLSI chip or the printed wiring board. Tests can be run at the rated
clock speed and the device can be efficiently tested even when it is embedded in a
larger system. However, we must pay the price somewhere. The BIST circuitry will
reduce the yield of the VLSI chip, thus increasing the cost. Unless this cost increase
can be offset by cost reduction elsewhere, the use of BIST is not justified.

Systems planners and designers often face a decision of choosing from several al-
ternatives. A typical question is: Should one use BIST? To answer the question, we
must weigh costs against benefits. When such a trade-off is considered at the chip
level, BIST offers some benefits in testing cost. However, if one considers the prod-
uct life-cycle cost, because of the savings achieved, the decision is overwhelmingly in
favor of BIST. Table 3.1 shows the impact of BIST on testing cost for chips, boards,
and systems [36]. For simplicity, only qualitative impact (increase or decrease) on
cost is shown in the table. Considering the cost of design and test development, we
find that the additional cost of designing the BIST hardware somewhat balances
the saving from test generation. Fabrication cost is increased at all levels due to the
extra hardware. Production test cost is reduced due to more efficient tests and less
expensive test equipment allowed by the self-testing design. Also, at board and sys-
tem levels, BIST allows improved troubleshooting during assembly and integration.
Of course, the maintenance cost has the greatest impact on the system operation.
Diagnosis and repair costs are reduced at board and system levels. In alternative
strategies, the lengthy or improper diagnosis is often responsible for much loss in
revenues for the user due to service interruption and for the equipment manufacturer
due to warranty repairs.

The main point of Table 3.1 is the significant benefit that BIST provides at the
system level. A testability decision at one level cannot be made independent of other



44 Chapter 3. TEST ECONOMICS AND PRODUCT QUALITY

levels. This is because the chips are produced for use on boards, which are used in
the system. The benefit of BIST may be small at the chip level, but the chips with
BIST reduce the cost of testing at the board and system levels where benefits are
greater. Even with relatively lower benefits at chip and board levels, BIST is still
the best DFT alternative. Published work on economics of BIST [1, 48, 51, 192, 204]
must be critically examined on this point.

3.1.5 The Rule of Ten

It is widely accepted in the electronics industry that chips must be tested
before they are assembled onto printed circuit boards (PCBs), which, in turn, must
be tested before they are assembled into systems. This is because experience has
shown that the rule of ten holds [188]. If a chip fault is not caught by chip testing,
then finding the fault costs 10 times as much at the PCB level as at the chip level.
Similarly, if a board fault is not caught by PCB testing, then finding the fault costs
10 times as much at the system level as at the board level. Some claim that the rule
of ten should be renamed the rule of twenty, because the chips, boards and systems
are enormously more complex than when the empirical rule was first stated [188].

Example 3.4 Spending more on test to save. A computer company provides a one-
vear free repair warranty on the CPU board. It is found that the average number of
failures per board is three per year and the average cost of each repair is $200. The
company sells 100,000 computers in one year and so the annual cost of warranty
repair is 3 x 100,000 x $200 = $60M. The company is losing money on their
product. To cut their loss on the warranty repair into half, they decide to reduce the
failure rate of the CPU board to 0.5 failures per board per year. This will reduce the
cost of warranty repair to $10M. The failure rate is brought down by applying a burn-
in test to all CPU boards. In the burn-in test, also known as stress test or accelerated
life test, the board is tested in an elevated temperature (e.g., 140°C) environment.
The supply voltage may also be elevated to 15 x Vpp. In “static” burn-in, only the
supply voltage is applied. In “dynamic” burn-in, the board is electrically exercised at
the elevated temperature. Such tests are known to accelerate the failure mechanisms.
Thus, most “weak” devices on the board will fail and will be replaced before the board
is supplied to the customer. The duration of burn-in test can range from a few hours
to several days, depending on the final failure rate desired [340]. The company must
select a burn-in test duration suitable for reducing the failure rate to 0.5/year and
can spend up to $200/board for test and repair, if a failure occurs. Thus, for 100,000
boards, an additional $20M will be spent. The manufacturer will be saving a cool
$30M from the warranty expenditure. In addition, the customer will see only one
breakdown in two years, in place of three per year.

3.2 Yield

The process yield of a manufacturing process is defined as the fraction (or per-
centage) of acceptable parts among all parts that are fabricated. We will refer to
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.......... _— Good chips —__

— Wafer
Wafer yield = 12/22 = 0.55 Wafer yield = 17/22 = 0.77
(a) Unclustered defects. (b} Clustered defects.

Figure 3.4: Defect modeling for yield estimation.

the process yield simply as yield. Process variations, such as impurities in wafer
material and chemicals, dust particles on masks or in the projection system, mask
misalignment, incorrect temperature control, etc., can produce defects on wafers.
The term defect generally refers to a physical imperfection in the processed wafer.
The reader may refer to Section 4.1 for a formal definition. Typical defects are bro-
ken conductors, missing contacts, bridging between conductors, missing transistors,
incorrect doping levels, and many other phenomena that can cause the circuit to
fail. Some defects are observable through the optical or electron microscope. Others
are not visible and can only be detected by electrical tests. To estimate the VLSI
yield, defects are modeled as random phenomena.

The term wafer yield is sometimes used to refer to the average number of good
chips produced per wafer. In the following discussion, we normalize the wafer yield
by the number of chip sites on the wafer, and use it as the process yield. In general,
though the process yield also accounts for the defects produced in other manufac-
turing steps such as scribing and packaging.

Figure 3.4 shows two possible scenarios of defect modeling. The defects are
shown as dots and each faulty chip (shown in grey) contains one or more defects.
In Figure 3.4(a), ten defects are randomly but uniformly distributed over the wafer
and 12 of 22 chips are good, giving a wafer yield of 12/22 = 0.55. The same number
of defects, when distributed in random clusters as in Figure 3.4(b), produces a wafer
yield of 17/22 = 0.77. Higher yields are quite typical of the “clustered distribution”
of defects. Fortunately, the actual chip manufacturing process is characterized by
clustered defects. Random defects are characterized by two parameters:

* defect density, d, which is the average number of defects per unit area, and
* clustering parameter, a.

Thus, the average number of defects on a chip of area A is Ad. Suppose that
we randomly pick a chip. Then, the number of defects, x, in it is an integer-
valued random variable. The observed phenomenon of defect clustering is effectively
modeled by assuming a negative binomial probability density function for x [546]:

p(z) = Prob(number of defects on chip = )
Na+z) (Ad/o)”
z! MNa) (1 + Ad/a)ote

(3.9)
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where T'(z) is the Gamma function, defined as [715]:
o
I'(z) =/ e " ldz
0

The mean, E(x), and variance, o?(x), of x are given by:

E(z) = Ad (3.10)

o?(z) = Ad(1 + Ad/a) (3.11)

The values of E(x) and o?(z) for the number of defects on a chip are obtained either
from experimental measurements or by process simulation [167, 710]. Substitution
in the above equations then leads to the determination of yield parameters, d and
a. The yield is obtained as the probability, p(0), of no defect on a chip. Thus,
substituting z = 0 in Equation 3.9, we get:

Y = (1+ Adja)™@ (3.12)

When o — oo, Equation 3.9 gives the Poisson density function with mean Ad, which
corresponds to the unclustered distribution of defects (Figure 3.4(a)):

_ (Ad)me_Ad

For unclustered defects: p(z) "

(3.13)
On substituting z = 0 this gives the yield, which can also be obtained by substituting
a = oo in Equation 3.12, as

_ _—Ad
YPpoisson = € (3.14)

Equation 3.14 gives very low yields. For example, if the average number of defects
is Ad = 1.0 and a@ = 0.5, which are quite typical for a large VLSI chip, then
Ypoisson = 1/€ = 0.37. A yield of 37% is considered to be too low for a profitable
manufacturing. A more realistic yield, which characterizes a mature process, is
obtained from Equation 3.12 as 58%.

When the processing of a newly designed chip is first started, the yield may
be low. It may even conform to the prediction of Equation 3.14. The diagnosis
of defects leads to process improvements to a stage where no further improvement
is possible. The resulting process, called matured, has significantly higher yield as
compared to the new process yield.

Example 3.5 Cost of testability overhead. Consider a VLSI manufacturing pro-
cess characterized by: defect density, d = 1.25 defects /ecm?, and clustering param-
eter, & =0.5. The area of a chip is A =8 mm x 8 mm = 0.64 cm?2. Equation 3.12
gives the yield as:

0.64 x 1.25\ 705
Yy =(14+—"F——C =0.62
(1+2%55)
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Suppose that the process uses S-inch wafers and the cost of processing a wafer prior
to testing is $100. If a wafer has 400 chips, then the processing cost per chip is
$100/(400 x 0.62) = 40 cents. Notice that the processing cost is distributed over
the 62% good chips. Now suppose that the chip size is increased by 10% due to the
addition of the hardware for design for testability (DFT) (see Chapters 14 and 15.)
Then, the yield of the chips will be:

0.64 x 1.10 x 1.25\ %2
= 0.60
)

Yorr = (1 +

However, a wafer can now have only 400/1.1 = 364 chips. Therefore, the processing
cost per chip is $100/(364 x 0.60) = 46 cents, a 15% increase over the non-DFT
design.

In the above example, we observe that the 2% yield reduction due to the DFT
overhead is only one component of the cost increase. One must consider the entire
economics of the manufacturing process to determine the impact of the overhead.

A good testing procedure can reject all (or most) defective parts. Testing, how-
ever, cannot improve the process yield. There are two ways of improving the process
yield:

(1) Diagnosis and Repair. The parts that are found defective after test are di-
agnosed for specific failures which are then repaired. Although the yield is
improved, this procedure increases the cost of manufacturing. The reason is
that we first allow the process to make errors which are then corrected. A
more economical procedure is to eliminate the sources of errors.

(2) Process Diagnosis and Correction. The defects found in the failed parts are
traced to specific causes, which may be defective material, faulty machines,
incorrect human procedures, etc. Once the cause is eliminated, the yield
improves. Process diagnosis is the preferred method of yield improvement.

3.3 Defect Level as a Quality Measure

Quality of a product is a function of the user’s satisfaction. The highest quality
refers to the product meeting its requirements at lowest possible cost. In a manufac-
turing process, both criteria, meeting the requirements and reducing cost, determine
the quality. Testing checks conformance to requirements. However, cost is reduced
by enhancing the process yield.

A comprehensive test will thoroughly check all requirements. For complex VLSI
components, such tests can be very expensive. Therefore, a cost tradeoff is often
necessary. A test that can reduce the number of outgoing faulty parts to an ac-
ceptably small value can be considered a good test, especially if the test cost is also
acceptable. For VLSI chips, the test quality is specified in terms of defect level,
which is the fraction of faulty chips among the chips that pass the test, expressed
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as parts per million (ppm.) Other terms used for defect level are reject ratio and
field reject rate.

The defect level is determined from the field return data. After VLSI chips leave
the manufacturing facility, they may fail and be returned to the manufacturer (for
a possible refund!) Some possible ways are listed below:

® Failing acceptance test. The customer (or user) conducts an acceptance test
on the parts before they are mounted on printed circuit boards. If a part fails
the test it is returned to the supplier.

® Failing system test. A board fails the system test but passes when one or more
chips are replaced. The removed chips are returned to the chip supplier.

® Failing maintenance test. A maintenance test is conducted on a system oper-
ating in the field (usually on site) for both regular maintenance and diagnosis
when an operational failure occurs. The faulty part, e.g., a board is located
and replaced. While the system goes back to operation, the replaced board
is returned to a repair shop, where faulty chips are found and replaced. The
faulty chips are returned to the chip supplier.

The chips thus returned are examined by the manufacturer to determine the causes
of failures. These causes may point to areas of improvement in specification, design,
fabrication or test. Such improvements reduce the defect level. For VLSI chips,
while a defect level of 500 ppm may be acceptable, 100 ppm or lower represents high
quality.

3.3.1 Test Data Analysis

The above procedure of finding the defect level has several problems. First, not
all failing parts are generally returned. Second, some returned parts are damaged
due to mishandling or improper use and their cause of failure may be incorrectly
diagnosed. Third, it takes a long time (usually a year or more) to collect sufficient
data even on high-volume (million chips per year) parts. And fourth, as improve-
ments are made the defect level reduces over time and, therefore, a time averaging
of the number of returned parts gives an overly pessimistic defect level, especially
for the early part of production and for low-volume production. The following tech-
nique of test data analysis provides an assessment of the defect level from the test
data analysis of the manufacturing test. Although the field data is essential in the
long run, the analysis helps the chip manufacturer to assess and improve the quality
before the chips are supplied to the user.

Defects versus faults. We defined defects in the first paragraph of Section 3.2
as physical imperfections. The term fault is used to refer to electrical, Boolean, or
functional malfunctions. In general, a physical defect in a chip can produce multiple
faults. Thus, the spatial distribution of faults on a wafer is also clustered, sometimes
even more so than the defects. We will rederive yield expressions for fault density.
This will provide a relationship between the test process and yield and allow us to
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measure the defect level. As we will find in Chapter 4, the “single stuck-at” fault
model is the normal yardstick for VLSI tests. The present analysis also assumes
this fault model, although the details can be worked out for other models as well.

Assume that a chip of area A on average has Af faults, where f is the average
number of faults per unit area or fault density [191]. We follow the steps of Sec-
tion 3.2 and characterize the random number (#) of faults by the fault density f
and a clustering parameter S8imilar to Equation 3.9, we write a negative binomial
probability density function for the random variable u, as:

q(u) = Prob(number of faults on chip = u)

D(B+u)  (Af/B)"
W) 1+ AP (3.15)

For discrete random variables, it is convenient to use the z-transform representation
called the probability generating function (PGF). For random variable u, PGF is
defined as [677]:

6 = 3 gl
u=0

[14(1-2)Af/8)7" (3.16)

where the last expression is obtained by substitution of Equation 3.15 for g(u) and
simplification [636].

Unlike Section 3.2, we will obtain the measured yield, Y(7), when a test with
fault coverage T is applied. We assume that Y (1), i.e., the measured yield when
all faults have been tested, is the true process yield Y of Section 3.2. One may
argue that the last assumption is not a valid one since 7 is the coverage of stuck-at
faults and many real faults are not the stuck-at type. Still, it is well recognized that
the same tests detect many other faults, though perhaps with lesser efficiency. For
example, a stuck-at fault is also a “delay fault,” though the converse is not true.
Thus, a circuit that passes all stuck-at fault tests has a good chance of passing delay
fault tests also, but no guarantee can be given.

If the coverage of tests is 7, then 1 — 7 is the probability of a chip with one
random fault passing the tests. If the chip has u faults, the probability of its passing
the tests will be (1 — T)*. Since the probability of a chip having u faults is g(u) as
given by Equation 3.15, we can write the probability of a chip passing the tests, as:

o0

Y(T) = q(0) +q()1 -T) +¢(1 =T+ - - - =3 qw(1-T)* (3.17)

u=0

The summation in the above equation is directly evaluated by substituting 1 — T
for z in Equation 3.16. Thus:

Y(T)=[1+TAf/8)" (3.18)
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The function 1 — Y(7) is called the fallout rate. It is an important relation that will
be used in the next subsection for obtaining the yield parameters, f and f, from
the chip test data. The true process yield is obtained by substituting T =1, as

Y=Y()=[1+Af/8" (3.19)
When chip tests have a fault coverage 7, the defect level is given by

- 8
DL(T) = Yym-y@ _,_ Yo _,_ (ﬂﬁiTA/;f)

Y(T) Y(T)
This equation gives DL as a fraction that should be multiplied by 10° to obtain parts
per million (ppm.) We can verify that for zero fault coverage, DL(0) = 1 — Y (1),
where Y(1) is the process yield. For a 100% fault coverage, DL(1) = 0.

(3.20)

3.3.2 Defect Level Estimation

We will apply the preceding analysis to assess the defect level of a chip designed
and tested at IBM under a SEMATECH experiment on test methods [S01]. It is a
bus interface controller ASIC chip containing 116,000 equivalent (two-input NAND)
gates. It has 249 I/O signals and a 304-pin package. Some portions of the chip
operate at a 40 MHz clock and others at S0 MHz. There are 5,280 scan latches
(full-scan.) The chip operates with a 3.3 V supply. The die size is 9.4 mm x 8.8 mm.
It was fabricated using a 0.45um CMOS process with three levels of metal.

Although four types of tests (stuck-at, functional, delay, and Ippg) were used
to test the device, our analysis is based on stuck-at fault tests applied at the wafer
level. The chip was designed in IBM’s level-sensitive scan design (LSSD) style,
which allows a scan flush test (see Chapter 14.) In this test, all flip-flops form
a chain and both master and slave clocks are turned on, simultaneously. Signal
transitions propagating through the long uninterrupted path test timing and many
other faults. With additional scan tests, the total stuck-at fault coverage was 99.79%
over a total of 375,142 faults. The fault coverage, as determined by a fault simulator,
is shown in Figure 3.5. Here, the fault coverage is shown as a fraction instead of
percentage.

Wafers were tested on an Advantest 3381 ATE, which applied vectors at
2.5 MHz. The cumulative chip fallout (fraction of chips failing up to a vector
in the test set) is shown in Figure 3.6. This graph was obtained from the wafer level
test of 18,466 chips. The fallout fraction rises to 0.2386 because the yield is near
76%. The two sets of data show similarity. As the fault coverage rises, more faulty
chips fallout. That is all we can tell from these graphs. However, we would like to
know how many bad chips are still in the “good” lot when the testing stops. That
precisely is the question that the defect level answers.

A sample of the raw fault simulator and chip test data is shown in Table 3.2.
The second and third columns of this table list the number of faults detected and
the number of chips failing by the vector whose sequence number appears in the
first column. The last two columns show the normalized cumulative data that are
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Figure 3.5: SEMATECH chip fault coverage obtained from fault simulator.
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Figure 3.6: SEMATECH chip test data: chip fallout vs. test vector number.
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Table 3.2: Fault simulator and ATE data for 18,466 SEMATECH chips.

Vector | Measured incremental data | Normalized cumulative data
number | Faults det. | Chip fallout [ Fault cov. | Chip fallout
1 26,587 1,673 0.071 0.0906
2 1,505 497 0.075 0.1175
3 2,923 51 0.083 0.1178
4 4,545 3 0.095 0.1180
5 21,841 2 0.153 0.1181
6 12,257 367 0.186 0.1379
7 959 159 0.188 0.1465
L ] L] [ ] L ] L]
[ ] [ ] [ ] [ ] [ ]
[ ] [ ] [ ] [ ] [ ]
6,831 1 0 0.998 0.2386
0.40 T : T T
Computed 1-Y(T) with Af=2.1, beta=0.083 and Y(1)=0.7623 (smooth curve) —
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Figure 3.7: SEMATECH chip test data analysis: fallout rate vs. fault coverage.
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plotted in Figures 3.5 and 3.6, respectively. In Figure 3.7 we have plotted the
data from these two columns (stepped curve.) Using the nonlinear curve fitting in
MATLAB [434], we fitted the fallout rate function 1 — Y(T) =1 —[1 + TAf/B]~?
obtained from Equation 3.18. As shown in Figure 3.7, a close fit was obtained for
Af = 2.1 and 8 = 0.083. We thus obtain, f = Af/A = 2.1/(0.94 x 0.88) = 2.54
faults per sq. cm. When these values were substituted, Equation 3.19 gave a process
yield Y = 76.23, and Equation 3.20 gave a defect level DL = 168 at fault coverage
T =0.9979.

The above analysis of data has several advantages. It allows us to determine the
yield and fault distribution parameters. If those are not in the range expected for the
manufacturing process being used, then we must diagnose and correct the process
problems. If the defect level is too high, then the fault coverage of tests should be
improved. The method has limitations too. The tests in the above example were
run at slow speed. So, some delay and functional faults may have remained on chips
that passed the tests. It is, therefore, necessary to tune the tests so that all possible
defects have a non-zero probability of detection. Derivation of better tests has been
a topic of research in recent years [112, 269].

Figure 3.8 shows the defect level for the SEMATECH chip as computed from
Equation 3.20. For clarity in representing fault coverages close to 100%, we have
used a reversed logarithmic scale as is sometimes used for probability graphs. For
zero fault coverage, the defect level is 237,700 ppm. This simply means that the
lot of manufactured chips contains 76.23% good chips. A coverage of 99% reduces
the defect level below 1,000 ppm. Similarly, 99.9% and 99.99% coverages will drop
defects levels below 100 and 10 ppm, respectively. While these fault coverages
and defect levels are quite typical, we should remember the caution given in the
previous paragraph. Thus, our conclusions are valid as long as the testing emulates
real operating conditions. We might say that these will be the defect levels if the
chips were to be used at a 2.5 MHz clock rate.

3.4 Summary

The basic idea behind economic theories is to allow improved usage of the avail-
able resources for the good of the society. In the design of a product the overall
benefit/cost ratio for design, test, and manufacturing should be maximized. One
must select the most economical design over the cheapest design. Our discussion
on engineering economics has been adapted from the book by Mitchell [472]. Work
specific to the economics of design for testability has been published by Ambler and
coworkers [204]. Perhaps the earliest work on the yield of integrated circuits was
published by Murphy [479]. Several models of yield analysis have been discussed by
Glaser and Subak-Sharpe [254]. Recent work may be found in books by Ciciani [167]
and Walker [710]. The analysis of defect level from the test data is based on sta-
tistical models of fault distribution. Commonly used models are due to Agrawal
et al. [40], Seth and Agrawal [589], and Williams and Brown [725]. A comparative
study of these models has been published by Das et al. [183]. In the last section, we
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Figure 3.8: SEMATECH chip test data analysis: computed defect level.

have chosen an analysis due to de Sousa and Agrawal [191] because it incorporates
the necessary fault clustering with the smallest number of parameters. The SEMAT-
ECH study is in progress and some parts are not yet published. Another study on
VLSI test characteristics has been conducted by McCluskey and coworkers [226].
These and other unpublished studies in the industry show the inadequacy of the
stuck-at fault model. As a result, there has been considerable interest on testing
based on other fault models, usually dubbed as the defect-oriented testing [557].

Problems

3.1 Economic decision. The price of the type of car that Laura needs is given
by an equation similar to Equation 3.2. She drives the car for personal use
that amounts to about 5,000 miles per year. Assuming an average repair cost
of $250 per breakdown and a linear depreciation to zero value over 20 years,
determine the price of the most economical car for her.

3.2 Economic decision. An electronics manufacturing plant receives an order for
supplying a large number of single-board systems. Components for the boards
are purchased and stored in a warehouse whose rent is $10,000 per day. One
technician assembles and tests one system each day. The cost of workspace
(building, equipment, etc.) is estimated as $500n? per day for n technicians.

(a) How many technicians should the plant employ on the job?

(b) If the cost of components for a system is $10,000 and the daily wages of
a technician are $200, then what is the minimum cost of one system?
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3.7

Benefit-cost analysis. Assume that the cost of conducting a quiescent current
(Ippg) test, which measures the steady-state chip current for a few selected
vectors (see Chapter 13), is 10% of the per chip cost of burn-in. Ippg test
is non-functional and results in yield loss due to the rejection of some good
chips. Suppose that your experimental data shows that when you lower the
current threshold to a level where all burn-in failures are rejected by the Ippg
test, an additional 10% of good chips (that pass burn-in) also fail. Examine
the following schemes:

(a) Complete elimination of burn-in: Show that this scheme is beneficial for
chips whose total cost is less than about ten times the burn-in cost.

(b) Apply burn-in test only to chips that fail Ippg test: Show that this proce-
dure will be beneficial as long as the burn-in yield is greater than 11.1%.

Yield and cost. Show that for a fractional increase A in the area A of a VLSI
chip when hardware for design for testability is added, the cost increase is
given by

o
[(1 + A) (1 + aA-fid) - 1] x 100 percent

where d is the defect density and a is the defect clustering parameter.
Calculate the percentage cost increase if the original chip area is 1 em?,

d=1.25 defects/cmz, «a = 0.5, and the area overhead is 10%, i.e., A = 0.1.

Defect level and fault coverage. Show that for a clustered fault distribution, if
the required defect level is DL, then the fault coverage of tests should be

_B+AHQ-DL)VF -
= Y

T x 100 percent

where f is fault density, 8 is fault clustering parameter, and A is chip area.

Defect level and fault coverage. Using test data analysis a chip production
process has been characterized with fault density, f = 1.45 faults/sq. cm, and
fault clustering parameter, 8 = 0.11. Given that the fault coverage of tests
is 95%, calculate the defect level for a chip of 1 sq. cm area. What should
the fault coverage be if the required defect level is: (a) 1,000 ppm, and (b)
500 ppm.

Defect level. Show that for an unclustered distribution of faults, as 8 — oo,
the defect level is given by

DL(T)=1-Yy T

Note: This expression was first derived by Williams and Brown [725].
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Chapter 4
FAULT MODELING

“«

The extreme difficulty of obtaining solutions by conventional
mathematical analysis has led in the past to the use of highly unreal-
istic models simply because they led to equations that could be solved.
In fact, the applied mathematician has been engaged in a continual
tussle with his conscience to decide how far he could go in the direc-
tion of distorting his model in order to make the equations tractable.
The point is well made in the ancient jest about the examination
question that began ‘An elephant whose mass can be neglected . . .. ”

— M. V. Wilkes [720].

A doll house is a model of a household. So is the scaled model that an architect
prepares for an airport. Both of these models have a visual similarity to the real
entities they represent. We can use the doll house to determine the number of guests
the living room can accommodate during a party. The model of the airport can,
among other things, tell whether a passenger will find its appearance pleasing.

There are other models that have no resemblance to physical reality. For exam-
ple, we model an electron as a sphere of certain charge and mass. This model can
mathematically explain some (not all) behaviors displayed by the electron. How-
ever, this model may not have any resemblance to a real electron, which we have
never seen.

In engineering, models bridge the gap between the physical reality and mathe-
matical abstraction. They allow the development and application of analytical tools.
They are thus essential in design. The most important models in testing are those
of faults.

4.1 Defects, Errors, and Faults

Incorrectnesses in electronic systems are described in several ways. A reader
may find that the terms defect, error, and fault are sometimes used in confusing
ways in the literature on testing. In this book we will use them according to the
following definitions.
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Table 4.1: Typical printed circuit board (PCB) defects.

[______ Defect type Frequency of occurrence (%) |
‘Shorts ol

Opens 1

Missing components 6

Wrong components 13

Reversed components 6

Bent leads 8

Wrong analog specifications 3]

Defective digital logic 5
t Performance defects 5

Definition 4.1 Defect. A defect in an electronic system is the unintended differ-
ence between the implemented hardware and its intended design.

Some typical defects in VLSI chips are [309]:

1. Process Defects — missing contact windows, parasitic transistors, oxide break-
down, etc.

2. Material Defects — bulk defects (cracks, crystal imperfections), surface impu-
rities, etc.

3. Age Defects — dielectric breakdown, electromigration, etc.

4. Package Defects — contact degradation, seal leaks, etc.

Defects occur either during manufacture or during the use of devices. Repeated
occurrence of the same defect indicates the need for improvements in the manufac-
turing process or the design of the device. Procedures for diagnosing defects and
finding their causes are known as failure mode analyses (FMA) [52] and are beyond
the scope of this book.

Since the manufacturing process of making printed circuit boards (PCBs) is differ-
ent from that of VLSI chips, their defects are also different. Table 4.1 shows typical
defects of PCBs and the frequency with which each defect has been observed [69].

Definition 4.2 Error. A wrong output signal produced by a defective system is
called an error. An error is an “effect” whose cause is some “defect.”

Definition 4.3 Fault. A representation of a “defect” at the abstracted function
level is called a fault.

The difference between a defect and a fault is rather subtle. They are the
imperfections in the hardware and function, respectively.
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Example 4.1 Consider a digital system consisting of two inputs a and b, one
output ¢, and one two-input AND gate. The system is assembled by connecting a
wire between the terminal a and the first input of the AND gate. The output of the
gate is connected to c. But the connection between b and the gate is incorrectly made
— b is left unconnected and the second input of the gate is grounded. The functional
output of this system, as implemented, is ¢ =0, instead of the correct output ¢ = ab.
For this system, we have:

e Defect: a short to ground.
e Fault: signal b stuck at logic 0.

e Error: a =1,b=1, outputc = 0; correct output ¢ = 1. Notice that the error
is not permanent. As long as at least one input is 0, there is no error in the
output.

4.2 Functional Versus Structural Testing

Let us examine the testing of a ten-input AND function. Suppose that we apply
an input pattern 0101010101, and observe a O output. This is a correct output, but
what can we conclude: the gate under test is (A) an AND, (B) not a NAND, (C)
not a NOR, or (D) not an OR function? Since the obtained output violates the
truth tables of NAND and OR gates, only (B) and (D) are correct answers. We
could use another pattern, 1111111111, to make sure that the gate is not a NOR.
However, that does not guarantee that the given circuit will function correctly as an
AND gate for all 21© = 1024 possible input patterns. Given ten inputs, it is possible
to construct 22*° Boolean functions, and in the present situation our functional test
must allow us to conclude that the function is AND and not one of the others. A
complete functional test will check each entry of the truth table. Though possible
with ten inputs, such a test will be too long and impossible to use with a real circuit
with several hundred input lines.

Difficult as it is, the use of functional tests is often found necessary for verifi-
cation of design. Methods of design verification lie outside the scope of this book,
which focuses on hardware test. The purpose of hardware test (also referred to as
manufacturing test) is to discover any faults caused due to manufacturing defects or
errors. A basic assumption made is that the design being manufactured is correct.
Back in 1959, Eldred derived tests that would observe the state of internal signals
at primary outputs of a large digital system [215]. Such tests are called structural
because they depend on the specific structure (gate types, interconnects, netlist) of
the circuit.

One of the greatest advantages of structural testing is that it allows us to develop
algorithms. Central to these algorithms are fault models. As we will see in later
chapters, most test generation and test evaluation (fault simulation) algorithms are
based on selected fault models.
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4.3 Levels of Fault Models

Modeling of faults is closely related to the modeling of the circuit. In the design
hierarchy, the level refers to the degree of abstraction. Thus, the behavioral level
(sometimes referred to as high level) has fewer implementation details and fault
models at this level may have no obvious correlation to manufacturing defects. High-
level fault models play a greater role in the simulation-based design verification, than
in testing. Exceptions are the functional fault models of semiconductor memories.
Since the function of the memory is simple, exhaustive functional test is possible
and is normally used in practice. We will study the fault models for memories in
Chapter 9.

The register-transfer level (RTL) or logic level consists of a netlist of gates and
the stuck-at faults at this level are the most popular fault models in digital testing.
Other fault models at this level are bridging faults and delay faults. Bridging faults
are discussed in various places in this book and Chapter 12 focuses on delay faults.

Transistor and other lower levels (referred to as component levels) include stuck-
open types of faults that are also known as technology-dependent faults. Component-
level faults are mainly modeled in analog circuit testing and we will study them in
Chapters 10 and 11.

Finally, there are fault models that may not fit any of the design hierarchies.
A typical example is the quiescent current (Ippg) defect discussed in Chapter 13.
The usefulness of these models stems from the fact that they can represent some
physical defects not represented by any other model. Therefore, sometimes these
models have been called ‘“realistic.” Actually, there are far too many fault models
that appear in the literature and a reader will find it convenient to refer to the
following glossary.

4.4 A Glossary of Fault Models

Assertion Fault: An assertion expresses a property of a high-level function
in the form: “antecedent = consequent,” where antecedent and consequent can be
simple predicates like “line L takes symbolic value v’ or conjunctions of simple
predicates. An assertion fault means that the corresponding property is not “true”
for some input of the system. This fault model has been used for generating tests
for a microprocessor [713].

Behavioral Faults: When the behavior of an electronic system is described in
computer-readable form, it is generally written in a programming language (such
as C) or some other hardware description language that resembles a programming
language. At the behavioral level, also referred to as functional or high level, the
variables or operations are not necessarily electrical, but correspond to the specific
application domain. Behavioral faults refer to incorrect execution of the language
constructs used in the description. Examples of behavioral faults are assertion
faults, branch faults, and instruction faults. At the behavioral level, software test
metrics [338], such as statement coverage and branch coverage, and an additional
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toggle coverage, are also used although these do not conform to any specific fault
model [656].

Branch Fault: This fault is modeled at the behavioral level where the circuit
function is described in a programming language. A branch fault affects a branch
statement and causes it to branch to an incorrect destination.

Bridging Fault: Usually modeled at the gate or transistor level, a bridging
Sfault represents a short between a group of signals. The logic value of the shorted
net may be modeled as 1-dominant (OR bridge), O-dominant (AND bridge), or
indeterminate, depending upon the technology in which the circuit is implemented.
Non-feedback bridging faults are combinational and their coverage by stuck-at fault
tests is normally very high. That is not always the case with feedback bridging
faults that produce memory states in the otherwise combinational logic. Bridging
faults are often used as examples of “defect-oriented faults” [557]. They are also
modeled in programmable logic arrays (PLAs.) A reader interested in the analysis
of bridging faults may refer to the book by Malaiya and Rajsuman [417].

Bus Fault: A bus fault specifies the status for each line in a bus as stuck-at-0,
stuck-at-1, or fault-free. Thus, for an n-bit bus, there are 3™ — 1 bus faults. A total
bus fault assumes all lines of the bus to be stuck at the same O or 1 state [76, 77].

Cross-point Fault: These faults are modeled in programmable logic arrays
(PLA.) In the layout of a PLA, input and output variable lines are laid out per-
pendicular to the product-lines. Crossing signal lines either form specific types of
connections or remain unconnected at cross-points, depending on the function im-
plemented. There are two types of cross-point faults. A missing cross-point means
a missing connection at a crossing where a connection was intended. An extra cross-
point means a faulty connection at a crossing where no connection was intended.
Based on their influence on the logic function of the PLA, the cross-point faults are
further classified as shrinkage, growth, appearance, and disappearance faults. Also
see PLA faults.

Defect-Oriented Faults: Faults at the physical level that usually occur dur-
ing manufacture are called defects. The electrical or logic-level faults that can be
produced by physical defects are classified as defect-oriented faults. Examples of
physical defects are broken (open) wires, bridges, improper semiconductor doping,
and improperly formed devices. Some defect-oriented fault models are bridging
faults, stuck-open faults, and increased Ippg faults [557]. PLA and some analog
fault models are also classified as defect-oriented faults.

Delay Fault: These faults cause the combinational delay of a circuit to exceed
the clock period [371]. Specific delay faults are transition faults, gate-delay faults,
line-delay faults, segment-delay faults, and path-delay faults. See Chapter 12.

Functional Faults: See behavioral faults.
Gate-Delay Fault: The fault increases the input to output delay of a single
logic gate, while all other gates retain some nominal values of delay [371]. The

increase in the delay of the faulty gate is called the size of the gate-delay fault. The
reader may refer to Iyengar er al. [327] for details of gate-delay faults.
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Figure 4.1: An initialization fault.

Hyperactive Fault: A hyperactive fault causes a large number of signals in the
circuit to differ from their correct values. The fault thus produces very high fault-
related activity in the circuit. If not readily detected, fault simulators usually remove
hyperactive faults for later consideration to save CPU time and memory [142].

Initialization Fault: Circuits with memory elements (e.g., flip-flops) are de-
signed so that they can be initialized by applying suitable input signals. Faults
that interfere with such an initialization procedure are called initialization faults.
A typical example of such a fault is the clock line of a flip-flop being stuck in the
inactive state. Initialization faults are sometimes detected as potentially detectable
faults. See Chapter 8.

Example 4.2 [nitialization Fault. In the circuit of Figure 4.1, consider a fault
that permanently grounds the signal A. Such a fault is called a stuck-at-0 fault and
will be discussed in detail in Section 4.5. In our notation, where the faulty value
differs from the correct value, the faulty value is shown in parentheses. We assume
that the initial state of the circuit (i.e., output Q of the flip-flop FF) is unknown,
denoted as X. To set Q to 0, we apply.A =1 and.B = 0. After the application of
the clock CK, the fault-free circuit output is initialized to 0, but the faulty circuit
remains in the unknown state. Such a fault that prevents the circuit from being
initialized is called an initialization fault.

Instruction Fault: Usually modeled in programmable systems like micropro-
cessors or digital signal processors, an instruction fault causes an intended instruc-
tion to be incorrectly executed. Commonly considered faulty cases involve a target
instruction producing a wrong result or the execution of an unintended instruc-
tion [660].

Intermittent Fault: A fault that appears and disappears as a function of
time is called an intermittent fault. A fracture in an interconnect may produce an
intermittent open for some time before it becomes a permanent fault. Intermittent
faults can be of any type, e.g., stuck-at fault or a bridging fault, with its presence
in time described probabilistically [90].

Line-Delay Fault: This fault models rising and falling delays of a given signal
line. In contrast with the transition fault where the transition can be propagated
through any path, a test for a line-delay fault must propagate the transition through
the longest sensitizable path. A single fault assumption limits the number of faults
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Figure 4.2: An example of multiple stuck-at faults.
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X

to twice the number of lines. Tests can detect all spot defects and many (not all)
distributed delay defects. This model was recently proposed by Majhi et al. [413,
414].

Logical Faults: These faults affect the state of logic signals. Normally, the
state may be modeled as {0, 1, X (unknown), Z (high impedance)}, and a fault
can transform the correct value to any other value. Several types of faults can be
modeled at the logic level. However, the term logical faults often implies stuck-at
faults.

Memory Faults: Faults modeled in memory blocks are single cell stuck-at-[0,1]
faults, pattern sensitive faults, cell coupling faults, and single stuck-at faults in the
address decoder logic [442, 688]. See Chapter 9.

Multiple Fault: A multiple fault represents a condition caused by the simul-
taneous presence of a group of single faults. Frequently considered multiple faults
consist of the same type of single faults. For example, multiple stuck-at faults [85],
or multiply-testable path-delay faults [245]. Multiple stuck-at faults are usually not
considered in practice because of two reasons:

1. The number of multiple stuck-at faults in a circuit with n single fault sites is
3™ — 1, which is too large a number even for circuits of moderate size.

2. Tests for single stuck-at faults are known to cover a very high percentage
(greater than 99.6%) of multiple stuck-at faults [13, 315, 331, 341] when the
circuit is large and has several outputs.

There are situations, however, where consideration of multiple stuck-at faults is
important. First, diagnostic or fault location procedures, developed with the single
fault assumption, do not work well when a multiple fault is present [94]. Second,
a circuit with redundant single stuck-at faults can malfunction in the presence of
a multiple fault even when the faulty circuit passes the test [528]. The following
example illustrates the phenomenon.

Example 4.3 Multiple stuck-at faults. The circuit of Figure 4.2 has three redun-
dant stuck-at faults: shown as F1, F2, and F3. A set of three vectors, 00, 01, and 10,
detects all other single stuck-at faults. A set of multiple faults contains all possible
combinations of single faults. If any one of the single fault components of a multiple
fault is detectable then there is a good chance that the multiple fault will be detected.
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Following Gharaybeh et al. [245], we will define a “multiply-testable stuck-at” fault
as one where all single fault components are redundant. This circuit has four such
faults that are shown in the table in Figure 4.2. Two of these, (FI1,F2) and (FI,F3),
produce the same output functions as the original circuit and are redundant. The
other two faults, (F2,F3) and (FI1,F2,F3), change the output function and are de-
tectable by a vector, 11. However, this vector was not in the original single fault test
set. So, the circuit, though faulty, will pass the tests.

The problem of multiple faults, as exposed in the above example, can be remedied
either by enhancing the tests to cover multiply-testable faults, or by making the
circuit fully single-fault testable via removal of redundant faults. Test generation
for multiple faults [6, 85] is possible but is not commonly attempted due to high
complexity. Instead, a designer resorts to removing the redundant faults and making
the circuit fully single-fault testable.

With tests that cover 100% of single stuck-at faults, one can expect to detect
almost all multiple stuck-at faults with a few rare exceptions. Such exceptions arise
due to fault masking [7]. If a test ¢; for a fault f; fails to produce the fault effect
at an observable output in the presence of another fault f;, then f; masks f;. This
phenomenon is also known as the test invalidation problem. In this situation f;will
remain undetected if both faults were present. However, f; may still be detected by
its single-fault test because fault masking is often unidirectional. Cases of circular
fault masking, where two or more faults can mask each other, are possible but
extremely rare. Invalidation of stuck-at fault tests by the presence of delay faults
has also been reported [118].

Non-classical Fault: Although a non-classical fault, in general, refers to a
fault other than a stuck-at fault, the term has been used for the stuck-open and
stuck-short faults of MOS technologies [39].

Oscillation Fault: These faults cause oscillating signals in the faulty circuit
when the fault-free circuit remains stable. Such a condition can occur due to certain
single stuck-at faults in sequential circuits that contain combinational feedback.
Oscillations can also occur in a purely combinational circuit if a bridging fault
produces feedback [417]. Oscillation faults are also referred to as star-faults [142).

Parametric Fault: Such a fault changes the values of electrical parameters of
active or passive devices from their nominal or expected values. Examples are the
threshold voltage of a transistor (active device) and values of resistors and capacitors
(passive devices.) See Chapters 2, 10, and 11.

Path-Delay Fault: This fault causes the cumulative propagation delay of a
combinational path to increase beyond some specified time duration. The combi-
national path begins at a primary input or a clocked flip-flop, contains a connected
chain of logic gates, and ends at a primary output or a clocked flip-flop. The specified
time duration can be the duration of the clock period (or phase), or the vector pe-
riod. Propagation delay is defined for the propagation of a signal transition through
the path. Thus, for each combinational path there are two path-delay faults, which
correspond to the rising and falling transitions, respectively. See Chapter 12.
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Pattern Sensitive Fault: This fault causes an incorrect behavior in a certain
part of the circuit only when a specific state occurs in some other part. Usually
modeled in memories, a typical example is a fault condition that prevents writing
a 1 in a memory cell when its physical neighbors have Os stored in them. See
Chapter 9.

Permanent Fault: Any faulty behavior that does not change with time is
called a permanent fault. Faults that are not permanent and affect the circuit only
at certain times (often at random instants) are called intermittent faults.

Physical Faults: These faults cause physical changes in the circuit. Examples
of physical faults are broken wires, bridges (shorts) between conductors carrying
unconnected signals, shorted or open transistors, etc. These faults also sometimes
referred to as “defect-oriented faults.”

Pin Fault: When a circuit is modeled as an interconnect of modules, the ter-
minals of those modules are referred to as pins. This term is adopted from the
technology of printed circuit boards (PCBs), which contain interconnecting wiring
between the pins of the mounted chips. Pin faults are the stuck-at faults on the
signal pins (not power and ground pins) of all modules in the circuit. Pin faults are
commonly modeled in high-level designs where the internal gate-level structure of
modules may not be known.

PLA Faults: A programmable logic array (PLA) is a physical implementation of
two-level AND-OR combinational logic. The design consists of three sets of parallel

wires: inputs, product-terms, and outputs. Three types of faults are modeled in a
PLA:

1. Stuck-at faults on inputs and outputs.

2. Cross-point faults — These occur at the points where product lines cross input
or output lines. An extra cross-point fault means a contact between crossing
lines where no contact was intended. A missing cross-point fault is a miss-
ing contact between crossing lines. A PLA implements two-level AND-OR (or
equivalent) logic. Based upon their effect on the product term cubes (as repre-
sented on a Karnaugh map), a missing cross-point in the AND plane is called a
growth fault. An extra cross-point in the AND plane is called a shrinkage fault.
Similarly, for the OR plane such faults are termed disappearance and appear-
ance faults. The growth and disappearance faults are equivalent to stuck-at
faults in the equivalent two-level logic circuit.

3. Bridging faults — Shorting between any set of lines that is not covered by the
extra cross-point faults is classified as a bridging fault. Meaningful bridging
faults correspond to the shorting of lines that are physically close to each other
on the layout of the PLA.

PLA faults have been extensively studied in the literature and a reader will find
concise information in the book by Agrawal and Seth [39] or details in the book by
Fujiwara [230].
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Potentially Detectable Fault: When a test is applied to a sequential circuit,
certain faults produce an unknown state at the output when a deterministic output
is expected in the fault-free circuit. This condition is known as potential (or prob-
abilistic) detection. In contrast, deterministic detection requires that both faulty
and fault-free outputs be different and definite (0 or 1.) Generally, stuck-at faults
that can only be detected potentially are called potentially detectable faults. These
faults form a subset of the initialization faults. For example, the fault A stuck-at-0
in the circuit of Figure 4.1 is a potentially detectable fault (detected only if the
flip-flop happens to power up in the “1” state.) See Chapter 8.

Quiescent Current (Ippg) Fault: These faults are relevant to the CMOS
(complementary metal oxide semiconductor) technology. In the steady state (i.e.,
when the gate is not switching) the CMOS logic gate provides no conducting path
between the power supply and ground. Thus, the steady state current, also known
as the leakage or quiescent (Ippg) current, of a CMOS gate is on the order of
only a few microamperes. Under various fault conditions in the gate, this current
can rise by several orders of magnitude thus allowing fault detection via current
measurement. Faults detectable by this method are called Ippg faults.

Historically, quiescent current testing for CMOS circuits was proposed in
1981 [393]. Later developments may be found in a recent book [134]. We discuss
the essentials of this technique in Chapter 13.

Race Fault: Stuck-at faults that cause a race condition in the circuit are called
race faults. For a certain initial state and input, the final state of an asynchronous
sequential circuit can vary depending on specific delays of its logic gates. Such
a condition is known as a race. In the absence of the exact delay values, a logic
simulator usually assumes a unit delay for each gate. When a race condition occurs,
the simulator will place unknown signal values. Thus, a race fault may appear
similar to an initialization fault. Sometimes, race and oscillation faults are grouped
together as star-faults [142].

Redundant Fault: Consider a combinational circuit. Any fault that does
not modify the input-output function of the circuit is called a redundant fault. A
redundant fault cannot be detected by any test. Such faults can be removed from
the circuit without changing its output function. Removal of redundant stuck-at
faults is often used for circuit optimization.

The above definition applies to sequential circuits as well. However, identification
and removal of redundant faults is a more complex process, which we will not discuss
here. In general, the faults in sequential circuits for which no test can be found are
classified as untestable faults. Redundant faults form a subset among untestable
faults. For combinational circuits, the two types are the same.

Example 4.4 Redundant stuck-at fault.  Consider the circuit shown in Fig-
ure 4.3(a). Its output function is AB. Now suppose that the B input of the NAND
gate has a s-a-1 fault. Then the output of the NAND gate will be A. This will pro-
duce a function AB at the output of the circuit, which is the same as the fault-free
function. This fault is, therefore, redundant. The reader can verify that no values
of A and B will produce different outputs from the faulty and fault-free circuits.
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(a) A circuit with a redundant fault. (b) The circuit after removing the redundant fault.

Figure 4.3: An example of a redundant stuck-at fault.

Since the circuit is combinational, this fault can be removed by a simple proce-
dure: The fanout of B on which the fault lies is deleted and the corresponding input
of the NAND gate is set to 1. The output of the NAND gate is now A and it can be
replaced by a NOT gate. The circuit after removal of the redundant fault is shown
in Figure 4.3(b).

Notice that in the circuit of Figure 4.3(a) signal B fans out and then recon-
verges at the AND gate. This structure, known as reconvergent fanout, is a nec-
essary (though not sufficient) condition for a redundant single stuck-at fault. The
circuit of Figure 4.3(b) has no reconvergent fanout. Its structure is known as a
tree (rooted at the output.) A combinational circuit with a tree structure cannot
have any redundant single stuck-at fault. For details of redundant stuck-at faults in
combinational circuits the reader may refer to Chapters 5 and 7.

Segment-Delay Fault: A segment of length L is a chain of L combinational
gates. Such a segment can be contained in one or more input to output paths.
A segment-delay fault increases the delay of a segment such that all paths con-
taining the segment will have a path-delay fault. If L is taken as the maximum
combinational depth of the circuit, then segment-delay faults become the same as
path-delay faults. For L = 1, segment-delay faults become identical to transition
faults. Two faults, corresponding to two types (rising and falling) of transitions are
modeled for each segment. The segment-delay fault model has been proposed very
recently [292, 371].

Structural Faults: The structure of a circuit may refer to its topology or to
physical geometry. However, the term structural faults is commonly used not for
faults modeled in the layout, but rather in gate-level interconnects. Examples of
structural faults are single stuck-at faults and bridging faults.

Stuck-at Fault: This fault is modeled by assigning a fixed (0 or 1) value to a
signal line in the circuit. A signal line is an input or an output of a logic gate or
a flip-flop. The most popular forms are the single stuck-at faults, i.e., two faults
per line, stuck-at-1 (s-a-1 or sal) and stuck-at-0 (s-a-0 or sa(.) See Section 4.5 for
details of stuck-at faults.

Stuck-Open and Stuck-Short Faults: As we will discuss in Chapter 5, the
modeling and simulation of MOS devices requires special considerations. For un-
derstanding the operation of purely digital MOS circuits, the simple “ideal switch”
model of the transistor is useful. Considering a MOS transistor as an ideal switch, a
defect is modeled as the switch being permanently in either the open or the shorted
state. In general, a MOS logic gate consists of more than one transistor. This fault
model assumes just one transistor to be stuck-open or stuck-short. Stuck-short is
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(a) A CMOS NOR circuit. (b) Logic gate model for CMOS NOR. (c) Truth table of BUS.

Figure 4.4: A CMOS NOR gate.

also referred to as stuck-on or stuck-closed. 1t is found that the input-output be-
havior of a faulty MOS logic circuit cannot be exactly represented by the stuck-at
fault model. The models we discuss were proposed in 1976 by Case [115] and later
analyzed by Wadsack [701]. The following examples illustrate the model.

Example 4.5 Stuck-open fault in a CMOS gate. Figure 4.4(a) shows a NOR gate
implemented in CMOS technology. Pl and P2 are pMOS transistors that will be
shorted when their gate-inputs, A and B, are 0. The same values on the gate-inputs
of nMOS transistors, NI and N2, make them open. Thus A = B = 0 will connect
the output C to Vpp while isolating it from ground. Either A = 1 or B = 1 will
connect C to ground while isolating it from Vpp. Consider the fault Pl stuck-open.
If we apply A = B = 0, then Pl and P2 are shorted in the fault-free circuit but
only P2 is shorted in the faulty circuit. NI and N2 are open in both circuits. Thus,
the output C is 1 in good circuit but is “floating” (not connected either to Vpp or
to ground) in the faulty circuit. We denote this state as Z and 1/Z denotes the
good/faulty states in Figure 4.4(a). In an actual CMOS circuit, the node C will
have some parasitic capacitance with left-over charge from the previous operation of
the circuit. To detect the fault we must ensure that Z assumes a value 0. This is
done by preceding the A = B = 0input vector by an initialization vector, A =1. B =
0, which sets output C to 0 in the faulty circuit by discharging the node capacitance
to the ground potential. The complete test consists of two vectors, 10 — 00, which
produce an output 0 — 1 in the good circuit and 0 — 0 in the faulty circuit.

Switch-level test generation algorithms [14, 538] allow automation of the above
procedure. However, it is often convenient to use a gate-level model [335] as the
next example illustrates.

Example 4.6 Gate-level model for stuck-open fault. Figure 4.4(b) shows a gate-
level model of the CMOS NOR circuit [335]. Here every series interconnection of
transistors between a supply node (Vpp or ground) to output is replaced by an AND
gate. Similarly, a parallel interconnection is replaced by an OR gate. The control
inputs of pMOS transistors feed these gates via an inversion and those of nMOS
transistors feed directly. The output is produced by a BUS network whose truth table



4.4 A Glossary of Fault Models 69

is shown in Figure 4.4(c). When the two inputs of BUS are different, the output
assumes the upper value (Cl.) For a 00 input the BUS produces a high impedance
(or memory) state shown as Z. For a 11 input the BUS produces a logic state shown
as S. Often interpreted as unknown (X) in three-state simulation (see Chapter 5),
the S state in this model means a short circuit between the supply nodes. Note that
00 and 11 inputs of BUS cannot occur in the circuit without a fault because the two
logic functions feeding the BUS are complementary.

A stuck-open fault of a pMOS transistor is modeled as a stuck-at-1 fault at the
corresponding input signal and that of an nMOS transistor as a stuck-at-0 fault.
Test generation for Pl stuck-open is illustrated in Figure 4.4(b). First, an input
vector 00 produces an output 1/Z. Then, Z is set to 0 and is justified by input 10,
the initialization vector.

Example 4.7 Stuck-short fault. In the gate-level model of Figure 4.4(b), a stuck-
short fault of a pMOS transistor is represented as a stuck-at-0 fault at the corre-
sponding input to a logic gate. Similarly, a stuck-short fault of an nMOS transistor
is represented as a stuck-at-1 fault of a gate input. For detecting the fault P1 stuck-
short, we will analyze a stuck-at-0 fault at the site where stuck-at-1 is shown in the
figure. We see that an input vector 10 produces a 0/S output at C. Since S represents
a short circuit between the supply nodes, this test will produce a high current in the
faulty circuit even when it reaches the steady state. This current is usually several
orders of magnitude larger than the normal quiescent current of a CMOS circuit.
Thus, a measurement of the device current will detect the fault (see Chapter 13.)

Modeling of stuck-open and stuck-short faults has been extensively studied in
the literature. The CMOS design for testability is discussed in a book by Jha and
Kundu [342]. Among switch-level fault simulators that model the entire circuit
at one level are MOSSIM described by Schuster and Bryant [578], and SLS by
Barzilai et al. [68]. MOTIS, a mixed-level fault simulator that combines switch and
gate levels, was developed by Lo et al. [404]. The SATISFAULT program of Meyer
and Camposano [462] combines register-transfer level (RTL) models with switch-
level models. Among the programs developed for switch-level test generation are
those described by Leet et al. [389], Einspahr and Seth [212], and Lee et al. [386].

In spite of much research and development since 1976, these faults have not been
assimilated into the VLSI test methodology. It is generally known that the coverage
of stuck-open faults lags by about 10 to 15% behind that of stuck-at faults, mainly
because the tests are generated for the latter type of faults [39]. The fundamental
characteristics of these faults can be summarized as:

o The effect of a stuck-open fault is to produce a floating state at the output
of the faulty logic gate. It can be detected by a test that detects a stuck-at
fault on that output provided it was appropriately initialized by the previous
vector. Thus, detection of these faults requires “two-vector tests.” Also, any
possible hazard (timing-related variation) at the output node can change the
initialization and invalidate the test. For a guaranteed detection of a stuck-
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open fault, the two vectors should not produce any hazard at the output of
the logic gate containing the faulty transistor [335, 540].

e The effect of a stuck-short fault is to produce a power supply to ground con-
ducting path. When the fault is activated, the logic state at the output of the
gate containing the faulty transistor depends upon the relative impedances
of transistors producing the conducting path and the switching threshold of
other devices. However, a definite detection of the fault is possible by quiescent
current (Ippg) measurement.

Transistor Faults: Stuck-open and stuck-short faults are generally referred to
as transistor faults.

Transition Fault: It is assumed that in the fault-free circuit all gates have
some nominal delays and that the delay of a single gate has changed. The gate
delay, usually an increase over the nominal value, is assumed to be large enough
to prevent a passing transition from reaching any output within the clock period,
even when the transition propagates through the shortest path. Possible transition
faults of a gate are slow-to-rise and slow-to-fall types and hence the total number of
transition faults is twice the number of gates. Transition faults model spot defects
and are also called the gross-delay faults [371].

Also see Chapter 12.

Untestable Fault: A fault for which no test can be found is called an untestable
fault. There are two classes of untestable faults:

1. Faults that are redundant, i.e., whose presence does not change the input-
output behavior of the circuit.

2. Faults that change the input-output behavior of the circuit but no test can be
found by a given method of testing or test generation. Initialization faults of
sequential circuits belong to this class (see Chapter 8.)

4.5 Single Stuck-at Fault

We assume that the circuit is modeled as an interconnection (called a netlist)
of Boolean gates. A stuck-at fault is assumed to affect only the interconnection
between gates. Each connecting line can have two types of faults: stuck-at-1 and
stuck-at-0 (commonly written as s-a-1 and s-a-0.) Thus, a line with a stuck-at-1
fault will always have a logic state 1 irrespective of the correct logic output of the
gate driving it.

In general, several stuck-at faults can be simultaneously present in the circuit.
A circuit with n lines can have 3" — 1 possible stuck line combinations. This is
because each line can be in one of the three states: s-a-1, s-a-0, or fault-free. All
combinations except one having all lines in fault-free states are counted as faults.
Clearly, even a moderate value of n will give an enormously large number of multiple
stuck-at faults. It is a common practice, therefore, to model only single stuck-at
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Figure 4.5: An example of a single stuck-at fault.

faults. An n-line circuit can have at most 2n single stuck-at faults. This number is
further reduced by a technique known as fault collapsing, as discussed later.

Definition 4.4 Single stuck-at fault. Three properties (or assumptions) charac-
terize a single stuck-at fault:

1. Only one line is faulty.
2. The faulty line is permanently set to either 0 or 1.

3. The fault can be at an input or output of a gate.

Example 4.8 Consider the circuit of Figure 4.5. A stuck-at-1 fault as marked at
the output of the OR gate means that the faulty signal remains 1 irrespective of the
input state of the OR gate. If the normal output of the OR gate is 1, as it would
be if the inputs were 01, 10, or 11, then this fault will not affect any signal in the
circuit. However, a 00 input to the OR gate will produce a 0 output in the normal
circuit. The faulty circuit will have a 1 there. Figure 4.5 shows the normal(faulty)
value as 0(1), which is applied to the AND2 gate at the output. This signal state
must be propagated to the output of the AND2 gate, which is an observable output of
this circuit. This is done by setting the other input of AND2 as 1, which is justified
by setting the inputs of ANDI as 11. Now we have the input vector 1100 as a test
for the s-a-1 fault since for this vector the normal output (true response) and the
Sfaulty output  differ.

This example illustrates the basic features of a single stuck-at fault. Notice that
gates are assumed to function correctly. Only the signal interconnects are considered
to be faulty. The circuit of Figure 4.5 has seven lines, which are the potential sites
for single stuck-at faults. The number of possible faults is 14. As the next example
shows, fanouts give rise to additional fault sites.

Example 4.9 Consider the exclusive-OR function implemented by the circuit of
Figure 4.6. As shown, the single fault h s-a-0 is detectable by a 10 input. Signal
lines g, h, and i, commonly known as a signal net, carry the same signal value. The
10 input also activates single s-a-0 faults on g and i. But, only g s-a-0 is detectable
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Figure 4.6: Single stuck-at fault sites.

by this input. The effect of fault i s-a-0 is blocked from propagating to the primary
output 7 by f = 0, which uniquely sets k = 1. We notice that the faults on the
fanout branches of a net are not identical. In a logic circuit, a net contains a stem
or source (g in this circuit) and fanout branches (h and i.) The stem is the output
of some gate and fanout branches are inputs of some other gates. To consider all
possible faults, we model single stuck-at faults on the stem and all fanout branches
of the net. Considering all nets in the circuit, this is equivalent to modeling faults
on inputs and outputs of all gates (see Property 3 of Definition 4.4.)

The reader should verify that the exclusive-OR circuit of Figure 4.6 has 12 fault
sites and hence we would model 24 single stuck-at faults in this circuit. To reduce this
number, we will use the concepts of fault equivalence and fault dominance, discussed
next.

4.5.1 Fault Equivalence

Let us consider a single-output combinational circuit with n input variables. We
will denote its output function as fo(V'), where V is an n-bit Boolean vector. To
consider two faults, designated as fault 1 and fault 2, let the output function in the
presence of fault 1 be fi1(V') and that in the presence of fault 2 be fo(V).

Any test V for fault 1 must produce different values for fp(V) and fi1(V). This
condition can be expressed as:

HV)e fi(V)=1 (4.1)
Similarly, a test for fault 2 must satisfy
fo(V)e f2(V) =1 (42)

When fault 1 and fault 2 have exactly the same tests, i.e., all vectors that satisfy
Equation 4.1 also satisfy Equation 4.2, and vice-versa, then the Boolean functions
on the left hand sides of the two equations are identical. That is,

[fo(V)® fiV)] @& [fo(V) & f2(V)] =0 (4.3)

With some manipulation this leads to

HV) @ fa(V) =0 (4.4)
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Figure 4.7: Equivalent fault collapsing for Boolean gates, wires, and fanouts.

Equation 4.4, known as the indistinguishability condition, shows that the two faulty
functions are identical when the faults have the same set of tests.

Definition 4.5 Fault equivalence. Two faults of a Boolean circuit are called equiv-
alent iff they transform the circuit such that the two faulty circuits have identical
output functions. Equivalent faults are also called indistinguishable and have exactly
the same set of tests.

4.5.2 Equivalence of Single Stuck-at Faults

Equation 4.4 can determine the equivalence of any pair of faults. For an n-
line circuit that has 2n single stuck-at faults, we will have to apply this equation to
2(n%—n) pairs of faults to determine all equivalences. Besides, manipulations of large
Boolean functions can be cumbersome. Alternatively, if we determine equivalences
among faults of simple Boolean gates, then those results can be applied to arbitrarily
large circuits.

Consider a k input AND gate. It has £ + 1 s-a-0 faults on its input and output
lines. Each s-a-0 fault transforms the AND gate to a constant 0 output function.
Thus all s-a-0 faults are equivalent. No such equivalence relation is found among the
k + 1 s-a-1 faults. Similar analysis of other Boolean gates leads to the equivalences
shown in Figure 4.7, which also includes connecting wire and fanout that are neces-
sary components for a circuit. A two-way arrow shows pair-wise equivalence. Note
that the NOT gate is identical to a single-input NAND or NOR gate. Similarly, the
wire (or a non-inverting buffer) is identical to a single-input AND or OR gate.

The case of the fanout shown in Figure 4.7 needs explanation [569]. The fact
that no fault equivalences are possible seems to violate the conclusions of the last
subsection. To understand this, we need to expand the notion of a test for a multi-
output circuit. Let us denote the stem signal as a and the two fanout branches as y
and z. We specify its function as (y = a, 2 = a.) Consider the three s-a-0 faults all
of which are tested by an input 1. The output functions and tests for these faults
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Table 4.2: Stuck-at-0 faults of a fanout structure.

Fault | Test, input — outputs | Faulty functicmj
stem a s-a-0 1—-+1/0,1/0 (y=0, 2=0)
branch y s-a-0 1—-1/0,1 (y=0, z=a)
branch z s-a-0 1—-1,1/0 (y=a, z=0)
branches y s-a-0 and z s-a-0 1—1/0,1/0 (y=0,2=0)

¢ Fault deleted by equivalence collapsing with fault at gate output

sa0 sal sa sai

sa0 sal sa0 ‘satl
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sa0 sal

$a0 sat

sal sat

sa0 [sal sa0
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Collapse ratio = 16/30 = 0.533 Collapse ratio = 20/32 = 0.625
(a) A tree circuit. (b) A circuit with reconvergent fanouts.

Figure 4.8: Examples of equivalence fault collapsing.

are summarized in Table 4.2, which also includes a multiple s-a-0 fault of the two
branches. The test outputs containing fault effects are shown as 1/0, meaning a
fault-free state 1 and faulty state 0. For a multi-output function, all outputs should
be considered while applying the Definition 4.5. It is evident from Table 4.2 that
the three single s-a-0 faults of the fanout have neither the same test nor the same
faulty function. However, the stem fault a s-a-0 is equivalent to the multiple s-a-0
fault of the two branches. Similar arguments apply to the s-a-1 faults in the fanout.

4.5.3 Fault Collapsing

The set of all faults in a circuit can be partitioned into equivalence sets, such
that faults in an equivalent set are equivalent to each other. Equivalence sets divide
faults into disjoint sets because if a fault exists in two equivalence sets then those
sets can be merged together as one equivalence set.

The process of selecting one fault from each equivalence set is called fault col-
lapsing. The set of selected faults is known as the equivalence collapsed set. The
relative size of the equivalence collapsed set with respect to the set of all faults is
the collapse ratio:

|Set of collapsed faults|
|Set of all faults|

Collapse ratio = (4.5)
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The process of generating the equivalence fault set, known as equivalence fault col-
lapsing, is illustrated for single stuck-at faults of combinational circuits by the fol-
lowing example.

Example 4.10 Equivalence fault collapsing. Figure 4.8 shows two circuits, one
without a fanout and the other with fanouts. Fault collapsing is performed in a
level-by-level pass from inputs to output using local gate fault equivalences shown
in Figure 4.7. The procedure begins at primary inputs and a gate is not processed
until all gates feeding its inputs have been processed. At a gate, first input faults are
examined. Only one among the equivalent faults is retained. Then any input faults
that are equivalent to some output fault are deleted. Note that the collapse ratio is
around 50 or 60% and that more reduction occurs in the absence of fanouts.

The input to output pass produces a unique result since a Boolean gate has a single
output and no collapsing is possible through fanouts. An output to input pass can
also be used, but one has to choose an input from the multiple inputs of a gate where
the equivalent fault is retained. Depending on the choice made, the collapse ratio
can be higher than or the same as that obtained by the input to output collapsing.
Fault collapsing within and across sequential elements is more complex [140, 149]
and is usually not attempted. So the faults are collapsed for the combinational logic
alone. The collapsing process of the above example is quite typical and is often used
in practice. Results on fault collapsing on several benchmark circuits [99, 100] pro-
cessed by Bell Labs’ GENTEST system [160] are given in Table 4.3. Larger circuits
allow more fault collapsing as indicated by smaller collapse ratios. Circuits with
large fanins also reduce the collapse ratio. An example is the $9234 circuit. The
circuit c499 contains a large number of exclusive-OR modules. These are not primi-
tive Boolean gates and do not allow fault collapsing among input and output faults
(see the next example.) As a result, the collapse ratio (0.76) is high. The Boolean
gate implementation of c499 is the circuit c1355, which allows greater collapsing.

Example 4.11 Fault collapsing by functional equivalence. Figure 4.9 shows a gate-
level implementation of an exclusive-OR (XOR) circuit in which faults have been
collapsed by the procedure of the last example. Faulty output functions corresponding
to four s-a-1 faults, FI, F2, F3, and F4, are also shown. We find that F1 and F4
are equivalent and F2 and F3 are equivalent. Such equivalences, where fault sites
have no directed path in between, can be found by using Equation 4.4. There are
algorithms [7, 449] for finding these but they are difficult to apply to large circuits. In
spite of the additional fault collapsing, we find that no equivalence between the input
and output faults of the XOR function can be established. As shown in Figure 4.9,
when the XOR function is modeled as a module, all six faults on the inputs and
outputs should be included. This reduces the amount offault collapsing in the circuit
as we observed in the case of circuit ¢499 in Table 4.3.

4.5.4 Fault Dominance and Checkpoint Theorem

According to Figure 4.7, fault equivalence requires us to consider n + 2 stuck-at
faults for an n-input gate. Figure 4.10 shows a three-input AND gate for which we
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Table 4.3: Equivalence fault collapsing for stuck-at faults in benchmark circuits.

Circuit | No. of | No. of | No. of Number of faults
name gates | inputs | outputs All | Collapsed ] Collapse ratio
c432 160 36 7 864 524 0.61
c499 202 41 32 998 758 0.76
c880 383 60 26 | 1,760 968 0.55
cl355 546 41 32 2,710 1,606 0.59
¢1908 880 33 25 | 3,816 2,041 0.54
¢2670 1,193 233 140 | 5,340 2,943 0.55
¢3540 1,669 50 22 | 7,080 3,651 0.52
¢b315 2,307 178 123 | 10,630 5,663 0.53
c7552 3,613 207 108 | 15,104 8,084 0.54
s27 10 4 1 52 32 0.62
59234 5,597 19 22 | 10,572 3,862 0.37
s38584 | 19,257 12 278 | 78,854 36,303 0.47
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Figure 4.9: Functional equivalence fault collapsing in an exclusive-OR circuit.

will analyze two single s-a-1 faults shown as F1 and F2. Suppose that T(F1) is
the set of all tests for F1 and 7(F2) is the set of all tests for F2. T(F1) contains
one vector and 7(F2) has seven vectors. As shown in Figure 4.10, T(F2) is larger
and completely contains 7T(F1). According to the following definition, fault F2
dominates fault FI.

Definition 4.6 Fault dominance. If all tests of fault F1 detect another fault F2,
then F2 is said to dominate FI. The two faults are also called “conditionally”
equivalent with respect to the test set of FI. When two faults FI and F2 dominate
each other, then they are equivalent.

In an alternative form of fault collapsing, known as dominance fault collapsing,
we further eliminate the dominating faults from the equivalence collapsed set. For
the AND gate shown in Figure 4.10, we will thus eliminate the s-a-1 fault from the
output. The figure also shows the three-input AND gate with four faults left after
dominance fault collapsing. Since the output s-a-0 is equivalent to any input s-a-0



4.5 Single Stuck-at Fault v

s-a-1

s-a-1

5-a-1
—T(F1) s-a-0 |

Dominance fault collapsing.

g 1 T(F2) —

w

|1

Figure 4.10: An example where fault /2 dominates fault F1.

Fault deleted by equivalence collapsing with fault at other input of gate
sal sal

sal sal

sal sal

sal sal

sa0 sal D_

sal sal

sal sal

sal sal
sa0 sal 880 sat
sal sal
sal sal
Collapse ratio = 12/30 = 0.40 Collapse ratio = 17/32 = 0.53
(a) A tree circuit. (b) A circuit with reconvergent fanouts.

Figure 4.11: Examples of dominance fault collapsing.

(see Figure 4.7), we have moved all faults to inputs. Similar collapsing is possible
for all other Boolean gates. Thus we can summarize dominance fault collapsing as:

1. An n-input Boolean gate requires n + 1 single stuck-at faults to be modeled.

2. To collapse faults of a gate, all faults from the output can be eliminated
retaining one type (s-a-1 for AND and NAND; s-a-0 for OR and NOR) of
fault on each input and the other type (s-a-0 for AND and NAND; s-a-1 for
OR and NOR) on any one of the inputs.

3. The output faults of the NOT gate, the non-inverting buffer, and the wire can
be removed as long as both faults on the input are retained. No collapsing is
possible for fanout.

Example 4.12 Dominance fault collapsing. Figure 4.11 shows the application of
the above rules of dominance fault collapsing to the circuits without and with fanouts.
Collapsing is done in an output to input pass. A comparison with Figure 4-8 shows
the lower collapse ratio for dominance fault collapsing. For the fanout-free circuit,
the collapsed fault set only contains input faults. This is an important result. For
the circuit with fanouts, the collapsed set contains faults located at “checkpoints”
defined below.

Theorem 4.1 Fault detection in fanout-free circuit. A test set that detects all
single stuck-at faults on all primary inputs of a fanout-free circuit must detect all
single stuck-at faults in that circuit.
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Definition 4.7 Checkpoints. Primary inputs and fanout branches of a combina-
tional circuit are called the checkpoints.

Theorem 4.2 Checkpoint theorem. A test set that detects all single stuck-at faults
of the checkpoints of a combinational circuit detects all single stuck-at faults in that
circuit.

Proofs of these theorems can be constructed from the notions of fault equivalence
and dominance. Checkpoints provide a starting set for dominance fault collapsing
in which further reduction is possible with the three rules specified above. When
tests are specially generated for detecting multiple faults using a procedure given
by Bossen and Hong [85], the number of checkpoints can be reduced by eliminating
primary input stems that fanout. This will eliminate the second and third primary
inputs in the circuit of Figure 4.11(b).

Abramovici et al. [7] point out that the dominance relations in a combinational
circuit may not remain valid when that circuit is embedded in a sequential circuit.
This is because a fault can dominate several faults. For example, the fault F2
in Figure 4.10 dominates all input s-a-1 faults. Hence, in the collapsed set F2 is
represented by three faults, which are not equivalent to each other. In a sequential
circuit, considering multiple time-frames (see Chapter 8) F2 can have many more
activations than each dominated fault, thus providing a greater chance of fault effect
cancellation.

A “dominated” fault can become redundant due to the circuit structure. If the
fault set used for test generation is obtained by dominance fault collapsing, then no
test may be obtained for the dominating fault even when it is detectable. In fact,
the checkpoint theorem (Theorem 4.2) gives no guarantees if the test set has a less
than 100% coverage of the checkpoint faults, some of which may be redundant [I1].

In spite of the greater reduction of the fault list (smaller collapse ratio) that
dominance fault collapsing provides, the two reasons cited above limit its use. In
practice, therefore, equivalence fault collapsing is more popular and is often recom-
mended.

4.5.5 Summary

Many workers believe that Eldred’s 1959 paper [215] laid the foundation for the
stuck-at fault model. Eldred’s main contribution was to break away from functional
testing and demonstrate the practicality of testing at the hardware level. His paper
did not mention the stuck-at fault. The term “stuck-at fault” appeared in the 1961
paper by Galey, Norby, and Roth [237]. It is possible that other researchers of that
time may have used it as well. Many people think that the “stuck-open” fault model
was first mentioned in Wadsack’s 1978 paper [701]. Actually, it was proposed by
Case in 1976 [115], a fact brought to our notice by Don Ross.

It is essential to grasp the ideas behind the stuck-at fault model, which is most
fundamental to digital testing. Chapters 5 through 8 develop algorithms based on
these. In addition, one must gain working knowledge of models used in testing of
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memory (Chapter 9) and analog circuits (Chapters 10 and 11.) Fault models most
likely to gain significance in the near future are the delay fault models discussed in
Chapter 12.

Problems

4.1

4.2

43

4.4

4.5

4.6

4.7
4.8

Boolean functions. Show that there are 22" distinctly different Boolean func-
tions with n inputs.

Initialization faults. Show that the output of the circuit in Figure 4.1 cannot
be initialized as Q = 1 when the fault A stuck-at-0 is present. Can you find
another fault in that circuit that will prevent initialization?

Fault counting. Determine the total number of stuck-at (single and multiple)
faults for a logic circuit with n lines.

Fault counting. Compute the total number of stuck-at (single and multiple)
faults for the exclusive-OR circuit of Figure 4.6.

CMOS faults. For a two-input CMOS NAND circuit:

(a) Find a two-pattern test for each single-transistor stuck-open fault.

(b) Rearrange the eight vectors in a compact set and show that this set can
be constructed from the single stuck-at fault tests for the NAND gate.

(c) For each stuck-at fault of the NAND gate, find an equivalent transistor
(stuck-open, stuck-short, or a combination) fault.

Fault models. Define the following fault models using examples where possible:
(a) Bridging fault (f) Path-delay fault
(b)  Cross-point fault (g) Potentially-detectable stuck-at fault
(c) Hyperactive stuck-at fault (h) Stuck-openfault
(d) Ippg fault (i)  Stuck-short fault
(e) Multiple stuck-at fault (j) Transition fault
Fault indistinguishability. Derive Equation 4.4 from Equation 4.3.
Functional equivalence. Show that the two faults ¢ s-a-0 and f s-a-1 are
equivalent in the circuit of Figure 4.12.
a——g-Lt
sal ”
b d g
e h !

Figure 4.12: Circuit for Problem 4.8.
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4.9 Functional equivalence. Show that in the exclusive-OR circuit of Figure 4.6,
faults ¢ s-a-1 and f s-a-1 are equivalent.

410 Fault collapsing for test generation. List the equivalence collapsed set of single
stuck-at faults for the circuit of Figure 4.9. Find a minimal set of vectors to
detect all faults.

411 Egquivalence and dominance fault collapsing. For the circuit of Figure 4.13:

(a) What is the number of all potential fault sites?
(b) Derive the equivalence collapsed set. What is the collapse ratio?

(c) Derive the dominance collapsed set. What is the collapse ratio?

Figure 4.13: Circuit for Problem 4.11.

4.12 Dominance fault collapsing. For the circuit of Figure 4.14:

(a) Enumerate the minimal set of single stuck-at faults that must be tested
according to the Checkpoint Theorem.

(b) Show that the two faults d s-a-0 and g s-a-1 are equivalent.

Figure 4.14: Circuit for Problem 4.12.
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Chapter 5

LOGIC AND FAULT SIMULATION

sim.u.la.tion (sim’ye-la’shen) n 1 : the act or process of simulating :
FEIGNING 2 : a sham object : COUNTERFEIT 3 a : the imitative
representation of the functioning of one system or process by means of
the functioning of another {a computer ~ of an industrial process)b :
examination of a problem often not subject to direct experimentation
by means of a simulating device

sim-u-la-tor (sim’ye-1a'tor) n : one that simulates; esp : a device that
enables the operator to reproduce or represent under test conditions
phenomena likely to occur in actual performance

— Webster’s New Collegiate Dictionary, The G. & C. Merriam Com-
pany, Springfield, Massachusetts, U.S.A.; 1981, pp. 1074-1075.

Assume for a moment that you are a dress designer. You have designed an
exquisite garment. Before you cut the cloth, you would like to make sure that the
design is correct and the pieces will fit together. Once the cloth is cut, it will be too
late to discover any errors in the design. Therefore, a dress designer often uses paper
cuttings to verify the design. That is a form of simulation. The idea of simulation
is to predict the result of building the desired object without actually building it.

There are many other examples of simulation. Scaled models of bridges and
aircrafts are made and tested to verify designs. In earlier days, “breadboards” were
constructed to verify the design of VLSI chips. These were printed circuit (or wire-
wrap) boards with discrete components that implemented the chip’s function [302].
Today, much of the scaled models and breadboards have been replaced by computer
simulations. Thus, a simulator generally means a computer program.

5.1 Simulation for Design Verification

Simulation serves two distinct purposes in electronic design. First, it is used to
verify the correctness of the design and second, it verifies the tests. The first form of
simulation is illustrated in Figure 5.1. The process of realizing an electronic system
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Figure 5.1: Simulation for design verification.

begins with its specification, which describes the input/output electrical behavior
(logical, analog, and timing) and other characteristics (physical, environmental, etc.)
The specification, shown as a shaded block in the figure, is the starting point for the
design activity. The process of synthesis produces an interconnect of components
(called a netlist.) The design is verified by a true-value simulator. True-value means
that the simulator will compute the response for given input stimuli without injecting
any faults in the design. The input stimuli are also based on the specification.
Typically, these stimuli correspond to those input and output specifications that
are either critical or considered risky by the synthesis procedures. A frequently used
strategy is to exercise all functions with only critical data patterns. This is because
the simulation of the exhaustive set of data patterns can be too expensive. However,
the definition of “critical” often depends on designer’s heuristics.

The true-value simulator in Figure 5.1 computes the responses that a circuit (if
built using the netlist) would have produced if the given input stimuli were applied.
In a typical design verification scenario, the computed responses are analyzed (ei-
ther automatically, or interactively, or manually) to verify that the designed netlist
performs according to the specification. If errors are found, suitable changes are
made, until responses to all stimuli match the specification.

This simulation-based design verification method has strengths and weaknesses.
Its strength lies in the details of the circuit behavior that can be simulated. For
example, logic, timing, and analog behaviors can be simulated. Another advantage
is in the use of hierarchy. For example, a design can be first simulated at a higher
behavior level. Instead of a netlist, the design may be described in a programming
language such as C. Such a description is compact, but does not contain the detailed
timing information. Neither is the electrical behavior (or possible malfunction) of
components considered at this level. Once this design is verified, higher-level blocks
(or C language subroutines) are replaced by logic-level netlists. At this point, a
logic simulator is used for verification. The process may be repeated by replacing
some or all portions by transistor-level or circuit-level implementations. Simulation
is used in this way for verifying very large electronic systems.

The weakness of this method is its dependence on the designer’s heuristics used
in generating the input stimuli. To contain the complexity, these stimuli are non-
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exhaustive and, therefore, a guarantee of conformance to specification is impossible.
Such a guarantee is possible with a formal verification method [380], which math-
ematically proves the correctness of the design. A restricted form of formal verifi-
cation, known as model checking [168, 453], verifies finite state concurrent systems
by an exhaustive search of the state-space. It verifies whether a given specifica-
tion is true. According to Clarke ef al. [168], an efficiently implemented model
checking procedure will always terminate with a yes/no answer and can be run on
moderate-sized machines, though not on an average desktop computer. Thus, the
high complexity of formal methods allows their use only at the higher behavior level.
In spite of the incompleteness, simulation provides a better check on the manufac-
turability of the design. An ideal system of design verification should combine the
behavior-level formal verification with the logic and circuit-level simulation.

Example 5.1 Simulating an adder circuit: Consider a combinational logic circuit
designed to add two 32-bit binary integers. This circuit has 64 binary inputs and
33 outputs. To completely verify the correctness of the implemented logic, we must
simulate 2%% input vectors and check that each produces the correct sum output.
This circuit may have about 200 gates and a fast logic simulator may require 1ps to
simulate one vector. The time required to complete the simulation is:

264 % 10~6
3600 x 24 x 365

= 584,942 years

This is clearly impractical. So, the designer must simulate some selected vectors.
For example, one may add pairs of integers where both are non-zero, one is zero, and
both are zero. Then add a large number of (say, 10°%) randomly generated integer-
pairs. Such heuristics, though they seem arbitrary, can effectively find many possible
errors in the designed logic. The next example illustrates a rather simple heuristic.

Example 5.2 Design verification heuristic for a ripple-carry adder: Figure 5.2
shows the logic design of an adder circuit. The basic building block in this design is
a full-adder that adds two data bits, An and By, and one carry bit, Ch, to produce
sum and carry outputs, Sp and Cpi1, respectively. For logic verification, one possible
strategy is to select a set of vectors that will apply all possible inputs to each full-
adder block. For example, if we set Ap = Bp = 0 and apply all four combinations
(00, 01, 10, 11) to Ay and By, and then set Ay = By = 1 and again apply the
four combinations to Ay and By, these eight vectors include all eight inputs for the
FA1 block. Logic simulation of these vectors will thoroughly check FAl, since the
states of all three outputs S1 and Cy are provided by the simulator. One significant
advantage of simulation is that all internal signals of the circuit can be examined.
This reduces the complexity of verification. Table 5.1 gives a set of eight vectors
for verifying a 4-bit ripple-carry adder. Interestingly, the regular pattern in each
vector allows us to expand the width of the vector, without increasing the number of
vectors, for applying this heuristic to an adder of arbitrarily large size.
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(b) A 32-bit ripple-carry adder circuit.

Figure 5.2: Logic design of a 32-bit ripple-carry adder.

Table 5.1: Design verification vectors for a 4-bit ripple-carry adder circuit.

Vector no. | Bits: CyAgByA1B1A2B2A3B3 | Input C, A, By, to FAn |

1 000000000 000 applied to all FAs

2 001010101 001 applied to all FAs

3 010101010 010 applied to all FAs

4 011001100 011 applied to FAO, FA2 &
100 applied to FA1, FA3

5 100110011 100 applied to FAO, FA2 &
011 applied to FA1, FA3

6 101010101 101 applied to all FAs

7 110101010 110 applied to all FAs

8 111111111 111 applied to all FAs
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The vectors of Table 5.1 have been derived without any regard for testing the
stuck-at faults we discussed in the previous chapter. These vectors aim at verifying
the functional correctness of the design via true-value simulation. Once the circuit
is verified, manufacturing tests are derived. These can be based on the verification
vectors. The stuck-at fault coverage of verification vectors may or may not be always
high. In this example, the first seven vectors cover all stuck-at faults. One may,
therefore, use only the first seven vectors in the manufacturing test.

In general, one must select an adequate set of vectors from the verification vec-
tors using a fault simulator. Verification vectors can be compacted [273] by removing
vectors that do not increase fault coverage. If the coverage is found to be inadequate
(stuck-at fault coverage of 95 to 100% is desirable) then fault coverage vectors are
added using test generation algorithms discussed in later chapters. Still the im-
portance of verification vectors in testing should not be overlooked. In the above
examples, we only considered the verification of the logic function. However, a com-
plete verification must also consider the timing behavior of the design. The following
example illustrates how we can verify a design, or test a device, for timing.

Example 5.3 Timing verification of the ripple-carry adder: In an ideal sense the
logical correctness means that the circuit will produce the correct result if signals
were applied at a slow rate. In practice, however, hardware elements (e.g., gates
and interconnects) have delays. Special tests are necessary to verify or test the
delay of a designed or manufactured circuit. A delay test must propagate a signal
change through the longest combinational path. For the four-bit ripple-carry adder,
the longest path begins at Cy and ends at Cys. It is tested by rippling a 0 = 1
transition through this path. One possible test consists of two vectors of Table 5.1:
vector number 2, followed by vector number 6. Another vector-pair with a similar
property is vector number 3, followed by vector number 7. For a timing verification,
at least one of these vector-pairs must be simulated using a true-value simulator,
which also models delays. These vector-pairs, though desirable for manufacturing
test also, may not be included if one simply selects vectors for a 100% stuck-at fault
coverage.

Generation of verification vectors for sequential circuits is a complex problem for
which numerous heuristics are used. Designers often select critical functions from the
system specification. However, a suitable criterion for the completeness is difficult
to find. One simple heuristic, suggested in the literature [366, 492], requires the
verification vector sequence to execute all transitions of the state diagram. Although
the worst-case length of such a sequence (also called a transition tour) can be very
large, in practice, sequences of average length n - log n can be generated for state
machines with n states. One difficulty with this method is that the specification
of a system often gives only an incomplete transition graph. The fault coverage
of the verification vector sequence in such cases turns out to be low for specific
implementations in which the unspecified (or don’t care) transitions have all been
specified. It then becomes necessary to augment the verification vectors [348].
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Figure 5.3: Fault simulation for test generation.

5.2 Simulation for Test Evaluation

Another type of simulator, known as a fault simulator, is used for the develop-
ment of manufacturing tests. A fault simulator incorporates many of the details of
a true-value simulator. In addition, it also has the capability to simulate the circuit
response in the presence of faults.

A typical application of a fault simulator in the digital design process is illus-
trated in Figure 5.3. Fault simulation is normally done after the design has been
verified and the verified circuit netlist and verification vectors are available. These
two inputs to the fault simulator are shown as the shaded boxes in Figure 5.3. The
fault simulator performs two functions:

1. It determines the coverage of a given set of input stimuli (vectors) for a given
fault model or a given fault list.

2. With the help of other programs (a test generator or a vector compacter [273]),
it can produce a set of vectors with a given fault coverage for manufacturing
test.

If no fault list is supplied, the fault simulator generates one for the specified fault
model. For example, it may make a list of all single stuck-at faults by using the
equivalence fault collapsing as discussed in Chapter 4. It then simulates the initially
supplied verification vectors. Simulation produces lists of faults, detected by each
vector. The detected faults are deleted from the fault list. Fault coverage, defined
as the ratio of the number of detected faults to that of faults in the initial fault
list, is computed. Once an adequately high fault coverage (98-100%) is reached, the
simulation may be stopped. If there are unsimulated vectors, they can be removed
to reduce the vector set. On the other hand, if the vectors do not produce an
adequate fault coverage, some of the undetected faults from the fault list can be
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given to a test generator program (see Chapter 7 on combinational and Chapter 8
on sequential ATPG) to produce new vectors.

It is also possible to use the fault simulation result to remove those vectors that
do not detect any new faults not already covered by previously-simulated vectors.
Thus, a set of vectors can be compacted without reducing the fault coverage. Such
deletion of unproductive vectors is easily done for combinational circuits and is
often used effectively for random test generation as described in Chapter 7 on com-
binational ATPG. For sequential circuits, however, deletion of a vector will modify
the state of the circuit and thereby change the fault detection behavior of subse-
quent vectors. There are sophisticated test compaction algorithms that can achieve
as much as 50% or greater reduction of the vector set without reducing the fault
coverage [273]. Test compacters are discussed briefly in Chapter 7.

Example 5.4 Fault simulation: Consider a four-bit ripple-carry adder circuit of
the type shown in Figure 5.2. This circuit contains four full-adder blocks of Fig-
ure 5.2(a.) It has 36 logic gates, 9 primary inputs, and 5 primary outputs. A fault
simulator [160] makes a list of 186 single stuck-at faults. The equivalence fault col-
lapsing (see Chapter 4) option in the simulator reduces it to 114 faults. The result
of fault simulation with vectors of Table 5.1 is shown in Table 5.2. We make several
observations:

® The last vector does not detect any new fault. We can use the first six vectors
for testing the circuit without any reduction in the fault coverage. Even though
the last two vectors were necessary for the design verification heuristic of the
last section, they are found to be redundant for testing. For large circuits, it
is not unusual to have several million vectors in the verification vector set. A
fault simulator can significantly reduce the size of the vector set, thus reducing
the time required for the manufacturing test.

® The collapsed fault set is about 40% smaller than the set of all faults. A 40-50%
reduction in the fault list is quite typical.

® Although the coverages of collapsed and uncollapsed fault lists differ, they are
quite close. The CPU time for simulation of all faults on a SUN Sparc 2
computer was 33 ms, and reduced to 16 ms for the collapsed fault set. For
large circuits, the saving in the CPU time may be significant.

In general, when fault detection is desired, a collapsed fault list is used for the
coverage analysis and for test generation. The only exception is made when fault
diagnosis is the objective (see Chapter 18.) By definition, detection means finding
the presence of any set of faults. So, if the collapsed list is used, the presence of
a fault means that any of the equivalent faults could be present. The purpose of
diagnosis, on the other hand, is to identify the specific fault that has occurred.

A possibility, not illustrated by the above example, is that the coverage of verifi-
cation vectors can also be lower than 100%. For very large sequential circuits, cov-
erages in the 70-75% range are not uncommon. The vectors can still be compacted
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Table 5.2: Result of fault simulation of four-bit adder with Table 5.1 vectors.

Vector | 186 Uncollapsed faults | 114 Collapsed faults
number | Detected ] Coverage | Detected | Coverage
1 61 33% 37 32%

2 113 61% 65 57%

3 125 67% 77 68%

4 143 7% 89 78%

5 162 87% 102 89%

6 186 100% 114 100%

7 186 100% 114 100%

8 186 100% 114 100%

Table 5.3: Reverse-order simulation of vectors 1-6 of Table 5.2.

Vector | 114 Collapsed faults
number | Detected | Coverage

6 45 40%

5 73 64%

4 98 86%

3 114 100%

2 114 100%

1 114 100%

either by a simple truncation or by other techniques [273]. However, the 25-30%
undetected faults identified by the fault simulator are used to generate more vectors
to enhance the fault coverage.

Example 5.5 Reverse-order simulation: In the previous example, we found that
the last two vectors (below the line after vector 6 in Table 5.2) can be dropped without
reducing the fault coverage. We thus compacted the vector set from 8 to 6. Reverse-
order simulation is a simple technique for further compacting the vector set of a
combinational circuit. Note that vector 6 is essential since it detects some faults
that could not be detected by all 5 previous vectors. It is, however, possible that
vector 6 could detect faults covered by some previous vectors, making those vectors
unnecessary.  This could not be determined earlier because of “fault dropping” by
the simulator. That is, a fault detected by a vector is immediately dropped from
consideration and is not simulated for the following vectors. So, we will simulate
vector 6 first. Similarly, we can argue that vector 5 could also detect faults covered
by some earlier vectors. A simple way to find that out is to simulate the vectors in
the reverse order. The result is shown in Table 5.3. We can now use four vectors
above the line in this table for a 100% coverage. Unfortunately, the reverse-order
simulation cannot be used for sequential circuits.
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Table 5.4: A summary of modeling levels and simulators.

Modeling Circuit Signal Timing Application
level description values resolution
Function, Programming 0,1 Clock Architectural
behavior, or RTL | language-like HDL boundaries | and functional
verification

Logic Connectivity of 0,1, Zero-delay, | Logic
Boolean gates, X and Z | unit-delay verification
flip-flops and or multiple- | and test
transistors delay

Switch Transistor 0, 1, Zero-delay | Logic
connectivity and and X verification
sizes, and node
capacitances

Timing Transistor Analog | Fine-grain | Timing
connectivity and voltage | time verification
tech. data; node
capacitances

Circuit Connectivity of Analog | Continuous | Digital timing
active and passive | voltage | time and analog
components; and circuit
tech. data current verification

5.3 Modeling Circuits for Simulation

The main inputs to a simulation program are: (1) a circuit description, (2) stim-
uli, and (3) user commands. In this section, we will discuss the first of these. The
circuit is described using a hardware description language (HDL.) Popular HDL’s
are Verilog [667] and VHDL [171]. The readers are advised to familiarize themselves
with these or any other HDL used in their work environment. The discussion in this
section is kept independent of any specific language.

5.3.1 Modeling Levels and Types of Simulators

The level of a simulator is related to the detail of modeling. Typical levels are
function (or behavior), logic, switch, timing, and circuit. A summary of various
levels, their modeling characteristics, and applications is given in Table 5.4. We will
define these levels in this subsection, but our discussion in this chapter will mainly
focus on the logic level. This is because logic and switch levels are the only ones
where fault analysis has been done. Today’s fault simulators work predominantly at
the logic-level, although the circuit model may be a mixture of function, logic and
switch level modules.
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Function or Behavior Level. This is the highest level. Only the architecture
(an interconnect of functional modules such as adders, multiplexers, decoders, mul-
tipliers, registers, etc.) is considered. The functions of the modules are expressed
in programming language constructs. No implementation details are assumed to
be known. Although no processing or propagation delays of signals are considered,
signal changes are normally assumed to be synchronized with respect to some clock
signal. This makes the simulation of a module similar to an input to output data
transfer, even though there may not be explicit registers at the ports of the module.
Therefore, this level is sometimes referred to as the register-transfer level (RTL.) A
significant advantage of this level is that stimuli generation and response checking
functions can also be blended with the circuit model as additional HDL code. The
code that generates stimuli is referred to as a festbench [381].

Logic Level. The circuit is modeled as an interconnect of Boolean gates. In
addition to the standard gates (AND, OR, NAND, NOR, and NOT), sometimes
complex gates such as XOR are also considered building blocks. Sequential elements,
such as flip-flops, can be modeled as gate-level interconnects, or as stand-alone
functional blocks. In order to correctly simulate MOS circuits, most logic simulators
also accept transmission gates (or pass transistors) and MOS buses as valid elements.

Switch Level. Switch-level simulation was invented by Bryant [103]. Here, the
entire circuit is modeled as an interconnect of MOS transistors, which are treated as
ideal switches. Any circuit node that has a conducting path to the supply voltage,
Vpb, assumes a logic 1 state. Similarly, any node with a conducting path to ground
assumes a logic O state. The states of a set of floating nodes connected among
themselves, but having no connection either to Vpp or to ground, are determined
based on charge sharing among the node capacitances. The determination of the
state of a node that has conducting paths to both Vpp and ground is more tricky.
Actual sizes (channel lengths and widths) of transistors are used to determine the
state of such nodes. Thus, the circuit data must also contain transistor sizes and
node capacitances. Switch-level simulation can accurately simulate the logic be-
havior of many MOS circuits that have no exact logic gate structure. However, no
timing information is considered at the switch-level. These simulators have been
used for logic verification of high-performance full-custom microprocessor and dig-
ital signal processor (DSP) chips. Switch-level techniques have also been used to
simulate stuck-at and stuck-open faults [578]. However, the fault-effect propagation
procedures become too complex at this level and their use in the industry has been
limited. Most logic-level fault simulators contain a limited capability of simulating
switch-level components, as we pointed out above [404].

Timing Level. This level uses a circuit description similar to that used for the
switch-level simulation. That is, the connectivity of transistors, their sizes and
types, and node capacitances are needed. In addition, technology data specifying
the transistor voltage-current characteristics are also used to compute charging or
discharging currents for the nodes. Thus, a timing simulator computes node voltages
as a function of time (or, in practice, at closely spaced discrete times) [145]. Also,
to speed up the simulation, the circuit can be partitioned into channel-connected
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Figure 5.4: Hierarchical description of a full-adder circuit.

components (see Example 5.6.)

Circuit Level. This is the lowest level and represents the ultimate in accuracy
for the simulation of electronic systems. The circuit is assumed to be composed of
electrical elements such as resistors, capacitors, inductors, and transistors. Equa-
tions relating branch or loop currents and node voltages are developed and solved
by numerical methods [446]. These simulators are vital tools for the design of ana-
log integrated circuits. For digital circuits, they are used where MOS structures
cannot be accurately simulated by a logic or switch-level simulator. One area where
a circuit simulator is indispensable is where high timing accuracy is desired. So,
the critical path of a large digital chip may be simulated by a circuit simulator.
Library cells used in the design of standard cell ASICs (application specific inte-
grated circuits) are generally characterized by a circuit level simulator. The SPICE
simulator [485], originally developed at the University of California, Berkeley, and
its numerous derivatives have been used in the industry for the last 25 years.

5.3.2 Hierarchical Connectivity Description

The description of a circuit consists of the names of input and output signals, and
the function of the circuit. The function is generally described as an interconnection
of simpler building blocks or subcircuits. The subcircuits serve a similar purpose
as subroutines in a program. These are again described by their input and output
signal lists, and the function. The function of a subnetwork may be described as an
interconnection of simpler subnetworks. In this hierarchy, the lowest level consists
of Boolean gates, flip-flops, tristate gates (transmission gates or pass transistors),
and buses.

Consider the example of the 32-bit adder circuit of Figure 5.2. The circuit
description will contain lists of 64 (or 65 if Cp is an input) input and 33 output
signals. It will also contain a connectivity description for 32 modules of full adder
(FAn) type. The FAn may be described via a gate-level connectivity as shown in
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Figure 5.5: CMOS implementation of a NAND logic gate.

Figure 5.2(a), or it may use further hierarchy. The latter case is shown in Figure 5.4,
where the FAn is built with two half adders or HAn. The subnetwork HAn is
shown in Figure 5.4(a.) Lower level subnetworks, which are frequently reused, are
generally kept in standard cell libraries. Most HDLs [171, 667] used to describe
circuits support hierarchy. Circuit connectivity description without hierarchy is
usually referred to as the flat description. A flat description of the 32-bit ripple-
carry adder of Figure 5.2(b) contains 288 logic gates.

5.3.3 Gate-level Modeling of MOS Networks

In today’s semiconductor technology, digital logic functions are realized by MOS
(metal-oxide semiconductor) transistors [718]. A MOS transistor is a three-terminal
device. Two terminals, source and drain, form a semiconductor channel. The third
terminal, gate, controls the conductivity of the channel. The gate is insulated from
the channel and represents a capacitive load to the controlling signal source. There
are two types of MOS transistors. For an nMOS device, the high state (usually, Vpp)
of the gate makes the channel conductive, causing almost a short between source
and drain. In this state, the on-resistance of the channel depends on the dimensions
or size (length and width.) For the low state (usually, ground), the channel acts as
an open-circuit. The pMOS device works in a complementary manner.

Figure 5.5 shows a NAND gate in the complementary-MOS (CMOS) design style.
Signals a and b feed into high impedances since they are connected to the insulated
gates of transistors. The sources of signals a and b only see equivalent capacitive
loads, C, and Cp, respectively. We assume that the output signal ¢ feeds only to the
gate terminals of some other transistors. This is modeled by the total capacitance
C. of node c. As usual, we denote the voltage level Vpp as logic 1 and the ground
voltage as logic 0. When a = b = 1, the output c is grounded through the two ntMOS
devices. This offers a ground voltage to all gates connected to c. When either one
among a or b is 0, c is isolated from ground and is connected to Vpp through one or
both pMOS devices. Thus, the capacitor C, is charged to Vpp. In either state of c,
only a transient charging current flows. Once the study-state is reached, no current
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Figure 5.6: An example showing the necessity of transistor-level modeling.

is drawn from the supply (neglecting the quiescent or leakage current, Ippg.) In
this specific configuration, the transistor implementation, called a static CMOS gate,
can be modeled as an ideal Boolean gate of NAND type. Similar static designs of
NOR and NOT gates are also used. The following example shows that not every
CMOS structure can be mapped onto a Boolean gate.

Example 5.6 Necessity of transistor-level models: Consider the MOS circuit of
Figure 5.6. The outputs of the NAND and NOR gates are connected to a bus via
two nMOS driver transistors. In a normal operation of the circuit, it is usually
intended that only one driver will be turned on. However, due to signal delays, it
is possible that both drivers are momentarily turned on. They may also be turned
on due to design errors. These errors can be detected by simulation provided the
modeling is correct. For the signal values shown in Figure 5.6, there is a conducting
path formed by transistors shown as “on.” If we assume that all devices have the
same on-resistance, then because of the two parallel transistors in the NOR gate
the output to ground resistance will be lower than the Vpp to output resistance.
Depending on the threshold voltage of transistors in the NOT gate, the output of the
MOS bus may be interpreted as a logic 0.

Correct simulation requires partitioning of the circuit into “channel-connected
components” [27, 103, 145]. A channel-connected component is an arbitrary inter-
connection of MOS transistors with three types of external connections: (1) inputs
feeding only into gate-terminals of transistors in the component, (2) outputs feeding
only into gate-terminals of transistors in other components, and (3) connections to
Vpp or ground. States of nodes inside a component are determined by analyzing
the node capacitances and conducting paths between Vpp and ground formed by the
connected channels of “on” transistors. Thus, for given states of input signals, the
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outputs of a channel-connected component can be determined without considering the
rest of the circuit. The circuit of Figure 5.6 has two channel-connected components,
one in the shaded area and the other, the NOT gate. Whenever a Boolean gate
equivalent MOS structure forms a channel-connected component, it can be safely
modeled as a logic gate. The NOT gate satisfies that condition. However, that is
not the case with NAND and NOR gates, and the MOS bus. The three elements
are, therefore, modeled as one channel-connected component.

Figure 5.7 shows an often-used logic model for the MOS bus. Since the bus
signal is produced by an OR gate, it is also called a wired-OR structure. If both
control inputs are turned on, as is shown in Figure 5.7, the 1 input will dominate.
This models the situation in which the pull-up path through the MOS circuit has
lower impedance than the pull-down path. Similarly, a wired AND or 0-dominating
bus can be modeled. In some typical MOS circuits, the dominance can dynamically
change. The logic model always works correctly if the bus block is exactly like a two-
to-one (many-to-one, in general) multiplexer, i.e., only one control input is turned
on at a time. That is why, for the values shown in the figure, the output is different
from that obtained in Figure 5.6.

The preceding example shows that in order to correctly simulate MOS circuits,
a logic simulator should have some switch-level modeling capability. Most modern
simulators are mixed-mode types, so that large VLSI circuits can be economically
modeled [27]. Typically, large embedded blocks of memory are modeled as func-
tional modules. Random logic is commonly modeled at the logic gate-level using
hierarchy. Within random logic some portions involving buses and tristate drivers
would be modeled at the switch-level. Some blocks, such as adders, multipliers,
multiplexers, registers, etc., for which automatic synthesis programs are available,
may be originally modeled at the function-level and then, as the design progresses,
replaced by their lower-level implementations.

5.3.4 Modeling Signal States

Purely combinational logic can be modeled with two states, usually denoted
as [0,1] or [low, high]. When the circuit is sequential, it can have internal states,
which are usually assumed to be unknown at the beginning of the simulation. This
assumption is also a good representation of the reality, because when a circuit is
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Table 5.5: Truth tables for three-state logic.

Inputs Output
a b | AND (ab) | OR (a + b) | NOT (a)
0 0 0 0 1
0 1 0 ' 1
0 X 0 X 1
1 0 0 1 0
1 1 1 1 0
1 X | X 1 0
| X 0 0 X X
X 1 X 1 X
X X X X X

powered up, the flip-flops can be in any of the two possible states. In fact, the
purpose of the initial vectors is to bring the circuit to a known state. Thus, a
simulator starting with all flip-flops in the unknown state also verifies whether the
applied vectors can bring the circuit to a known state.

There are additional reasons, as we will discuss in the next subsection, which can
set a flip-flop into an ambiguous state even after it had been initialized. Therefore,
for simulation of sequential circuits it is essential that we represent signals by three
states: 0, 1, and unknown, usually denoted as X. Table 5.5 gives the three-state
truth tables for two-input AND, OR, and NOT gates. All other gates (NAND,
NOR, XOR, etc.), or gates with larger numbers of inputs, can be implemented
using these three types and thus their truth tables can be derived.

The three-state logic is pessimistic. In some cases, it cannot determine a definite
0 or 1 value for a signal, even though that value can be easily obtained. For ex-
ample, in the multiplexer circuit of Figure 5.8(a), the three-state logic of Table 5.5
determines the output to be unknown. We notice, however, that both data inputs
are 1 and so the state of the control input should not matter. The output should be
1. This can be determined by the symbolic simulation of Figure 5.8(b.) Here, X is
treated as a symbolic representation of the signal. Thus, when inverted by the NOT
gate, it appears as X. Similarly, the OR gate is symbolically evaluated as X+X=1.
While symbolic simulation can be effective if performed locally in a circuit, so that
it involves a small number of signals, it is impractical for large circuits. In general,
many signals may have to be symbolically represented and the expressions can be-
come large. In general, symbolic simulation is expensive in memory and CPU time.
Therefore, three-state simulation is most common for digital logic circuits.

There are some circuits for which three logic states are not sufficient. These are
the circuits that cannot be correctly modeled with Boolean gates alone. We saw an
example in Figure 5.6. In such circuits, signal values 0 and 1 are applicable only to
“driven” nodes. A node in a CMOS circuit is called driven if it has a conducting
path either to Vpp setting the node to 1, or to ground setting it to 0. In steady-state,
a correctly functioning CMOS gate will not have simultaneous conducting paths to
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Figure 5.8: Pessimism in three-state logic and symbolic simulation.

Vpp and ground. If such simultaneous paths do occur, as is illustrated in Figure 5.6,
and the state of the node cannot be determined by the simulator, then it is set to
an unknown (X) state.

Now consider the case when both nMOS transistors (drivers) of the MOS bus

in Figure 5.6 have been turned off by applying Os to their gate terminals. The bus
output is not in a driven state. This is defined as the floating state. The voltage
of this node depends upon the charge stored on its parasitic capacitance. The logic
value of a floating node is specified as high impedance state and is denoted by the
symbol Z. Unlike X, which is interpreted as unknown logic state, Z is interpreted
dynamically as follows:

* In CMOS circuits the leakage resistance of floating nodes is so high that they

are assumed to hold their charge indefinitely. The leakage resistance refers to
the resistance from the supply (Vpp) to ground. It consists of the resistances
of transistors that are in the cutoff state. In other words, a floating node has
an infinite memory. Its logic value is considered the same as its driven value
before it became floating.

¢ If two or more floating nodes get connected due to the switching of some tran-

sistors, then the total charge on them gets shared according to their relative
capacitances. All connected floating nodes assume the same voltage. Based
on the switching thresholds of transistors whose gate terminals are connected
to the floating nodes, the high impedance (Z) state may be interpreted as O
or 1. If there is uncertainty about relative values of the node voltage and the
switching thresholds, then Z is interpreted as X.

¢ If a floating node gets connected to Vpp or ground due to the switching of its

drivers, then its state no longer remains Z and is changed to 1 or O.

Most MOS circuits containing dynamic logic require four-state logic (0,1,X,Z) rep-
resentation of signals.

5.3.5 Timing

In an electronic circuit, electrical parameters such as voltage and current are

used to encode the information being processed. Thus, in a digital system, a high
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Figure 5.9: Timing models of the NAND gate of Figure 5.5.

level of voltage (i.e., close to Vpp) represents the logic 1 state and a low level of
voltage (i.e., close to ground) represents the logic O state. In a real circuit, however,
the voltage is an analog quantity, i.e., it is a continuous function of time. Therefore,
it takes a finite amount of delay before a digital signal can be changed from O to 1,
or vice-versa.

Signals experience two types of delays. The time interval between an input
change (cause) and the output change (effect) of a gate is called the inertial delay
or switching delay. The time interval between the generation of a signal transition
at a gate output (source) and its arrival at the input of a fanout gate (destination)
is known as the propagation delay or transport delay.

Let us first examine the switching delay. Figure 5.9 shows the output of the
CMOS NAND circuit of Figure 5.5 for a given set of inputs (a and b), as would
be obtained by various timing models. The third waveform is a simulated analog
response as obtained by a circuit simulator [446] or a timing simulator [145]. We have
set the time reference (somewhat arbitrarily) at the beginning of the transient region
(shaded), which begins when the signal a rises. This creates a discharge path for Ce
through the nMOS transistors, both of which are now shorted. The output signal
would have dropped to almost O in about 5 ns as shown by the dotted curve. The
exact shape and duration of this discharge waveform depends upon active (transistor
V-I characteristics) and passive (C. and other parasitics) component parameters of
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the circuit. The discharging of C, is, however, interrupted by the input b dropping
at 3 ns. This cuts the discharge path off and sets up a charging path through one
of the pMOS transistors. As a result, the output goes up, back to Vpp.

Digital simulators produce quite different responses in the transient region, de-
pending upon how delays are modeled. The last four waveforms in Figure 5.9 cor-
respond to popular delay models:

® Zero-delay: All gates and interconnects are assumed to have no delay. Any
signal change is entirely determined by the logic function of gates. This model
is particularly useful for logic simulation of combinational circuits, i.e., circuits
with no feedback and no memory states.

® Unit-delay: Each gate is assumed to have one unit of delay. No delay is
assumed for interconnects. The unit of delay is entirely fictitious and has no
real relationship to actual delays of the circuit. However, it serves an important
purpose of maintaining the proper sequencing of signal changes (events.) Thus,
circuits with feedback can also be simulated with the unit-delay model.

® Multiple-delay: All delays are modeled as multiples of some time unit. In
Figure 5.9, this unit is 1 ns. It can be much smaller for a very high speed
circuit or if greater timing accuracy is desired. Each gate is assigned a rise-
delay (dr) and a fall-delay (dy) [27]. These are the delays with which the
gate output will rise or fall, after the input change that caused the output to
change. Determined from circuit parameters, the rise and fall delays of a gate
can have two different values. In Figure 5.9, d, = dy = 5. So the output ¢
should fall at time unit 5 after the rise of . However, before that happens,
i.e., at time 3, b falls causing c to rise again. Since d, = 5, this rise can only
occur 5 units after the fall of . Thus, ¢ definitely attains a logic 1 state at
that time. A logic simulator will usually evaluate ¢ at least for a portion of
the transient region to be in the unknown state (X.) In Figure 5.9, this is
displayed as a level half way between O and 1. Notice that the multiple-delay
waveform approximates the behavior of the analog waveform. A more detailed
multiple-delay model would specify separate rise and fall delays for each pair
of input-output ports of a gate or a multioutput module.

* Minmax-delay: Process variations in the manufacture of VLSI circuits make
the exact characterization of switching delays difficult. To account for such
variations, delays are often characterized statistically. Thus, the switching
delay of a gate can be specified with two limits, dpin and dpez- It is also pos-
sible to give the min-max range for both rise and fall delays [79]. In Figure 5.9
(see last waveform), we assume equal rise and fall delays with dp,i, = 2 and
dmaz = 5. The rise of a at time 0 causes an ambiguity interval (2,5) in the
output. This means that the output signal at ¢ could fall any time in this
interval. Similarly, the fall of b at time 3 causes an ambiguity interval (5,8).
The actual ambiguity interval, (2,8), is the “union” of these two intervals.
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Figure 5.10: Propagation and switching delays for a gate.

The output appears as unknown (X) during this interval. The minmax-delay
model, though pessimistic, allows effective debugging of large VLSI circuits.

Interconnects of an electronic circuit are like transmission lines. A signal transi-
tion at the output of a gate would have to travel through fanout branches of varying
lengths before arriving at the inputs of destination gates. Thus propagation delays
are usually specified for each gate-output and gate-input pair. Rise and fall delays
are often considered the same, although either the multiple-delay or the minmax-
delay model can be used. It is convenient to specify the propagation delay as input
delays, separately for each gate input.

Figure 5.10 shows the complete set of delays specified for a two-input gate with
inputs a and b, and output c¢. The signal for a is generated at p and that for b, at
q- Four delays for this gate are:

1. Input delay D, is the propagation delay for the interconnect p — a.
2. Input delay Dy is the propagation delay for the interconnect g — b.

3. Output delay D, is the switching delay for an output change caused by a
change at a.

4. Output delay Dy, is the switching delay for an output change caused by a
change at b.

In general, each of the four delays can have separate rise and fall components, thus
requiring up to eight numbers to specify delays for a gate.

An alternative approach is to consider fanout nets as circuit elements just like
gates. A fanout net simply transmits the signal from the stem to each branch with
some delay. Thus, a net with k branches will have k delays, one for each fanout. In
this case, gates will only have the switching delays.

5.4 Algorithms for True-Value Simulation

Simulation of an electronic circuit is the process of computing its signals as a
function of time. Time is a continuous parameter and that is the way it is treated
for analog signals. For most digital circuits, only certain discrete values of signals
are meaningful. Therefore, digital circuit simulators tend to either ignore the fine-
grain variations (transients) between those meaningful values or model the transients
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e Step 1: Levelize circuit and produce compiled code
e Step 2: Initialize data variables (flip-flops and other memory)

e Step 3: For each input vector
Set primary input variables
Repeat until steady-state or maximum iteration-count reached
Execute compiled-code
Report or save variable values

Figure 5.11: Pseudocode for a compiled-code simulator.

approximately. Thus, the time is assumed to advance in discrete “jumps” and signals
acquire values from a set of meaningful values. The change of a signal from one value
to another is defined as an event. Once the time is discretized, the simulator basically
computes the events occurring in the circuit as a result of the applied primary input
signals (source events.) For this reason, digital simulation is also known as the
discrete event simulation.

5.4.1 Compiled-Code Simulation

In this method of simulation the circuit is described in a language that can be
compiled and executed on a computer. The circuit description, normally in an HDL
such as VHDL [171] or Verilog [667], is levelized and converted into a programming
language. Levelization ascertains that the evaluation of a signal is preceded by the
evaluations of its sources. In circuits with feedback, global levelization may not be
possible. However, portions can be locally levelized. Levelization is described in
Chapter 6, Algorithm 6.1.

Signals are treated as variables in the code and can be typed (Boolean, integer,
etc.) suitably. Functions such as AND, OR, etc., are directly converted into program
statements. High level functions, such as memory blocks, adders, multipliers, etc.,
are modeled as subroutines. Flip-flops are modeled with internal states as data
variables.

For every input vector, the code is repeatedly executed until all variables have
attained steady values. Such iterations are necessary for circuits that have feedbacks.
Figure 5.11 gives the pseudo-code for a compiled-code simulator.

Compiled-code simulators are very effective where two-state (0,1) simulation
suffices. Otherwise, the larger number of signal states makes the code complex.
The two-state simulation is useful for combinational logic and for sequential logic
which is already initialized. Another scenario is the high-level design verification
where the circuit is described using functional modules and stimuli are generated
by testbenches. Because the code execution can be very fast on a computer, such
simulators are capable of high speed.

Large gate-level circuits present several problems. First, timing problems —
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glitches, race conditions, etc. — are not modeled in a compiled-code simulator. The
simulator does detect oscillations when the iterations do not converge, but it is
difficult to deal with the situation unless the unknown (X) state is available. The
second problem is that of the inefficiency incurred by the evaluation of the entire
code when only a few signals may be changing. In digital circuits, generally only
1-10% of signals are found to change at any time. For this reason, event-driven
simulators (discussed in Subsection 5.4.2) run much faster at the gate-level. Finally,
any detailed timing (such as multiple-delay or minmax-delay) is almost impossi-
ble to simulate in the compiled-code. For these reasons, the use of compiled-code
simulators is usually limited to high-level design verification.

5.4.2 Event-Driven Simulation

Event-driven simulation [683, 684] is a very effective procedure for discrete-event
simulation. It is based on the recognition that any signal change (event) must have
a cause, which is also an event. Thus, an event causes new events, which in turn may
cause more events. An event-driven simulator follows the path of events. Consider a
circuit at the gate-level. Suppose, all signals are in steady-state when a new vector
is applied to primary inputs. Some inputs change, causing events on those input
signals. Gates whose inputs now have events are called active and are placed in
an activity list. The simulation proceeds by removing a gate from the activity list
and evaluating it to determine whether its output has an event. A changing output
makes all fanout gates active, which are then added to the activity list. The process
of evaluation stops when the activity list becomes empty.

An event-driven simulator only does the necessary amount of work. For logic
circuits, in which typically very few signals change at a time, this can result in signif-
icant savings of computing effort. However, the biggest advantage of this technique
is in its ability to simulate any arbitrary delays. This is done by a procedure known
as event scheduling.

Suppose the evaluation of an active gate generates an event at its output. If the
gate has a switching delay of A units, then the event should take effect A time units
later. For correctly considering the effects of delays, the simulator distributes the
activity list in time. Event scheduling is the procedure of distributing the activity
caused by events over time according to the specified delays. The following example
illustrates event-driven simulation with circuit delays.

Example 5.7 Event-driven simulation: Figure 5.12 shows a combinational circuit
with an input vector a = b = c = 1. The gates and their output signals are given the
same name. For single-output gates this does not cause any confusion. All gates are
assumed to have fixed delays whose values are specified on the gates. Gates have the
same rise and fall delays and interconnects have no additional delays. The signal
values shown in the figure are the steady-state values for the initial vector. We will
denote the simulated time by variable t, which can take discrete values of 0, 1, 2,
etc. These values are assigned to the slots of a time stack. Attached to each time
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Figure 5.12: An example of event-driven simulation.

slot there is an event list of scheduled events and an activity list. We will perform
the simulation for an input event 1 — 0 on ¢ occurring at t = 0:

et =0. Add ¢ = 0 to the event list. Place fanouts d and e in the activity list.
Remove d from activity list and evaluate it. Since the delay of the NOT gate is
2 units, add the new event d =1 to the event list of time slot t = 2. Similarly,
e is removed from the activity list and its evaluation produces an event e = 0
added to the event list of time slot t = 2, since the delay of gate e is also 2
units. This leaves the activity list empty, so we advance time.

et =1. No events. Advance time.

ot = 2. Scheduled events ared =1 ande = 0. Place fanouts of d and e, i.e.,
gates f and g, in the activity list. Evaluations of f and g, using the currently
scheduled values of d and e, produce two new events, namely, f =1 scheduled
att =6, and g = 0 scheduled at t = 4. Since there are no more gates in the
activity list, we advance time.

ot =3. No events. Advance time.

et =4. Scheduled eventg = 0 (primary output) has no fanout. So the activity
list remains empty and we advance time.

et =15. No events. Advance time.

et =106. Scheduled event f =1 adds g to the activity list. Its evaluation produces
event ¢ = 1, which is scheduled two time units later att = 8. Since there are
no more gates in the activity list, we advance time.
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Current time
pointer

Figure 5.13: A circular stack (time wheel) for event-driven simulation.

o t = 7. No events. Advance time.

e t = 8. Scheduled event g =1 (primary output) produces no active gates, so we
can advance time. But, there are no events scheduled for any future time and
simulation stops.

This simulation produced events for all signals in the circuit. Also, these events are
arranged according to the simulated time t. Suppose that we wish to observe the
output signal g, and we find that it has two events, namely, ¢ = 0 at t = 4 and
g =1 att = 8. Knowing its initial value of 1, we can plot the signal as a function
of time. This is shown in Figure 5.12 near the output of the circuit.

In the above example we notice that the time stack would continue to grow as
simulation progresses. This can be avoided. We make two key observations: For
any “current” time, all new events are scheduled only at future times. Also, the
difference between the current time and the farthest time at which we can schedule
an event is limited by the maximum delay a gate has in the entire circuit. Thus, in
an efficient implementation all event scheduling occurs relative to the current time.
We can view the time array as a circular stack, often called the time wheel [683, 684].
This is shown in Figure 5.13. The number of slots in the time wheel equals max +1,
where max units is the largest delay experienced by any event (gate + interconnect)
in the circuit. For advancing the time, the current time pointer is moved to the next
time slot, which then becomes ¢ + 0 and the times of all other slots advance by one
unit. All immediate past events attached to the last slot the time pointer just moved
from are saved in the result file before designating that slot as time ¢ + max.

5.5 Algorithms for Fault Simulation

As outlined in Section 5.2, a fault simulator must classify the given target faults
in a circuit as detected or undetected by the given stimuli. The basic problem is
illustrated in Figure 5.14. The block C( ) is the fault-free circuit and blocks C(f1)
through C(fn) are copies of the same circuit with faults f1 through fn permanently
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Figure 5.14: Fault simulation problem.

inserted. The same vectors are applied to all blocks and the outputs of the faulty
circuits are compared in the comparators shown as Comp. All signal lines in Fig-
ure 5.14(a) are buses that provide parallel access to all primary inputs and outputs.
If any comparator shows a mismatch, the corresponding fault is noted as detected
by the vector being simulated. Thus, the simulator records the numbers of vectors
that detect a fault. For example, in Figure 5.14(b), fault f1 is detected by vectors 5,
12, and 19. Fault fn is detected by vectors 35 and 102, and f2 is not detected by any
vector. In addition, the simulator may also record the specific output at which a
fault is detected. While the multiple detection of a fault, as shown in Figure 5.14(b)
is desirable for fault diagnosis (discussed in Chapter 18), it is expensive in compu-
tation time. Therefore, when fault fn is detected for the first time by vector 35, the
simulation of block C(fn) is suspended beyond that vector. This procedure, known
as fault dropping, considerably speeds up the fault simulation process.

We notice that, except for fault dropping, the effort of simulating n faults is
equivalent to either simulating a circuit that is n times larger, or repeating the
original true-value simulation n times. The algorithms in the following subsections
attempt to reduce this effort.

5.5.1 Serial Fault Simulation

This is the simplest algorithm for simulating faults. The circuit is first simulated
in the true-value mode for all vectors and primary output values are saved in a file.
Next, faulty circuits are simulated one by one. This is done by modifying the
circuit description for a target fault and then using the true-value simulator. As the
simulation proceeds, the output values of the faulty circuit are dynamically compared
with the saved true responses. The simulation of a faulty circuit is stopped as soon
as the comparison indicates detection of the target fault. All faults are simulated
serially in this way.

A serial fault simulator repeatedly uses a true-value simulator. Its implemen-
tation is, therefore, simple. It can simulate any fault that can be introduced in
the circuit description. Thus, apart from the stuck-at and stuck-open types, bridg-
ing, delay, and analog faults can also be simulated. For this reason, analog circuit
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faults are usually simulated by this method. Also, a serial fault simulator can easily
simulate all types of fault conditions, such as fault-induced races, hazards, loss of
initialization, etc., in sequential circuits, which present difficulties to other types of
simulators.

For n faults, the CPU time of a serial simulator can be almost n times that of
a true-value simulator. When fault-dropping is used, the CPU time can be signif-
icantly lower, especially if many faults are detected by a few earlier vectors in the
set. Its memory requirement basically amounts to that of the true-value simulator.
It has been successfully used with hardware simulators and in multiprocessing en-
vironments. However, as we will discuss next, there are more intelligent algorithms
to reduce the effort of fault simulation.

5.5.2 Parallel Fault Simulation

Let us assume that the circuit consists of only logic gates and we wish to simulate
stuck-at faults. Also, signals are assumed to take only binary, i.e., 0 and 1, values.
Also, all gates are assumed to have the same delay. It is under these conditions
that parallel fault simulation is most effective. So, each circuit in Figure 5.14 is
almost identical to the fault-free circuit, except for one line that contains a stuck-at
fault. In fact, the connectivity and individual gate functions are identical in all
circuits. The idea of parallel fault simulation is to use the bit-parallelism of logical
operations in a digital computer. For a 32-bit machine word, an integer consists of a
32-bit binary vector. A logical AND or OR operation involving two words performs
simultaneous AND or OR operations on all respective pairs of bits. This allows a
simultaneous simulation of 32 circuits with identical connectivity, but with possibly
different signal values.

For a large number of faults, a parallel fault simulator will process w — 1 faults
in one pass, where w bits is the machine word size. This is because one bit of the
word is used for the signal value of the fault-free circuit. Thus, w — 1 faults are
simulated in the same CPU time as that taken by the true-value simulation. If no
fault-dropping is used, a parallel fault simulator will run about w — 1 times faster
than a serial fault simulator. Both simulators will gain speed by fault dropping.
In serial fault simulator, the pass is terminated as soon as the single target fault
is detected. In parallel fault simulator, all w — 1 faults must be detected before a
pass can be terminated. Therefore, the serial fault simulator gains more by fault
dropping.

Example 5.8 Parallel fault simulation: Figure 5.15 shows a circuit that is being
simulated for two faults: c stuck-at-0 and f stuck-at-1. The computer has a three-bit
word. To simulate the fault-free and two faulty circuits in parallel, the signal on each
line is expressed as one word. The state of the left-most bit (bit 0) represents the
signal value in the fault-free circuit, the middle bit (bit 1) that in the circuit with
¢ s-a-0, and the right-most bit (bit 2) that in the circuit with f s-a-1. We apply a
vector a = 1, b= 1. Since the line a and the stem b are not affected by any fault,
these have the same values for all three circuits. The fault on c is present only in the
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Figure 5.15: An example of parallel fault simulation.

first faulty circuit and so it affects the middle bit. When the words on a and c are
ANDed, we get the three-bit word for line e. Line f is the inversion of d, hence its
values, where the right bit (bit 2) is affected by the s-a-1 fault, are given by the word
001. The output g is obtained by a bit-by-bit OR of e = 101 and f = 001. Thus,
g = 101. We notice that only the output of the circuit with ¢ s-a-0 (middle bit)
differs from that of the fault-free circuit (left bit.) Hence, that fault is detected. The
other fault, which produces the same output as the fault-free circuit, is not detected.

A parallel fault simulator lacks the capability to model accurate rise and fall
delays of signals. This is because all signal changes corresponding to several circuits
must be computed together. In general, a signal may rise in one circuit while it
falls in another. In a parallel simulator, combinational logic is modeled with either
zero-delay or unit-delay. Sequential logic is modeled with unit-delay. Because of the
idealized model of delay, the simulator must contain special algorithms to deal with
race and oscillation faults [668].

Parallel fault simulators are implemented both as compiled-code or event-driven
simulators. The algorithm can be extended for multiple-valued logic simulation. For
example, four states (0, 1, X, and Z) can be encoded in two bits. It is necessary
to use an encoding scheme so that all logic gates can be modeled with the Boolean
operations available in the computer. Some of these restrictions limit the use of
such simulators for VLSI circuits containing bidirectional buses and tristate gates.

A true-value logic simulator can be used as a parallel fault simulator by a simple
fault injection method. The following example illustrates the method.

Example 5.9 Fault injection for parallel fault simulation: The two faults simu-
lated in the last example are modeled in Figure 5.16 by inserting logic gates in the
circuit. A stuck-at-0 fault is modeled by inserting a two-input AND gate at the fault
site (see the shaded AND gate.) The other input of this gate is permanently set to
1, except for the bit position corresponding to the fault it models. In this case, the
middle bit (bit 1) is set to 0 to model the c s-a-0 fault. Similarly, the faulty circuit
with f s-a-1 is modeled by inserting an OR gate in the signal f. The other input
of this OR gate is set to 0, except for the right bit position (bit 2), which represents
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Figure 5.16: Fault injection for parallel fault simulation.

the modeled fault. Once these gates are inserted, simulation does not require any
further consideration of faults, except the examination of the primary output bits for
fault detection. This procedure can be extended to model a multiple fault.

The idea of parallel fault simulation was proposed by Seshu and Freeman [586,
587] and parallel fault simulators were widely used in the 1960s and 70s. Programs
such as HILO [224] and TEGAS [668] were used by many companies. However,
more efficient fault simulation algorithms soon emerged.

5.5.3 Deductive Fault Simulation

The circuit model used for this simulator is similar to that we discussed in the
previous subsection. That is, the circuit is modeled with Boolean gates assuming
either zero or unit delay for each gate, and signal states are binary (0,1) variables.
In the deductive method [56], only the fault-free circuit (C( ) in Figure 5.14) is
simulated. All signal values in each faulty circuit are deduced from the fault-free
circuit values and the circuit structure. Since the circuit structure is the same for all
faulty circuits, all deductions are carried out simultaneously. Thus, a deductive fault
simulator processes all faults in a single pass of true-value simulation augmented with
the deductive procedures. This gives the deductive simulators a tremendous speed,
but only when the modeling conditions can be satisfied. Variable (separate rise
and fall) delays, multiple signal states, and transistor or functional models, though
possible [458], require major changes in the implementation of a deductive fault
simulator and slow down the execution.

The simulation proceeds by simulating a vector in the true-value mode, which can
be done by either a compiled-code or an event-driven mechanism. Before simulating
the next vector, a deductive procedure is applied to all lines in a level-order (for
combinational logic) from inputs to outputs. In this process, fault lists are generated
for each signal. The fault list of a signal is derived from the fault lists at the inputs
of the gate producing that signal and any faults associated with that gate. In a
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Figure 5.17: Fault lists in a deductive fault simulator.

Table 5.6: Fault list propagation in a deductive fault simulator.

Gate | Inputs | Output | Output fault list |
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circuit with feedbacks, the fault lists of a signal may change several times. Only
after the fault lists become stable, the simulator proceeds with the next vector.

The fault list of a signal at any time during simulation contains the names of all
faults in the circuit that can change the state of that line. Thus a fault originally
appears in the fault list of the output signal of the gate which the fault is physically
associated with. An example is shown in Figure 5.17. Here a fault aj means signal
a stuck-at-k, with & = 0 or 1. For the AND gate with primary inputs a = 0 and
b =1, the output is ¢ = 0. Since a and b are primary inputs, their fault lists simply
contain their own faults activated by the present signal values. We will denote their
fault lists as sets, L, = [a1] and Ly = [bg]. Since b = 1, the path from a to c is
sensitized, but the path from b to ¢ is not sensitized. Therefore, the fault list of ¢
contains ¢;. In addition, it also contains the fault ¢ s-a-1 as the current state of ¢
is 0. The fanouts d and e simply adopt the fault list from their source stem ¢ and
add their own respective faults.

Table 5.6 gives the rules for fault list propagation. The output fault list of a gate
is generated by set operations such as union (U), intersection (M) and complementa-
tion (-), among fault lists. For example, when both inputs of a two-input AND gate
are 0, to propagate through, the effect of a fault must be present on both inputs.
This is achieved by the intersection, L, N Ly, of the two input fault lists. In addition,
the fault ¢; is included. Table 5.6 gives the rules for two-input primitive gates. For
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Figure 5.18: An example of deductive fault simulation.

gates with more inputs and for other gates such as the exclusive-OR, propagation
rules can be derived by expanding them in terms of two-input primitive gates. This
technique is quite general and has been used for deductive fault simulation of larger
functions [458].

Example 5.10 Deductive fault simulation: Consider the vector (1,1) applied to
the circuit of Figure 5.18. We will simulate the s-a-0 and s-a-1 faults on all lines a
through g for this vector. First, true-value simulation is carried out to determine all
signal values, which are shown in the figure. This requires a single pass from inputs
to the output. If the circuit had feedbacks, more than one pass might be required
in the true-value simulation. Next, we conduct a second input to output pass for
fault list generation and propagation. The lists of primary inputs just contain the
respective s-a-0 faults that are active there. Thus:

La = {ao] and Lb = [bo]

Fault lists for fanouts ¢ and d are obtained by adding their locally active faults to
the fault list L, of the stem (Figure 5.17.) The fault list for e is obtained by the
propagation rules of Table 5.6, as:

L, =[LyaU L] Ueg = [ao, bo, co, €]
The fault list of d simply propagates through the NOT gate. Thus:
Ly =L4U f1 = [bo, do, f1
Using the propagation rule for OR gate, we get:
Ly =[LeNLg]Ugo = [ao, co, €0, o]

Notice that the fault by is present at both inputs of the OR gate. That is, this fault
will invert both inputs and the output of the faulty circuit will remain 1, the same
as the fault-free output. That is why by is absent from Lg. This completes the fault
propagation, which tells us that four faults, a s-a-0, ¢ s-a-0, e s-a-0, and g s-a-0,
are detected by the (1,1) input vector.
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Similar to the parallel fault simulation method, the deductive method also leads
to difficulties in fault simulation of sequential circuits. First, fault list propagation
rules should be extended to deal with the three-state (0, 1, X) logic. This is possi-
ble, but adds greater complexity to the algorithm. Nevertheless, it is necessary to
represent the initial state of the circuit. Second, we should work out a method to
deal with memory elements. If flip-flops are implemented with feedback among logic
gates, the normal fault propagation rules of Table 5.6 can be used. However, any
fault-related race conditions should be analyzed via complex procedures [56]. When
the algorithm is correctly implemented, the simulator identifies race faults (faults
causing race conditions) and assumes an unknown (X) state for the memory element
in the faulty circuit. The fault then may be detected as a potentially detectable fault
if the unknown state of the faulty circuit propagates to a primary output.

A technique, often used to simplify the simulation of logic circuits with asyn-
chronous feedback, is to break all feedbacks by inserting ideal delay elements. These
elements are assumed to have delay that is larger than the total delay of the com-
binational logic. They propagate the logic values and fault lists from their inputs
to outputs with that delay. Thus the problem of sequential circuit simulation is
transformed into iteratively repeated simulation of a combinational circuit. All de-
lay elements start in the unknown (X) state. Combinational logic is simulated and
fault lists are propagated to primary outputs or the inputs of the delay elements.
This completes one iteration. Then the fault-free signal values and fault lists at
the inputs of the delay elements are transferred to their respective outputs. If this
causes any changes at the inputs of the combinational logic, then another iteration
of true-value simulation and fault list propagation is done. Iterations stop when
all signals and fault lists stabilize, i.e., remain unchanged from the previous itera-
tion. If any oscillatory behavior is detected, either the oscillating signal is set to the
unknown (X) state, or the fault causing the problem is dropped from consideration.

This process becomes much faster for synchronous circuits where all memory
is implemented as clocked flip-flops. If clock faults are to be simulated, then the
simulation will be similar to that for asynchronous circuits described above. How-
ever, when the clock faults are not simulated (also no faults internal to flip-flops are
simulated) then the flip-flops can be assumed to work as ideal memory elements.
The clock is often treated as an implicit signal that allows data transfer through the
memory element only once per vector (see Example 5.13.)

The LAMP (logic analyzer for maintenance planning) system [142], developed
and used at Bell Labs during the 70s, is an example of a deductive fault simulator.
Besides logic gates, LAMP could also simulate functional memory blocks in the fault
simulation mode [458]. This mode, which is quite common in the mixed-mode of
circuit modeling, does not model faults in the storage cell array of the memory but
propagates the effects of external faults through the memory. With the advent of
the MOS technology, however, strictly logic-level simulation became deficient and
LAMP was replaced by concurrent fault simulators, LAMP2 [8] and MOTIS [404.].
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5.5.4 Concurrent Fault Simulation

The concurrent fault simulation algorithm [684, 685] is the most general method
of fault simulation. It can handle various types of circuit models, faults, signal
states, and timing models. It basically extends the event-driven simulation method
to the simulation of faults in the most efficient way.

Let us again consider the fault simulation problem as depicted in Figure 5.14.
A concurrent fault simulator models the problem as follows:

1. Events. Consider a line (signal) in the fault-free circuit C( ). An event (signal
change) on this line is called a good-event. Three attributes specify a good-
event: line designation (or signal name), type of change (e.g., O-to-1, or any
change among permissible signal states), and the time of change. The same
line also exists in faulty circuits, C(f1) through C(fn), and events on it in those
circuits, only when they differ from the good-event, are called fault-events. A
fault event is specified by the same three attributes required for a good-event
and an additional designation of the fault (site and type.)

2. Structure. The circuit C( ) is modeled in the same way as for the true-value
simulation (see Section 5.3.) Any hierarchy is flattened and modules (though
referred to as gates in this discussion) can be at any level or abstraction. In
general, a module can have internal state variables and multiple outputs. The
structure contains the connectivity information (fanouts and fanins) and gate
(or module) functions. Each gate is called a good-gate. A fault-list, usually in
the form of a linked-list, is associated with each good-gate. Elements of this
list are called bad-gates. A bad-gate is not faulty itself but is affected by some
fault. At least one of its signals at input or output terminals or internal states
differs in value from the corresponding good-gate. The bad-gate derives its
name from the fault that causes the signal difference. A bad-gate has the same
input-output function as the good-gate since faults are modeled in signals and
not in the function. Let us denote faulty circuit gates corresponding to gate
gin C( ) as g;in C(fi), where fi (i=1, 2, ... n)are faults being simulated.
Suppose, only gates ge and gi1s have any signal differences with g at some
time during the simulation, then at that time the fault-list of g will have two
bad-gates specified as: (fault f6; terminal values of gg) and (fault f18; terminal
values of g13.) The circuit structure of good-gates with associated fault-lists
is a very compact and complete representation of the n + 1 circuits shown in
Figure 5.14.

3. Faults. Faults are assumed to be permanent and affect signal values at ter-
minals or internal states (if any) of modules. The fault information (fault
site and type) is stored with the good-gate connected to the fault site. Faults
at primary inputs and primary outputs can be modeled by attaching simple
buffer gates. Whenever the signal values of a good-gate make a fault active, a
bad-gate is inserted in the fault-list of that good-gate.
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Figure 5.19: Fault-lists (bad-gates) in concurrent fault simulation.

The simulation proceeds exactly in the same manner as the event-driven simu-
lation described in the Subsection 5.4.2. The circuit activity is simulated by event
scheduling and processing. Usually a unit-delay model is assumed, though any other
form of delays can also be simulated. Whenever the signal value at a fault site differs
from the faulty state, the fault becomes active. The good-gate attached to that site
instantly inserts a bad-gate with the fault name and differing signal values into its
fault-list.

All good-events and fault-events make good-gates active for evaluation. Good-
events also make bad-gates active for evaluation. However, a fault-event with a
certain fault name only activates the bad gates with the same fault name. All
active gates, both good and bad, are evaluated and can potentially generate new
events. Good-events can be generated only when the activation of a good-gate is
caused by a good-event. All events either caused by fault-events or caused by good-
events activating bad-gates are fault-events. Upon evaluation, any bad-gate whose
signals become identical to the corresponding good-gate is removed from the fault-
list. This bad-gate is said to "converge" to the good-gate and the process is called
convergence. The process of creating new bad-gates, either because of activation
of a fault site or because of a good-gate evaluation due to a fault-event, is called
divergence. The following example illustrates several features of the concurrent fault
simulation.

Example 5.11 Concurrent fault simulation: Figure 5.19 shows a three-gate com-
binational circuit being simulated for an input vector 11. All single stuck-at faults
are concurrently simulated. We will use the subscript notation for faults. Thus,
fault a s-a-0 will be called ag. Faults are modeled on all gate inputs, primary input
b, and primary output g. Good-gates are shown as gates drawn in solid lines and
without shading. Bad-gates are shown in grey shade with the corresponding fault
name written in the center. Signal values at inputs and output of each gate are
written inside the gate. Figure 5.19 shows the steady-state after the input vector 11
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was applied. Thus, there are no changing signals (events) shown. To each good-
gate, a number of bad-gates are attached in a linked-list structure (shown as tiny
wiggly arrows.) Attached to the good AND gate are four bad-gates, ag, bg, co, and
eo. Notice that at least one value around a bad-gate differs from the good-gate and
the difference is caused by the corresponding fault. Fault lists for the other two gates
are also shown in the figure. At the primary output g, any bad-gate whose output
differs from that of the good-gate indicates fault detection. Thus, faults ag, co, eo,
and go are detected. With fault-dropping, we would have removed these faults from
further consideration. In this exercise, however, we will not drop faults.

Notice that our fault detection result agrees with that obtained by deductive fault
simulation in Figure 5.18. But the fault lists there were shorter. In the deductive
simulator the fault-list is for a signal and contains only the faults that affect (or are
detected at) that signal. In the concurrent simulator the fault-list is for a gate and
even faults that dffect the inputs of that gate are included in the list. Fault-lists in
a concurrent simulator are, therefore, comparatively longer. The advantage, though
not as clear in logic simulation, is significant when more complex functional modules
(memories and RTL or behavioral models) are simulated.

In Figure 5.20, we simulate a 1 to 0 (1 — 0) good-event at a. Examine the
changes shown in the AND good-gate and its fault-list (associated bad-gates.) The
top input of all except the ay bad-gate change. Only the good-gate output changes,
producing a 1 — 0 event on signal e. After these evaluations, bad-gates ao and
eo have identical signal values as the good-gate and hence they converge. They
are removed from the fault-list. At this point, one good-event 1 — 0 on e and no
bad-events have been generated. The OR gate is evaluated and produces a 1 = 0
good-event on g. Bad-gates are also evaluated but none generates any bad-event.
After evaluation, bad-gates agy, co, eg and gg converge to the good OR gate. These
are removed from the fault-list. However, the processing of the (1 — 0) good-event
at a is not complete.

As Figure 5.21 shows, changing of signal a activates fault a,. Thus, a diverging
bad-gatelabeled ay is inserted in the fault-list of the AND gate. Newly diverging gates
are shown with lighter grey shading in Figure 5.21. Similarly, another bad-gate e1
is also added. These two generate bad-events, which when processed at the OR gate
produce further divergence of bad-gates ay and ey there. The change caused by the
good-event at the OR gate, discussed above, results in the divergence of another
bad-gate gy. This completes the simulation.

All bad-gates at the output g have a different output value than that of the good-
gate. Therefore, detected faults are by, dy, f1, a1, e1,and g;.

Our example illustrates only some features of the concurrent fault simulation
algorithm. Useful techniques such as multi-list traversal (MLT) allow simulation
of multiple output functions that may also have internal states. An interested
reader should study the book by Ulrich et al. [684] to learn about the complete
capabilities of this algorithm. Its significant advantages are efficiency (elimination
of redundant computation) and modeling flexibility (fault simulation for anything
that can be simulated.) Some notable concurrent fault simulators are the MARS
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Figure 5.20: Event processing and convergence in concurrent fault simulation.
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Figure 5.21: Bad-gate divergence in concurrent fault simulation.

hardware accelerator [19, 82], CREATOR [235], MOZART [236], MOTIS [404], and
FMOSSIM [578]. With the exception of FMOSSIM, which models the entire circuit
at the switch-level, all use mixed-level (transistor, logic, and functional) modeling.

5.5.5 Roth's TEST-DETECT Algorithm

Roth [551] devised an easy-to-program algorithm for simulating faults in combi-
national circuits. All gates are assumed to have zero delay. The circuit is simulated
for a vector in the true-value mode. This determines the states of all lines. Next,
faults are analyzed one at a time to determine which faults are detected by the
presently simulated vector. The analysis is based on Roth’s D-calculus that allows
a composite representation of a signal in the fault-free and faulty circuits. Assuming
a two-value simulation, the signal state (fault-free value, faulty value) can take four
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(a) Fault detected. (b) Fault not detected.

Figure 5.22: An example of fault simulation by the TEST-DETECT algorithm.

possible assignments. These are symbolically denoted as: 0 = (0,0), 1 = (1,1),
D = (1,0), and D = (0,1). Details of the D-calculus can be found in Chapter 7 on
combinational ATPG.

To simulate a fault, we start at the fault site. If the fault is activated, a D or D
is placed at the fault site. These values are propagated through fanouts and gates,
using the true-values or the newly placed symbolic states. If a D or D reaches a
primary output, the fault is considered detected at that output. The signal values
are restored to their true-values before analyzing the next fault. When all faults have
been analyzed, we proceed with the simulation of the next vector. The following
example illustrates the TEST-DETECT procedure.

Example 5.12 TEST-DETECT: Consider the multiplexer circuit with input vec-
tor 101 as shown in Figure 5.22. The binary logic values shown are a result of the
true-value simulation. In Figure 5.22(a), we consider the s-a-1 fault on the lower
fanout of the second primary input. The fault is active and the input to the inverter
is changed to D. We will now perform an event-driven simulation by evaluating the
active gates. The 0 — D event makes the NOT gate active. Its evaluation puts a
1 = D at its output, making the lower AND gate active. Evaluation of AND causes
an output event 1 — D and the activation of the OR gate. Evaluation of OR pro-
duces a 1 = D at the output, indicating the detection of the fault. Next, we restore
the signals to the original fault-free values and apply the procedure to the next fault,
which is not detected. The reader can easily follow the steps in Figure 5.22(b).

5.5.6 Differential Fault Simulation

Cheng and Yu [161] made two improvements in the TEST-DETECT algorithm.
First, they eliminated the use of the D-calculus by relying on logic events alone.
Second, they eliminated the explicit restoration to true-value needed in TEST-
DETECT before analyzing the next fault. Their algorithm, known as the differential

fault simulation, works as follows. We first consider the simulation of combinational
circuits:

1. Given a vector set and a fault list, start with the first vector as the current
vector.
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2. Simulate the current vector in the true-value mode and store the primary
output values in an output file.

3. Activate a fault such that the true-value at its site is opposite to the faulty
value by placing an event at the fault site. For example, if the true value of
the site is O and it is a s-a-1 fault, then a 0 — 1 event is placed.

4. Continue with event-driven simulation until no gate remains active. If any
newly simulated output differs from the saved values in the output file, then
the fault is detected. Remove the fault from the list if fault dropping is desired.

5. Ifall faults have been analyzed for the current vector and there are unsimulated
vectors, then advance to the next vector and go to Step 2 (stop if vectors are
exhausted.) Otherwise, proceed to the next step.

6. Activate the next fault by placing two events in the circuit, whose signal values
still correspond to the previous fault: (a) an event at the site of the previous
fault to restore that signal to its true-value, and (b) an event at the site of the
fault now being simulated to change the signal there to the faulty state. With
these two events, proceed to Step 4.

The main idea that makes this algorithm different from TEST-DETECT is in Step
6. Reworking the example of Figure 5.22, which is left to the reader, will make
several advantages clear. The absence of the D-calculus makes its implementation
in a true-value simulation program rather simple. The simultaneous restoration
from the last fault and the injection of the next fault roughly reduces the number
of simulation passes to half of those required for TEST-DETECT.

Both TEST-DETECT and the differential algorithms, and for that matter any
combinational circuit fault simulation algorithm, can be extended to simulate syn-
chronous sequential circuits. Such fault simulation assumes that the circuit has no
timing problems. That is, the maximum combinational circuit delay is smaller than
the period of the clock controlling the flip-flops. Thus, the combinational logic can
be simulated with zero delay and flip-flops are assumed to be ideal storage devices
with an implicit clock that is synchronized with the application of input vectors.
Only the faults in the combinational logic are simulated.

The extension of combinational algorithms simply requires that every flip-flop
output has a current fault list and every flip-flop input has a next fault list. The
current fault list contains those faults whose effects are present at the output of
the flip-flop. Similarly, the next fault list contains those faults whose effects have
reached the combinational output feeding the flip-flop. In the same way as the
effects of faults in the combinational logic are propagated, the fault effects in the
current fault list are also propagated. For an input vector, a fault can produce
several fault effects. All of these are propagated along with any effects of the same
fault if present in the current fault list. If any fault effect reaches a flip-flop input,
it is added to the next fault list. When a new input vector is applied, all true signal
values are transferred from flip-flop inputs to outputs. Similarly, all current fault
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Figure 5.23: Differential fault simulation example: first vector (1,1).
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Figure 5.24: Differential fault simulation example: second vector (1,0).

lists are replaced by the corresponding next fault lists. As usual, only the faults

whose effects reach primary outputs are treated as detected. The following example
illustrates this simulation procedure.

Example 5.13 Fault simulation of a synchronous sequential circuit: Consider the
simulation of two faults shown as (1) and (2) in Figure 5.23. The vector set contains
three vectors, the first of which is simulated in Figure 5.23. The initial state of the
flip-flop is assumed to be unknown and is denoted as X. Both current and next
fault lists are empty. The fault-free circuit states indicate that none of the faults is
activated. After simulating the second vector (1,0) in Figure 5.24, we find that both
faults are activated. The effects of fault (1) are denoted as D(1) and those of fault
(2), as D(2). Only D() reaches the flip-flop input and is added to the next fault
list. No fault is detected. Figure 5.25 shows the simulation of the third vector (0,1.)
The current fault list is updated with D (1), which now propagates to the primary
output. Thus, fault (1) is detected. No new fault effect is produced by this vector.
Since no fault effect is propagated to the flip-flop, the next fault list is now empty.
At this point, fault (1) can be dropped, and subsequent vectors will only simulate

fault (2), until that is detected too.
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Figure 5.25: Differential fault simulation example: third vector (0,1).

Notice that we used TEST-DETECT to work out the above example. We also
added the flavor of concurrency by introducing multiple (but non-interacting) fault
effects. A reader can easily work it out with the differential algorithm. In general,
both TEST-DETECT and differential fault simulation algorithms are well-suited for
synchronous sequential circuits. A parallel implementation of the differential algo-
rithm, called PROOFS [496], has proved to be very successful in the industry. Here
fault lists are propagated through the combinational logic using the bit parallelism
of the computer.

5.6 Statistical Methods for Fault Simulation

The complexity of true-value simulation per vector is O(G), where G is the
number of gates in the circuit. This is exactly so for combinational logic because
for each input vector every gate is evaluated no more than once. For event-driven
simulation, the number of active gates per vector is still proportional to the total
number of gates. This estimate of complexity is also applicable to synchronous se-
quential circuits, since basically the simulation involves evaluation of combinational
logic. Only asynchronous circuits, if they have the problem of oscillations, can take
more simulation time.

If we assume that the number of vectors needed to verify or test a circuit might
increase in proportion to the number of gates, then the total complexity for all
vectors will be O(G?). Since stuck-at faults are associated with the inputs and
outputs of gates, the number of such faults is also proportional to the number of
gates. For fault simulation, in the worst case, we repeat true-value simulation for
each fault (see Figure 5.14.) Thus, the worst case complexity of fault simulation is
O(G3). Fault dropping in serial fault simulation, or the use of clever methods such
as parallel, deductive, concurrent, or differential, can save time but cannot do better
than the true-value simulation. Therefore, the complexity of fault simulation of a
G gate VLSI circuit is between O(G?) and O(G?). This has been experimentally
observed [257].
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Figure 5.26: Random sampling of faults.

5.6.1 Fault Sampling

Fault sampling is a popular technique used to reduce the effort of fault simu-
lation. In this technique, a subset of faults is randomly picked from the set of all
faults. This subset, usually a small fraction of the complete fault set, is known as
a fault sample or simply a sample. The faults in the sample are simulated and the
sample coverage, i.e., the ratio of detected faults to all faults in the sample, is used
as an estimate of the fault coverage in the complete fault set. The accuracy (or error
bound) of the estimated coverage depends on the absolute number of faults in the
sample. This number is known as the sample size. The error bound of the estimate
can be reduced by increasing the sample size. Thus, we determine the sample size
from the required accuracy with which we wish to estimate the coverage. This sam-
ple size is independent of the total number of faults in the circuit, which is assumed
to be very large as compared to the sample size.

To determine the sample size that we should use, let us consider the statistician's
model of Figure 5.26. A box is filled with black balls (detected faults) and white
balls (undetected faults.) Given a circuit and the vector set the balls have already
been colored. It is just that we do not know the fraction C of black balls in the box.
This fraction is the true fault coverage. The total number, Np, of balls (faults) is
called the population size. We shuffle the balls in the box and randomly collect a
sample of N, balls (sample size = Nj.)

In a method, known as sampling with replacement, we pick one ball, note its color
and then put it back in the box. So when the next ball is picked, the proportion of
black and white balls remains the same as before. Although this scheme is simpler
to analyze, it has the disadvantage of picking the same ball again. Therefore, fault
sampling is done without replacement. We will develop an analysis of fault sampling
using following variables:

N, Total number of faults in the circuit for which coverage is to be determined.

C Unknown but true fault coverage of given vectors, 0 < C < 1. This is the
quantity being estimated.
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CN, Actual (but unknown) number of faults detectable by the given vectors.

N; Number of randomly sampled faults from the set of Njfaults. N; is known.
Normally, Ny < Np.

¢ Sample coverage, a random variable with range, 0 < ¢ < 1.
x Value of ¢ determined from sample fault simulation, 0 < z < 1.

zN; Number of sampled faults detected by given vectors. This is a known quantity
that is determined by the fault simulator.

The number of ways in which we can pick N, faults from a set of Np faults is:

|
Ways of obtaining sample of size N, = ( ]]:;” ) = N—'(—Nﬂp.__N—)—' (5.1)
8 FY p— s):

where ( ) is a notation for a binomial coefficient, frequently used in combinatorial
analysis [363], which gives the number of combinations of N, objects taken N, at a
time. We simulate N, faults and find that exactly zN, faults are detected by the
given vectors. This gives the measured sample coverage, x. These xN, detected
faults must have been obtained from the total of C'N,, detectable faults. Similarly,
the sample has (1 — x)N; undetected faults obtained from the total of (1 — C)Np
undetectable faults. The number of ways in which a sample with coverage x is
possible is the product of ways of sampling the detectable and undetectable fault
subpopulations. Thus:

. _ [ CN, (1—-C)N,
Ways of obtaining sample coverage r = ( N, ) ( (1= )N, (5.2)

The probability of a fault sample giving a value x for the random variable c is

obtained upon dividing Equation 5.2 by 5.1:
CN, (1-C)N,
zN; (1 —z)N,

Np
N
This is known as the hypergeometric probability density function of a discrete-valued
random variable [677]. The random variable ¢ can only take discrete values, O,
1/Ng, 2/Ng, . .., 1. When Nj is large, ¢ can be treated as a continuous variable
and Equation 5.3 is conveniently approximated by a Gaussian probability density

function (also called normal probability density [677]) with mean, E(c) = C, and
variance 02 [21]:

p(z) = Prob(sample coverage, c = z) = (5.3)

_(==0)?
e 27 (5.4)

p(z) = Prob(z < c <z +dz) =
oV 2w
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Figure 5.27: Gaussian probability density of sample fault coverage c.

We have already substituted C, the true coverage, as the mean of ¢. This can be
derived by using Equation 5.3 and the definition of statistical mean. It shows that
the measured sample coverage c is an unbiased estimate of the true fault coverage
C [196]. The variance of ¢ is given by [21]:

Cc(1-0) N\ _c(-0)

The factor (1 — Ng/Np) accounts for sampling without replacement. It reduces the
variance exactly to 0 when Ny, = Ny, i.e., when all faults are simulated. For most
practical cases, Ny < Np. So, the approximation in Equation 5.5 remains valid
and actually gives the same variance for coverage as if the sample was taken with
replacement. This means that when the circuit is large and the sample size is small,
fault samples taken either with or without replacement give almost the same result.

Variance is a measure of the amount by which the measured values of ¢ deviate
from C. According to Equation 5.5, the parameter mainly responsible for reducing
this deviation is the sample size Ns. Thus, the sample size should be determined
from the desired accuracy of estimation and not from the size of the circuit — a
point about sampling that is usually misunderstood. If a circuit has 10,000 faults
and we find that a sample of 1,000 faults (10% of population) can give us the desired
accuracy, then for another circuit with 100,000 faults we still need to sample 1,000
faults for the same accuracy. This amounts to a 1% sample. As the circuit size
increases, the sample fraction drops, increasing the advantage of the fault sampling
method over simulation of all faults.

The probability density function of Equation 5.4 is shown in Figure 5.27. Most
values of x lie in the shaded region where p(x) is non-zero. It is a practice to assume
that the range for x is from C — 3¢ to C + 3o0. This is known as the three-sigma
range [196]. The actual probability of x being within the three-sigma range is the
shaded area that evaluates to 0.997 [219]. We define the sampling error as |x — Cl
and determine its high confidence (0.997 probability) limits by setting it to three
times the standard deviation (o):

C(l1-0C)

lz—C|=30 or |z—-C|=3 N,

(5.6)

where the expression for ¢ has been substituted from Equation 5.5. In general, this
equation can be written for any confidence probability and was derived by Millot in
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1923 [196] as a quadratic equation:

_ LC(1-0)
((L‘— 0)2 = )\2T

(6.7)
where A = 3 for a three-sigma confidence-level. Here x is the measured sample
fault coverage and N, is the known sample size. However, the true fault coverage
C is unknown. So we solve the equation for C. The two roots give the upper
and lower bounds for the coverage [21]. A simple approximation can be obtained

for large sample size, typically N, > 1,000, and provides the coverage estimate as
follows [35]:

30 coverage estimate = x + %é\/l +0.44N,z(1 — ) (5.8)
8

Experimental results [35] show that Equation 5.8 provides good estimates.

Example 5.14 Fault coverage by fault sampling: The ISCAS’89 [99] benchmark
circuit $35932 has 39,096 collapsed faults. To determine the coverage of a set of
372 vectors, Ny = 1,000 faults were randomly selected. Bell Labs’ simulator [160]
required 11s of CPU time on a SUN Ultrasparc to complete the simulation and report
a sample fault coverage, z = 0.887 or 88.7%. Equation 5.8 gives a 3o estimate of
0.887+0.030. Simulation of all faults required 94 s and produced a coverage of 0.871.

Example 5.15 Finding sample size: Suppose we want the 3¢ sampling error not
to exceed £A. Then, from Equation 5.8 we can write:

4.5
=37

4.52
(14+044N,z(1 —z)) = ]\? 0.44z(1 — x) (5.9)
8

A2

where sample size Ny is assumed to be large. Also, since the maximum value of
x(1 —x) is 0.25, which occurs when z = 0.5,we get:

457 x0.44 %025 22275
B A2 A2
For A = 0.02, we obtain Ny = 5,569. Notice that this sample size is calculated

for the worst case. If x = 0.90, according to Equation 5.8 the 3o range will be
0.90 + 0.012.

N

(5.10)

Fault sampling has been used for many years in the industry. As circuits have
grown larger, its use has become more widespread. Sampling estimates are approx-
imate but are adequate for assessing product quality from test data (Chapter 3.)
Sampling methods are considered inadequate for fault diagnosis (Chapter 18) be-
cause they provide no data on unsampled faults.

Equations 5.8 and 5.10 are convenient ways of determining the fault coverage
estimate and sample size. There are other sampling methods that can provide
narrower estimates [177, 454]. A multi-pass sampling procedure, known as sequential
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sampling [21, 115, 709], requires simulation of small sets of faults such that each pass
revises the coverage estimate closer to the correct value. Another technique, called
stratified sampling, is useful when the fault population is unevenly distributed over
the circuit. This has been used for finding fault coverage at the register-transfer
level [655, 657] and for defect-oriented faults [265]. In this method, the circuit is
partitioned and separate samples are drawn from each partition. The partition
coverages are combined according to the sizes of partitions. Although we have only
discussed coverage estimation, fault sampling can also be used for test generation.
In that case, the sample size is related to the testability of the circuit [591].

5.7 Summary

Simulators are essential tools for digital design verification and testing. In the
future, we might see greater use of formal verification techniques [168, 380, 453].
That is not likely to diminish the importance of simulators because their ability to
model lower-level detail will remain critical for manufacturability of designs. Among
the applications of fault simulators are VLSI product quality evaluation discussed
in Chapter 3 and fault diagnosis discussed in Chapter 18. They also help the test
generation process studied in Chapters 7 and 8.

Both logic and fault simulator programs consume enormous computing resources.
When the design schedule is impacted, speed up mechanisms are sought. Popular
techniques involve parallel and distributed processing [49, 50, 63].

To limit the size of this chapter, we had to omit several techniques that are worth
mentioning. The parallel value list (PVL) method [474, 625] combines the parallel
and concurrent techniques and was implemented in a commercial simulator, HILO3.
The critical path tracing technique [7, 10, 459, 460] is a fault-independent method
that traces sensitized paths from output to inputs on the basis of signal values ob-
tained from true-value simulation. The statistical fault analysis (STAFAN) [336, 698]
is another fault-independent technique that statistically determines controllabilities,
observabilities, detection probabilities, and fault coverage from true-value simula-
tion. Parallel-pattern single-fault propagation (PPSFP) [704] is a serial fault simu-
lator for combinational circuits that simulates several vectors in parallel using the
bit parallelism of a computer word. In a parallel iterative simulator (PARIS), the
parallel vector simulation is applied to clocked sequential circuits [267, 375]. In the
beginning all but the first vector must assume flip-flops to be in unknown states.
The simulation for a block of parallel vectors is iterated until signal values have
stabilized.

Problems

5.1 Rearrange the eight vectors of Table 5.1 into a minimal-length sequence that
applies all possible inputs to each full-adder block of a four-bit ripple-carry
adder and also activates the longest path.
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5.2

53

54

5.5

5.6

5.7

5.8

59

5.10

5.11

Draw a state diagram for a two-bit shift register. A simulation-based verifica-
tion strategy checks for the existence of all four states and verifies the execution
of all transitions. Starting with a sequence to initialize the circuit in the 00
state, derive a complete minimal-length input sequence for verification. Hint:
The minimal-sequence traces an Eulerian path in the state diagram, i.e., exe-
cutes each directed edge exactly once. An Eulerian path in a directed graph is
defined as a continuous path that traces each edge exactly once [363].

Add a clear input to the two-bit shift register to synchronously initialize the
circuit in the 00 state. Draw the state diagram with two primary inputs, shift
and clear. Is it possible to find an Eulerian path in the state diagram? If
not, consult the literature on graph theory [363] to find the condition for the
existence of a minimal-length verification sequence.

Using the fault simulation result of Table 5.2 find a minimal-length vector
sequence that has 100% fault coverage and also activates the longest path.

Explain why the reverse-order fault simulation is not a practical test com-
paction technique for sequential circuits.

Which type of simulator will you use for: (a) verifying the architecture of a
digital system, (b) checking the design of an analog circuit, (c) verifying the
logic of an MOS bus, (d) simulating the critical timing path of a large digital
circuit, and (e) logic verification of a large digital circuit implemented with
static CMOS gates?

Suppose that the bus in the circuit of Figure 5.6 is initially in the driven state
of 1 when control inputs of both nMOS transmission gates are changed to 0.
What will be the state of the bus? How will the logic model of Figure 5.7
simulate this situation?

Sketch a circuit for a 0-dominating (wired AND) bus with two drivers using
Boolean gates.

Derive a logic model for the circuit of Figure 5.6 that represents the memory
state of the MOS bus.

Will three-state logic simulation initialize the flip-flop (FF) in the circuit of
Figure 5.28 when clock CK is applied? If not, then devise an input sequence
that will initialize FF to a O output and will be correctly simulated using the
three-state logic.

A two-input OR gate has rise and fall switching delays of 3 and 5 units,
respectively. Consider the case when one input is fixed at 0 and the other
input has a rising rectangular pulse of width 6 units. (a) What is the width of
the pulse at the output? (b) If the rise and fall switching delays are changed
to 5 and 3 units, respectively, then what will be the width of the output pulse
produced by the same inputs?
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5.12

5.13

5.14

5.15

5.16

5.17

5.18

5.19

5.20

FF

CK —
0

Figure 5.28: Circuit for Problem 5.10.

Reexamine the cases (a) and (b) of the previous problem for an input pulse
of 1 unit width. Note that the gate filters out a pulse narrower than its own
delay — a phenomenon known as spike suppression.

Explain what action an event-driven true-value simulator will take when it
evaluates a zero-delay gate.

For implementing an event-driven simulator for unit-delay simulation, what is
the minimum number time slots needed?

Suppose that the fault coverage increases linearly from O to 100% as a large
number of vectors is applied. Show that a serial fault simulator will take about
half the CPU time with fault dropping than without. Assume that in fault
dropping any fault is dropped the first time it is detected.

Show that when n faults are simulated without fault dropping, a parallel fault
simulator on a w-bit word computer will run (n + 1)(w — 1)/n times faster
than a serial fault simulator.

Assuming a four-bit machine word, demonstrate parallel fault simulation of
vector (1,0,1) for the three single stuck-at-1 faults on the second primary input
and its two fanouts, respectively, in the circuit of Figure 5.22.

Derive the output fault list L. for an exclusive-OR gate, ¢ = a @ b,in terms
of the input fault lists, L, and L.

Explain why a concurrent fault simulator requires more memory than a de-
ductive fault simulator.

A VLSI design center is equipped to design digital circuits with embedded
memory blocks. The circuits are modeled at the logic level but the simulator
must have a four-state (0,1,X,Z) signal representation. Only single stuck-at
faults are to be simulated. In order to select a fault simulator, you must answer
the following questions:

(a) Which of the simulators among serial, parallel, deductive, and concurrent,
can simulate the circuits?

(b) Which is the best choice among these four simulators?
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5.21

What can you say about the detectability of a multiple stuck-at fault (f1,f2), if
concurrent simulation of single stuck-at faults, f1 and f2, produces the following
result?

(a) Both faults are detected.

(b) Only f1 is detected.

(c) None is detected.

5.22 Show that the computing effort of a concurrent fault simulator is equivalent

5.23

5.24

5.25

5.26

to the true-value simulation of a circuit that is 1+ aN/2 times larger, where
N is the number of faults simulated and a is the average fraction of gates
affected by a fault. Assume that half of the faults are active at any time and
simulation is done without fault dropping.

Use the TEST-DETECT algorithm to determine whether the stuck-at-1 fault
on the second primary input of the multiplexer in Figure 5.22 is detected by
the vector (1,0,1.)

Simulate the two faults in Figure 5.22(a) and (b) using the differential fault
simulation algorithm.

Fault sampling. A circuit contains 1,000,000 collapsed stuck type faults. A set
of 4,000 randomly-selected faults is simulated and 3,900 faults are found to be
detectable by the test vectors. What is the estimated range of fault coverage?

Fault sampling. Determine the sample size for fault simulation to achieve a
+2% accuracy in the coverage estimate when the actual coverage is known to
be above 70%.
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the perception of testability is highly dependent on one’s involve-
ment with testing. For example, a design engineer might consider the
complexity of test vector generation as a measure of circuit testabil-
ity. To a test engineer, testability may mean compatibility of design
with the test equipment. Quality engineers often relate testability to
fault coverage. . . . Testability is the property of a circuit that makes

it easy (and sometimes possible!) to test.”
— Agrawal and Seth, in their 1988 book [39].

The notions of controllability and observability of signals in a circuit originated
in automatic control theory. Controllability for a digital circuit is defined as the
difficulty of setting a particular logic signal to a 0 or a 1. Observability for a digital
circuit is defined as the difficulty of observing the state of a logic signal. These
measures are important for circuit testing, because while there are methods of ob-
serving the internal signals of a circuit, they are prohibitively expensive. Electron
beam testing, for example, can actually scan the VLSI chip-under-test and pro-
duce a picture of the chip layout. The signals at logic O will appear in one color
in the image, and those charged to logic 1 appear as another color. However, this
testing method is used only for specialized purposes, because of its very high cost.
Therefore, we must instead set internal signals by setting signals at primary inputs
(PIs), and we must observe internal signals by arranging to propagate their values
to primary outputs (POs.) The controllability and observability measures are use-
ful because they approximately quantify how hard it is to set and observe internal
signals of a circuit. Testability analysis usually has two significant attributes:

¢ It involves circuit topological analysis, but no test vectors. It is a static type
of analysis.

® It has linear complexity, because otherwise testability analysis is pointless
and one might as well use automatic test-pattern generation (ATPG) or fault
simulation.
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Figure 6.1: Reconverging fanouts causing correlation among signals.

Nearly all of the testability analysis methods in this chapter, and most of those used
in industry, have these attributes.

Goldstein developed the SCOAP testability measures [262], and contributed a
linear complexity algorithm to compute them. He defined separate zero and 1-
controllabilities for each signal as measures of the effort (or difficulty) of setting the
line to a logic 0 or 1 value. However, SCOAP has significant inaccuracies due to the
assumption that signals at reconvergent fanout stems are treated as independent,
when they frequently are not. Figure 6.1 shows a circuit in which the reconvergent
fanout stem signal /N/ fans out to three different gates, and then all of these diverg-
ing paths reconverge at the OR gate producing the signal OUT0. The assumption of
signal independence, which provides the speed of computation to SCOAP, severely
reduces the accuracy of the measure. SCOAP is poor at predicting which individual
faults will remain undetected and which will be detected. However, it is highly ef-
fective in predicting relative coverage levels of the entire circuit fault sets [38]. The
numerical values of the SCOAP measures range between zero and infinity. Higher
values point to testability problems.

Another type of testability measure is probability-based. These overcome some
limitations of SCOAP. Being related to signal probabilities, they are easier to inter-
pret and their values always range between O and 1. The I-controllability (C1) is
the probability of a signal value on line / being set to 1 by a random vector. The
O-controllability (CO) is the probability of a signal value on line / being set to 0 by
a random vector. Parker and McCluskey [512] give an algebraic procedure for com-
puting line controllabilities. Seth and Agrawal developed PREDICT, a numerical
technique for this purpose [590]. They break the circuit into partitions, known as su-
pergates, which completely include reconvergent fanouts. However, their algorithm
has exponential computation cost in the number of reconvergent fanouts in each
supergate. In the worst case, the entire circuit may be one supergate. While these
techniques can compute exact probabilities, one must recognize that the computa-
tional complexity of the problem is exponential in the size of the circuit. Seth and
Agrawal suggest several heuristics for approximation. Savir et al. [568] developed
another procedure known as the cutting algorithm. They cut selected fanout lines
to make the circuit a tree structure and initialize the cut lines to a controllability
range [0,1]. The modified network has no reconvergent fanout and controllability
ranges are readily computed for all lines.

The fault detection probability can be viewed as the I-controllability of a sig-
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nal that is the XOR of the good and faulty circuit outputs. Thus the methods for
computing probabilistic controllability can be used for computing fault detection
probabilities. The disadvantage of this approach is that it almost doubles the size of
the circuit for which controllabilities must be computed. An alternative approach is
to define the observability OB([) of a line [ as the probability of sensitizing a path
from [ to a PO. An obvious, though incorrect, definition of fault detection probabil-
ity leads to a simple product formula. For example, the probability of detecting the
stuck-at-0 (sa0) fault on line / by a random input can be written as C1(l) x OB(l).
Brglez [98] developed COP, a probabilistic testability algorithm, which derives com-
putational efficiency by neglecting signal correlations. The error in the product
formula for detection probability was observed by Savir [563]. Since the control
and observation of a line are not independent events, their probabilities cannot be
multiplied. To correct this error, Jain and Agrawal defined 0-observability and I-
observability of a line [ as probabilities of / being observed - given that it assumed
the appropriate value of O and 1 [336]. Since their observabilities are conditional
probabilities, they can be multiplied by appropriate controllabilities, without error,
to obtain the probabilities of fault detection. The PREDICT algorithm of Seth and
Agrawal [590, 592] uses these definitions of observabilities to obtain exact detec-
tion probabilities. Ratiu also developed a fast testability analysis program [536].
Recently, Lee ef al. [388] have developed useful high-level testability measures.

6.1 SCOAP Controllability and Observability

Goldstein [262] invented an algorithm to determine the difficulty of controlling
(called controllability) and observing (called observability) signals in digital circuits.
Thigpen and Goldstein implemented a computer program to compute controllabili-
ties and observabilities [263]. These notions originated in control theory, and earlier
work was done by Rutman [555]. However, Goldstein was the first to propose a sys-
tematic, efficient algorithm to compute these measures, which he called SCOAP*.
It is still widely used.

SCOAP consists of six numerical measures for each signal (/) in the circuit:

1. Combinational O-controllability, CCO({)
2. Combinational 1-controllability, CC1(J)
3. Combinational observability, CO(l)
4. Sequential O-controllability, SCO(/)
5. Sequential 1-controllability, SC1(/)

6. Sequential observability, SO (/)

*Acronym for Sandia Controllability/Observability Analysis Program.
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Roughly speaking, the three combinational measures are related to the number
of signals that may be manipulated to control or observe /. The three sequential
measures are related to the number of time-frames (or clock cycles) needed to control
or observe. The controllabilities range between 1 and oo, and observabilities lie
between 0 and oo. The higher the measures for a line, the more difficult it will be
to control or observe.

6.1.1 Combinational SCOAP Measures

In Goldstein’s [262] method of calculating controllabilities, the first step is to
set the difficulty of controlling each primary input (PI) to 0 (called CCO) to the
value 1 and the difficulty of controlling each PI to 1 (called CC1) to the value 1.
We progress through the circuit in a forward pass, in level order. The level of a logic
gate is the maximum of the distances (in logic gates) of its various inputs from the
PIs. Thus if we calculate controllabilities of logic gates in order of increasing level
number, then we will only process logic gates whose input signal controllabilities
(CCO and CC1) have already been determined.

For each logic gate that we traverse, we add 1 to the controllability. This accounts
for the logic depth. If a logic gate output is produced by setting only one input to
a controlling value, then:

output controllability = min (input controllabilities) + 1

If a logic gate output can only be produced by setting all inputs to a non-controlling
value, then:

output controllability = Z(input controllabilities) + 1

If an output can be controlled by multiple input sets (e.g., a two-input XOR gate
where “O1” and “10” input sets will both cause a 1 output), then;

output controllability = min (controllabilities of input sets) + 1

Figure 6.2 shows the output controllability calculation for all of the basic digital logic
gates. The error arises in the controllability calculation due to reconvergent fanout
(see Figure 6.1) where the reconverging signals may correlate, and therefore the
controllability becomes inaccurate at the reconvergence point. Goldstein’s procedure
may overestimate or underestimate the controllability difficulty by assuming that
reconverging signals are independent.

After all controllabilities are established, we compute observabilities in a reverse
pass starting from primary outputs (POs) and moving backwards to the PIs. We
first set the output observability difficulty (called CO) to 0, making no distinction
between logic 0 and 1 in observabilities. For a logic gate with an input signal that
needs to be observed, the difficulty of observing that input equals the observability
of the output plus the difficulty of setting all other inputs to non-controlling values,
plus 1 to account for the logic depth. For instance, the difficulty of observing the
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CCo (a)

CC1 (a)

a z CCO (z) = min (CCO (a), CCO (b)) + 1
b ——}Cm (z) = CC1 (a) + CC1 (b) + 1
CCO (b)

CC1 (b)

a z CCO(z)=CCO (a) + CCO (b) + 1

b

y

CC1 (z) = min (CC1 (a), CC1 (b)) + 1
a z CCO (z) = min (CCO (a)+ CCO (b), CC1 (a) + CC1 (b)) + 1
b CC1 (z) = min (CC1 (a)+ CCO (b), CCO (a) + CC1 (b)) + 1
a z CCO(z) =CC1 (a) + CC1 (b) + 1
b — CC1 (z) = min (CCO (a), CCO (b)) + 1
& z CCO (z) = min (CC1 (a), CC1 (b)) + 1
b CC1 (z) = CCO (a) + CCO (b) + 1
a z CCO (z) = min (CC1 (a)+ CCO (b), CCO (a) + CC1 (b)) + 1
b CC1 (z) = min (CCO (a)+ CCO (b), CC1 (a) + CC1 (b)) + 1
o z CCO(z)=CC1 (a) + 1

CC1 (z) =CCO (a) + 1

Figure 6.2: SCOAP controllability calculation.

top input a of the AND gate in Figure 6.3 becomes CO(z) + CC1(b) + 1. Figure 6.3
shows the observability calculation for all of the basic logic gates.

The accuracy problem arises when we compute the observability of a fanout stem
with n branches. A fanout stem is merely a signal (a logic gate output or a PI) that
branches to many different places, each of which is called a fanout branch. The neces-
sary conditions for controlling, observing, and testing faults on fanout branches fre-
quently differ from the corresponding conditions for the stem. One might be inclined
to bound this stem observability between min (all fanout branch observabilities)
and max (all fanout branch observabilities). In the former case, a min function is
used because we assume that the events of observing a signal through each fanout
stem branch are independent, and therefore we observe through the branch with the
lowest observability difficulty. In the latter case, a max function is used because
we assume that the events of observing a signal through each fanout stem branch
are totally dependent, and therefore the branch that is hardest to observe gives the
correct observability. These two scenarios ignore the reality that a signal may need
to be simultaneously propagated through some or all fanout branches to make it
observable. If that were the case, then the stem observability becomes:

Z or min (some or all fanout branch observabilities)

An even rarer worst case is that all branches must be able to propagate the fault
effect in order for it to be observable, but the propagation conditions for the branches
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Figure 6.3: SCOAP observability calculation.

are not independent events. The observation condition for one branch may disable
propagation for another, so the stem observability is oo, even though the individual
branches have low observability difficulties. These pathological cases occasionally
happen. The computational complexity of exact controllability and observability
computation is similar to that of the automatic test-pattern generation (ATPG)
computational complexity [231], so Goldstein uses the following approximation:

CO(stem) = min(CO(branches))

Observability calculation errors often occur, so we should expect that ATPG
algorithms guided by controllability/observability measures may be misled. With
Goldstein’s approximation, controllability/observability calculation has only O(2 x
n), or O(n) complexity, and is quick. Note that the controllability and observability
numbers approximate the number of circuit lines that must be set to control or
observe a given circuit line. An astonishing fact is that in combinational circuits
of 10 to 30,000 logic gates, with hard-to-test internal signals, CCO, CC1, and CO
difficulty measures may overflow 16-bit integers and require 32-bit integers to be
represented.

6.1.2 Combinational Circuit Example

Consider the sequential circuit in Figure 6.4. We will assume that the flip-flops
in this circuit have special testing hardware attached to them so that it is possible
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Figure 6.4: A sequential circuit example.

(1.1)
R

PPI7

Figure 6.5: Combinational circuit with controllabilities at level O.

to read out the present state of the flip-flops, and also it is possible to set the
present state of the flip-flops. Then, for testing purposes, the two flip-flops can be
modeled as a pair of primary input, primary output pairs. The D line is referred to
as a pseudo-primary output, (PPO), since it can be observed by the flip-flop testing
hardware, and the Q line is referred to as a pseudo-primary input (PPI), since it can
be set by the flip-flop testing hardware. Figure 6.5 shows the circuit of Figure 6.4
with the flip-flops replaced by PPI-PPO pairs. Flip-flop 7 in Figure 6.4 has been
replaced by a PPI for the Q7 line (called PPI7) and a PPO for the D line (called
PPO7) in Figure 6.5. Flip-flop 8 in Figure 6.4 has been replaced by a PPI for the
Q2 line (called PPI8) and a PPO for the D line (called PPOS8) in Figure 6.5.

We first label the gates in level order, which means that each gate encountered
along any path from a PI to a PO is labeled with a level number giving its maximum
distance (in gates) from a PI. In Figure 6.5, the level numbers are shown above each
gate in circles. In this example, PIs R, PPI7, and PPIS have distance 0. Next, the
level number algorithm looks at where the fanouts of these PIs go, and labels each
of the fanouts with level number 1. Thus, in Figure 6.5, the top two fanins of gate
4, the top fanin of gate 5, and the inputs to inverters / and 2 are labeled with level
0. When all of the inputs to a logic gate are labeled, we label the output of the gate
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with the maximum level number of its inputs plus 1. In this case, INVERTERS /
and 2 are immediately labeled with the level number of their inputs plus 1, which
is 1. Because of that, we label the inverter fanouts with level number 1. Since both
inputs to AND gate 3 are now labeled with level 1, we label the output of AND gate
3 as being at level number 2, and we label the bottom inputs of logic gates 4 and
5 with level number 2. Now, since all inputs to NOR gate 4 are labeled with level
numbers, we can label the output of the NOR gate with level 3, and therefore the
top input of OR gate 6 as level number 3. Also, since both inputs to AND gate 5
are labeled with level numbers, we label AND gate 5 as being at level number 3, the
maximum of the level numbers of its inputs plus 1. Then, the bottom input of OR
gate 6 is labeled with level number 3, and therefore its output is labeled as being
at level number 4, the maximum level number of its inputs plus 1. The following
algorithm does the level ordering:

Algorithm 6.1 Levelization algorithm. Level number labeling from Pls to POs.

1. Assign level number O to all primary inputs.
2. For each PI fanout:

(a) Label that circuit line with the level number of the PI, and

(b) Queue the logic gate driven by that fanout line.
3. While the queue is not empty:

(a) Dequeue the next logic gate in the queue.

(b) If all of the gate fanins are labeled with level numbers, then label the logic
gate and its fanouts with the maximum of its input level numbers + 1
and queue all fanouts of the logic gate. Otherwise, requeue the logic gate.

Depending on the application, we can adjust this algorithm to label the POs of the
circuit with one more level number than the logic gates driving them, or we can
label the POs with the level number of the logic gates that drive them.

Figure 6.5 shows the operation of Goldstein’s controllability and observability
calculation algorithm. Each line is labeled with a (CCO,CC1) pair to show its
controllabilities. We first assign (1,1) to all PIs: R, PPI7, and PPIS. Next, these
ordered pairs are propagated to all fanout branchs of the PIs, leading to the labeling
of the top two inputs of gate 4, the top input of gate 5, and the inputs to INVERT-
ERS [ and 2 with (1,1). Referring to Figure 6.2, we see that for the inverter,
CC1(OUTPUT) = CCO(INPUT)+1 and CCO(OUTPUT) = CCI{INPUT) +1.
This leads to the outputs of INVERTERS [ and 2 being labeled with (2,2), and
both inputs of logic gate 3 being labeled with (2,2), as shown in Figure 6.6. The
algorithm processes each logic gate in level number order. This guarantees that
when a logic gate is processed, all of its input controllabilities will be known, so the
output controllabilities can be computed. So far, we have processed all of the PIs at



6.1 SCOAP Controllability and Observability 137

PPI7

(1.1) ®[P,9} 3
2

PPI8

Figure 6.6: Combinational circuit with controllabilities through level 2.

level O, and the two INVERTERS at level 1. Next, we process AND gate 3. From
Figure 6.2, we see that for the AND gate:

CCo(3) min(CCO0(1),CCO(2)) + 1 = min(2,2)+1=3
CCL3) = CCL(1)+CCL2)+1=2+2+1=5

This causes the AND gate 3 output, the bottom inputs to gates 4 and 5, and PPOS
to be labeled with (3,5) in Figure 6.6. Next, the algorithm processes logic gates at
level number 3. For NOR gate 4:

CC0(4) = min(CCL(R),CC1(PPIT),CC1(3)) +1
= min(1,1,5) +1 =2
CC1(d) = CCO(R)+CCO(PPIT)+CCOB3)+1=1+1+3+1=6

Hence, logic gate 4 and the top input of logic gate 6 in Figure 6.7 are labeled with
(2,6). For AND gate 5:

CC0(5) = min(CCO(PPIT),CCO(3)) +1 =min(1,3)+1=2
CC1(5) = CCIPPIT)+CC1(3)+1=1+5+1=7

Therefore, logic gate 5, the bottom input of logic gate 6, and PO Z in Figure 6.7
are labeled with (2,7). Now we process OR gate 6 at level 4. For OR gate 6:

CCO(6) = CCO(4)+CCOB)+1=2+2+1=5
CC1(6) = min(CC1(4) +CC1(5)) + 1 =min(6,7) +1=7

This causes OR gate 6 and PP0O7 in Figure 6.7 to be labeled with (5,7). The circuit
is now completely labeled with the final controllabilities.

Next, we renumber the circuit level numbers from POs backwards to PIs, so that
each gate is labeled with the maximum distance in logic gates of any of its fanouts
from a PO. The procedure is similar to Algorithm 6.1, except that we now start at
POs and work backwards. Figure 6.8 shows all gate level numbers in square boxes.
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Figure 6.8: Combinational circuit with observabilities through level 1.

We now compute observabilities, which are shown in boldface in the figures
after the (CCO, CC1) ordered pairs. We process logic gates in level order from POs
backwards to PIs. In Figure 6.8, we assign O to PO Z and PPOs PPO7 and PPOS.
This causes observability O to be assigned to gate 6, as well. We cannot yet assign
observabilities to gates 5 and 3, because they are fanout stems, and not all fanout
branch observabilities are known. So, we process OR gate 6 at level 1 in Figure 6.9.
For each input, according to Figure 6.3, we have:

CO4) = CCo(5)+CO6)+1=2+0+1=3
CO(5) = CCO(4)+CO(6)+1=2+0+1=3

This is shown in Figure 6.9. Next, we process NOR gate 4 at level 2 in Figure 6.9.
According to Figure 6.3, for a three-input OR gate:

CO(1st input) = CCO0(2nd input) + CCO(3rd input) + CO(output) + 1
Therefore,

CO(R) = CCO(PPIT)+CCO(3)+COM4)+1=1+3+3+1=8
CO(PPIT) = CCO(R)+CCO(3)+CO(4)+1=1+3+3+1=8
CO(3) = CCO(R)+CCOPPIT)+CO(4)+1=1+1+3+1=6
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Figure 6.10: Final combinational circuit observabilities.

This is shown in Figure 6.10. Next, we process AND gate 5 at level 2 in Figure 6.9.
All of its fanout branch observabilities are now known. Since its stem observability
is the minimum of all branch observabilities, CO(5) = min(0,3) = 0. According to
Figure 6.3, for a two-input AND gate:

CO(any input) = CC1(other input) + CO(output) + 1
Therefore,

CO(PPIT) = CC1(3)+CO(B)+1=5+0+1=6
CO3) = CCHPPIT)+COB)+1=1+0+1=2

This is shown in Figure 6.10.
Next, we process AND gate 3 at level 3 in Figure 6.10, according to Figure 6.3.
CO(3) = min(6,2,0) = 0. Thus,

CO(1) = CC1(2)+COB)+1=2+0+1=3
CO(2) = CC1(1)+COB)+1=2+0+1=3

These are shown in Figure 6.10. Now we process the two INVERTERS at level 4.
From Figure 6.3, CO(input) = CO(output) + 1. For INVERTER /, we get
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Table 6.1: Sequential SCOAP measures for two-input gates.

The sequential controllability measures |I The sequential observability measure
SCO0 and SC1 for combinational gates || SO for a combinational gate is given |
are given by Figure 6.2, but without | by Figure 6.3, but again without
adding the 1 shown in the equations. i adding the 1 shown in the equations. ‘

CO(R) =3+ 1 =4 and for INVERTER 2, we get CO(PPI8) =3+ 1 = 4. For PI
R, which is a fanout stem, the observability is the minimum of all branch observ-
abilities, so CO(R) = min(8,4) = 4. For PPI PPI7, CO(PPI7) = min(6,8) = 6.
For PPI PPIS8, the observability is 4. In Figure 6.10, all controllabilities and observ-
abilities are now known. Note that the computational complexity of this algorithm
is O(2n) = O(n), where n is the number of gates. This is because we process all
inputs and logic gates once in the forward pass to compute controllabilities, and
then processes all logic gates and inputs again in the backward pass to compute
observabilities. We see that the fanout branches from PPI PPI7 to gate 4 and from
R to gate 4 are the hardest signals to observe. The hardest signals to control to

logic 1 are PPO7 and all fanouts from gate 5. The hardest signal to control to logic
0is PPO7.

6.1.3 Sequential SCOAP Measures

There are two main differences in the sequential measures from the combina-
tional controllability and observability measures:

1. One increments the sequential measure by 1 only when signals propagate from
flip-flop inputs to Q or Q outputs, or from flip-flop outputs backwards to D,
C (clock), SET, or RESET inputs.

2. One must iterate in calculating controllability numbers in sequential circuits
because of feedback loops involving flip-flops.

Sequential controllabilities SCO and SC1 roughly measure the number of times var-

ious flip-flops must be clocked to control a signal. Thus, if a given line [ can only be
set to 1 by clocking flip-flop a twice and flip-flop b three times, then we would ex-
pect SC1(l) = 5. Sequential observability SO measures the number of times various
flip-flops must be clocked to observe a signal. In a sequential circuit, the combina-
tional controllabilities and observabilities roughly measure the number of lines that
must be set, over all of the required clock periods, in order to control or observe
a combinational signal. The sequential controllability and observability equations
for basic logic gates differ from the equations for combinational gates only in that
a 1 is not added as we move from one level of logic to another, but rather a 1 is
added when a signal passes through a flip-flop. The procedure to convert the com-
binational measure formulas of Figures 6.2 and 6.3 to those of sequential measures
is given in Table 6.1.
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Figure 6.11: Synchronously resettable negative-edge-triggered D flip-flop.

Figure 6.11 shows a synchronously resettable negative-edge-triggered D flip-flop.
In order to control the Q line to 1, one must set D to 1, cause a falling clock (C)
edge (first a 1 and then a 0), and control the RESET line to 0 to avoid clearing Q.
The combinational and sequential difficulties of controlling Q to a 1 are:

CCLQ) = CC1(D)+CC1(C)+ CCO(C) + CCO(RESET) (6.1)
SCLQ) = SC1(D)+ SCL(C) + SCO(C) + SCO(RESET) + 1

CC1 measures how many lines in the circuit must be set to make Q as 1, whereas
SC1 measures how many flip-flops in the circuit must be clocked to set Q to 1.
There are two ways to set Q to a 0. We can either use the RESET line and apply
a falling edge to clock C, or clock a O into Q through the D line. Thus,

CCO(Q) =min [CC1RESET) + CC1(C) + CCO(C), (6.2)
CCO(D) + CC1(C) + CCO(C)]

5C0(Q) =min [SCL(RESET) + SC1(C) + SC0(C),
SCO(D) + SC1(C) + SCO(C)] + 1

The D line can be observed at Q by holding RESET low and generating a falling
edge on the clock line C:

CO(D) = CO(Q)+ CC1(C) + CCO(C) + CCO(RESET) (6.3)
SO(D) = SO(Q)+ SC1(C) + SCO(C) + SCO(RESET) + 1

RESET can be observed by setting Q to a 1 and using RESET:

CO(RESET) = CO(Q)+ CCL(Q) + CC1(RESET) (6.4)
+CC1(C) + CCO(C)
SO(RESET) = SO(Q)+ SC1(Q) + SC1(RESET) + SC1(C) + SCO(C) + 1

There are three ways to indirectly observe the clock line C: (1) set Q to 1 and clock
in a 0 from D, (2) set O to 1 and synchronously apply RESET, or (3) set Q to 0
and clock in a 1 from D while holding RESET to 0. Thus,

CO(C) =min [CO(Q)+ CCL(Q)+ CCO(D) +CC1(C)+ CCO(C), (6.5)
CO(Q) + CC1(Q) + CC1(RESET) + CC1(C) + CC0(C),
CO(Q) + CC0(Q) + CCO(RESET) + CC1(D) + CC1(C)
+CC0(C)]
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O(C) = min [SO(Q) + SC1(Q) + §CO(D) + SC1(C) + SCO(C),

50(Q) + SC1(Q) + SC1(RESET) + SC1(C) + 5C0(C),
S0(Q) + SCO(Q) + SCO(RESET) + SC1(D) + SC1(C)
+SC0(C)] +

Here is the algorithm to set both combinational and sequential measures:

Algorithm 6.2 Compute combinational and sequential measures [262]:
1. For all PIs I, set CCO(I) = CCU(I) =1 and SCO(I) = SCY(I) =

2. For all other nodes N, set CCO(N) = CC1(N) = oo and SCO(N) =
SC1(N) =0

3. Working from Pls to POs, use the CCO, CC1, SCO, and SC1 equations to
map logic gate and flip-flop input controllabilities into output controllabilities.
Iterate until the controllability numbers stabilize in feedback loops.

4. For all POs U, set CO(U) = SO(U) =
5. For all other nodes N set CO(N) = SO(N) = co.

6. Working from POs to Pls, use the CO and SO equations and the pre-computed
controllabilities to map output node observabilities of gates and flip-flops into
input observabilities. For fanout stems 7. with branches 71, ..., ZN, 80(Z) =
min(SO(Z1),...,SO(ZN)) and CO(Z) = min(CO(Z1),...,CO(ZN)).

7. If any node remains with CCO(SC0) = oo, then that  node is 0-
uncontrollable. If any node remains with CC1(SC1) = oo, then that node  is
1-uncontrollable. If any node remains with CO = oo or SO = oo, then that
node is unobservable. These are sufficient but not necessary conditions.

Convergence of the iterations is guaranteed because the controllability numbers are
monotonically non-increasing between iterations. Usually, the algorithm converges
in a few (two to three) iterations. The equations for various latches and flip-flops are
analogous to those for the D flip-flop. Controllability cost functions can be adjusted
with correction terms to account for the additional difficulty of setting circuit lines
due to reconvergent fanout [9, 92, 530]. The SCOAP measures can be enhanced to
reflect this by adding in the term f; —1 to every controllability calculation for CCO,
CC1, SCO0, and SC1, where f; is the number of fanouts of a line L

6.1.4 Sequential Circuit Example

On circuit lines in this example, CCO, CCl, and CO are shown as
(CCO,CcC1HCO and SCO, SC1, and SO are shown as [SCO, SC1]SO below the

combinational measures. The observabilities are always shown in bold to avoid



6.1 SCOAP Controllability and Observability 143

(1,1) (1,1)

(0.0] 0o ®

D A (w.@
@ [1.1]—':"] Q1 [[cn.:z]]
(oo, ) @ 3 (0.0} D O_QE (oo, )
(] [LeT]@ to
II
L (1,1
[0,0] (0,0]

Figure 6.12: Initialization for computing sequential SCOAP measures.
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Figure 6.13: Sequential circuit measures after one iteration.

confusion. The forward level numbers for logic gates and flip-flops are shown cir-
cled over the gates. For backward level numbers during observability calculation,
we just use the forward level numbers in decreasing order from 5 down to 1. For
level numbering flip-flops, we treat them like ordinary logic gates, and ignore their
feedback loops.

Figure 6.12 shows the initial measures for the example of Figure 6.4. Signals R
and CL, and all of their fanouts, are set to (CC0,CC1) = (1,1) and [SC0,SC1] =
[0,0]. All other nodes, particularly QI and Q2, are set to (CC0,CC1) = (o0, 0)
and [SC0, SC1] = [00, 00].

In Figure 6.13, we start the input to output computation of controllabilities.
Thus the output of INVERTER [ is set to (CC0,CC1) = (2,2)and [SCO0,SC1] =
[0,0] according to Figure 6.3 and Table 6.1. INVERTER 2 is more interesting,
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Figure 6.14: Sequential circuit measures after two iterations.

because the feedback loop means that its measures must remain at co. For AND
gate 3, since O is a controlling value, we can determine CCO and SCO measures of
its output from Figure 6.3 and Table 6.1, as shown in Figure 6.13. However, its
CC1 and SC1 measures remain at oo. A similar situation arises at AND gate 5 in
Figure 6.13. For NOR gate 4, CC0(4) = min(CC1(R),CC1(Q1),CC1(3)) +1 =
min(l,00,00) + 1 = 2. Similarly, SC0(4) = 0. An analogous situation occurs at
OR gate 6. At this point, O-controllabilities are defined on both D inputs to the
flip-flops, but 1-controllabilities remain co.

Figure 6.14 shows the situation after two iterations. By Equations 6.2, CC0(7) =
CC0(6)+CC1(CL)+CCO(CL) =74+14+1=9. The CC1, SCO, and SC1 measures
for both flip-flops follow from Equations 6.2 and 6.1. Now, output controllabilities
of INVERTER 2 change to (00,6) and [oo,1]. This allows AND gate 3’s output
CC1 measure to change to 9 and its output SC1 measure to change to 1. For
NOR gate 4, the output 1-controllabilities are now defined, because all of its input
0-controllabilities have been defined, so gate 4 has CC1 = 14 and SC1 = 1. AND
gate 5 cannot have its output measures updated, because the 1-controllabilities of its
inputs are still undefined. The 1-controllabilities of OR gate 6 can now be defined,
because its topmost input now has defined 1-controllabilities. So, CC1(6) = 15and
SC1(6) = 1. At this point, Figure 6.14 shows the situation where the controllabilities
of both D inputs to the flip-flops are now completely defined.

Figure 6.15 shows the situation after three iterations. Equations 6.2 and 6.1
cause flip-flop 7s output controllabilities to become (9,17) and [1,2]. Flip-flop &'s
controllabilities become (5,11) and [1,2]. INVERTER 2’s output controllabilities
become (12,6) and [2,1]. However, this causes no change in AND gate 3’s output
controllabilities. NOR gate 4’s CC1 stays at 14, and AND gate 5’s CCI1 is now
defined as 27 and its SC1 is now defined as 3. The changes at gates 4 and 5 now
cause no change at gate 6. CC1 stays at 15. Figure 6.15 illustrates the situation at
this point.
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Figure 6.15: Sequential circuit measures after three iterations.
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Figure 6.16: Sequential circuit measures after stabilization.
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Figure 6.17: Sequential circuit final observability measures.

One more iteration results in the values shown in Figure 6.16. We notice that all
combinational and sequential controllabilities are exactly the same as in Figure 6.15
after the third iteration. Such stabilization always occurs in SCOAP. The values in
Figure 6.16 are the final controllabilities.

Rather than presenting the calculation of observabilities in running text, we list
in Table 6.2 all of the observabilities in their order of computation, and give the
equation or table that allows us to compute the observability.

The only difficult step is computing CO from line CL to 7 which is CO =
CO(Q)+CCL(CL)+ CCO(CL)+CCO(D)+CC1(Q) =10+14+1+7+17 = 36 by
Equation 6.5. For the same line, SO = SO(Q) + SC1(CL)+ SCO(CL)+ SC0O(D) +
SC1(@)+1=14+0+0+0+2+1 =4, also by Equation 6.5. For the CO of the line
from CL to line 8, CO = CO(Q)+CC1(CL)+CCO(CL)+CCO(D)+CCL{(Q) = 22+
1+143+11 = 38 by Equation 6.5. Similarly, SO = SO(Q)+SC1(CL)+SCO0(CL)+
SCO(D)+SCLH(Q)+1=24+0+0+0+2+1 =5, also by Equation 6.5. Therefore,
CO(CL) = min(36,38) = 36 and SO(CL) = min(4,5) = 4. Observabilities are
now completely computed in Figure 6.17. Note that no iterations are required to
compute observabilities. The clock line CL is the hardest signal to observe, both
combinationally and sequentially.

SCOAP may also be used to predict the length of the test vector set for a circuit.
The testabilities of the stuck-at faults at node x are defined as:

T(z stuck-at-0) = CC1 (z)+ CO (z) (6.6)
T(z stuck-at-1) CCO (z) + CO (=)

Testability index = log Z T (fi)
all f;

1l

In order to detect a fault at x, one must set x to the opposite value from the fault
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Table 6.2: Observability calculation steps for the circuit of Figure 6.17.

| Signal | Observability measure

Observability value

Equation or Table 1

Z co 0 Figure 6.3

Z SO 0 Table 6.1

5 coO 0 Figure 6.3

5 SO 0 Table 6.1

7 co 10 Figure 6.3

7 SO 1 Table 6.1

Jto s | CO 18 Figure 6.3

3to 5 | SO 2 Table 6.1

6 cO 12 Equations 6.3

6 SO 2 Equations 6.3

5to 6 | CO 15 Figure 6.3

5to 6 | SO 2 Table 6.1
Confirm: CO(5) =0 and SO(5) =0

4 coO 17 Figure 6.3

4 SO 2 Table 6.1

Rto 4| CO 30 Figure 6.3

Rto 4| SO 3 Table 6.1
Confirm: CO(7) =10 and SO(7) =1

3to 4 | CO 28 Figure 6.3

Jto 4 | SO 3 Table 6.1
Confirm: CO(3) = 18 and SO(3) = 2

1 coO 25 Figure 6.3

1 SO 3 Table 6.1

2 co 21 Figure 6.3

2 SO 2 Table 6.1

Rtol | CO 26 Figure 6.3

Rto 1| SO 3 Table 6.1

Set: CO(R) = 26 and SO(R) =3

8 co 22 Figure 6.3

8 SO 2 Table 6.1

Sto8 | CO 24 Equations 6.3

Jto8 | SO 3 Equations 6.3
Confirm: CO(3) = 18 and SO(3) =2
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Figure 6.18: Test vectors versus testability index.

and observe x at a PO. Figure 6.18 [39] shows a linear relationship between the
number of vectors needed for 90% fault coverage and the Testability index for a
number of circuits.

6.2 High-Level Testability Measures

Lee, Wolf, Jha, and Acken have extensively researched behavioral synthesis for
testability of VLSI circuits [388]. Behavioral synthesis is the process of automatically
translating a behavioral level circuit description into an optimized logic level circuit
description. From this research has emerged the first viable measures for testability
analysis of finite state machines at the behavioral level. They also produced the
first behavioral-level synthesis program, PHITS, to improve design testability while
optimizing the chip design for minimal chip area.

Improved testability at the behavioral level means designing a register-transfer
structure to which one can easily apply a test sequence to excite a fault from the Pls
(easy controllability) and to propagate the fault effect to the POs (easy observability.)
They analyzed testability via the data flow graph (DFG), where each node represents
a register and each arc represents a combinational circuit of a functional module
connecting two registers, or an input to a register, or a register to an output port.
An example of an arc would be a full adder taking inputs from two input registers and
supplying the sum of the two input registers to a third register. The three registers
would be nodes, and there would be arcs from each of the two input registers to the
third register to represent the full adder. The length of a sequential path between
two registers is the number of arcs along the path. The sequential depth between
a register pair is the length of the shortest sequential path between them. The
sequential depth can be viewed as a high-level testability measure.

This system succeeds by following two data path synthesis rules:

1. Rule SRI. Improve observability and controllability of registers. Whenever
possible, allocate a register to at least one PI or PO variable.

2. Rule SR2. Reduce the sequential depth between registers. Reduce the sequen-
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Figure 6.19: Example of high-level testability enhancement.

tial depth from a controllable register to an observable register.

Application of these rules depends only on the register-transfer level (RTL) design
structure.

Example 6.1 Consider the data path of Figure 6.19(a) [388]. Registers Rl and
R2 and adder +13 are easy-to-test because of relatively easy controllability of a and
b (inputs to R1 and R2) and easy observability of g. However, registers R3 and R4
and adder +2 have problems. Although d and e are easy to control, R3, R4, and
adder +2 are hard to observe from g. The fault must propagate through an additional
register R2 before observation of it from g is possible. Note that a register self-loop
has sequential depth 1. The DFG in Figure 6.19(b) shows the sequential depths for
this implementation:

R1 — R1: 1 e—>g:3
R2— Rl: 1 d—g: 38
R3 —» R1: 2 a—g: 1
R4 — R1: 2 a— R1: 1

b—g: 2

One can reduce the sequential depths using very little chip area. Figure 6.19(c)
shows an alternate implementation, produced by using a different hardware sharing
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(binding) of the required hardware operators to the actual hardware during various
time steps. Figure 6.19(d) shows the DFG of this alternate implementation. It
produced these sequential depths, some of which are reduced:

R3 — R1: 2 a—g: 2
a— R1: 1 d—g: 2
d— R3: 1 e —> R2: 2
e— R4: 1 d - R2: 2
e—g:2 R4 — R1: 2
b—g: 1

They used STEED [247] to generate tests for both versions of this 4-bit circuit. The
fault coverage for the Figure 6.19(a) implementation was only 89.28% (obtained in
24.5 CPU s), but for the Figure 6.19(c) implementation it was 100% (obtained in
10.7 CPUs.) Their prediction turned out to be true: For the implementation of
Figure 6.19(a), most undetected faults were aborted faults at R3, R4, and adder +.

They obtained additional results of the SR1 and SR2 rules on the DiffEq bench-
mark, where they achieved 99.78% fault coverage in 709.0 CPU s, with a maximum
sequential depth of 1. On the 4-bit Tseng benchmark, they achieved 99.21% fault
coverage in 426.8 CPU s, with a maximum sequential depth of 1. These results
confirm the value of their testability measures.

6.3 Summary

What do controllability and observability tell us [38, 324]? They are incredibly
useful in guiding ATPG algorithms during backtracing [258] (see Chapter 7), since
they give the backwards path of least resistance in justifying a desired internal cir-
cuit signal by setting signals at PIs. The backtracing method uses CCO measures,
if it is tracing backwards in logic to justify a logic 0, and it uses CC1 measures
for backtracing to justify logic 1. Observability measures tell us the path of least
resistance in forward propagating fault effects to POs, although we have to be cau-
tious since controllabilities have errors from reconvergent fanout and observabilities
have errors introduced by fanout stems. This guidance may reduce ATPG time by
orders of magnitude. Also, the measures tell the VLSI designer which parts of his
circuit are extremely hard-to-test, and indicate where redesign or special-purpose
test hardware is mandatory to achieve high (100%) fault coverage. Finally, the
probability versions of controllabilities and observabilities are incredibly useful for
estimating fault coverage [293, 294, 295, 296, 334] and test vector set length. Fault
coverage estimation for a given vector set can reduce CPU time by orders of magni-
tude over ordinary fault simulation, and generally has a 3 to 5% error. It is mainly
appropriate for early stages of design, where a check is needed to see whether the
circuit will be testable. The controllability/observability measures will be used to
guide many of the automatic test-pattern generators discussed in Chapters 7 and 8.
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Problems

6.1 SCOAP. For the circuit of Figure 6.1, compute the combinational SCOAP
testability measures (both controllability and observability.)

6.2 SCOAP. For the circuit of Figure 6.20, compute the combinational SCOAP
testability measures (both controllability and observability.)

Figure 6.20: Circuit realizing G = A(B v C) vV BC.

6.3 SCOAP. For the circuit of Figure 6.21, compute the combinational SCOAP
testability measures (both controllability and observability.)

Figure 6.21: Circuit for Problem 6.3.

6.4 SCOAP. For the circuit of Figure 6.22, compute the combinational SCOAP
testability measures (both controllability and observability.)

<3

X2

X3
X4
X5

Figure 6.22: Circuit for Problem 6.4.

6.5 SCOAP. For the circuit of Figure 6.23, compute the combinational SCOAP
testability measures (both controllability and observability.)

6.6 High-level testability. For the circuit of Figure 6.24 [249], compute the high-
level sequential depth testability measure for all input-output pairs of signals.
Also compute the measure for all register-transfer paths.
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Figure 6.23: Circuit for Problem 6.5.
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Figure 6.24: Circuit for Problem 6.6.

6.7 SCOAP. For the circuit of Figure 6.25, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability)
(including those for CK and the synchronous RESET.)

g QD

EE
MC< CK
RESET

Figure 6.25: Circuit for Problem 6.7.

6.8 SCOAP. For the circuit of Figure 6.26, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability,
and including the CLOCK and the synchronous RESET signals.)

6.9 SCOAP. For the circuit of Figure 6.27, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability,
and including the synchronous RESFET and CLOCK signals.)



Problems 153

Figure 6.26: Circuit for Problem 6.8.
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Figure 6.27: Circuit for Problem 6.9.

6.10 SCOAP. For the circuit of Figure 6.28, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability,
and including the CLOCK and the synchronous RESET signals.)

=

Figure 6.28: Circuit for Problem 6.10.

6.11 SCOAP. For the circuit of Figure 6.29, compute the combinational and sequen-
tial SCOAP testability measures (controllability and observability) assuming
synchronous MR and MS signals.

6.12 SCOAP. For the circuit of Figure 6.30, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability,
and including the CLOCK and the synchronous RESET signals.)

6.13 SCOAP. For the circuit of Figure 6.31, compute the combinational and se-
quential SCOAP testability measures (both controllability and observability,
and including signals CLOCK and the synchronous RESET.)
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Figure 6.29: Circuit for Problem 6.11.
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Figure 6.30: Circuit for Problem 6.12.
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Figure 6.31: Circuit for Problem 6.13.
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Chapter 7

COMBINATIONAL CIRCUIT TEST
GENERATION

“In order for the . . . operation of a test . . . to guarantee that a
computing system has no faulty components, the test conditions .

. should be devised at the level of the components themselves, rather

than at the level of programmed orders . . . This is the only way

in which all conditions of operation of each logical function can be

uniquely . . . defined and all logical components within each logical

function can be made to perform the task to which they are assigned

. thereby producing a minimum program which tests and detects

failure ...” — Richard D. Eldred, in 1959 paper,

“Test Routines Based on Symbolic Logical Statements™ [215].

With the above words, Eldred began the era of structural logic circuit testing at
Datamatic. Roth’s work at IBM marked the true beginning of systematic generation
of tests for hardware faults in digital computers and laid the mathematical basis for
test-pattern generation. Automatic test-pattern generation (ATPG) is the process
of generating patterns to test a circuit, which is described strictly with a logic-
level netlist (schematic.) These algorithms usually operate with a fault generator
program, which creates the minimal collapsed fault list (see Chapter 4) so that the
designer need not be concerned with fault generation. In a certain sense, ATPG
algorithms are multi-purpose, in that they can generate circuit test-patterns, they
can find redundant or unnecessary circuit logic, and they can prove whether one
circuit implementation matches another circuit implementation [409, 410, 717].

We first describe algorithms and representations needed by ATPG. We then
introduce redundancy identification (RID), a very important benefit of ATPG algo-
rithms. Controllability and observability testability measures (see Chapter 6) are
used in all major ATPG algorithms. Finally, we present several key combinational
ATPG algorithms, and show their behavior with examples.
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Figure 7.1: 64-bit adder: functional test vs. structural stuck-at fault test.

7.1 Algorithms and Representations

We now discuss the broad categories of ATPG algorithms and the search space
representations used by these algorithms.

7.1.1 Structural vs. Functional Test

First, we explain the difference between structural and functional test. El-
dred [215] is credited with switching this field from functional to structural test
generation. However, the first publication of the stuck-at logic 0 (sa0) or 1 (sal)
fault for test generation was by Galey, Norby, and Roth in 1961 [237]. Later, Seshu
and Freeman mentioned the stuck-at fault model for parallel fault simulation [587].
In 1963, Poage presented a theoretical analysis of stuck-at faults [523]. The first
structural test method was used to test the Honeywell Datamatic 1000, a vacuum
tube/diode second-generation mainframe computer.

Functional ATPG programs generate a complete set of test-patterns to com-
pletely exercise the circuit function. Figure 7.1 shows a 64-bit ripple-carry adder,
and gives a very naive (and inefficient) logic design for one bit slice of the adder,
which is sufficient to make our point. From a functional point of view, the adder
has 129 inputs and 65 outputs. Therefore, to completely exercise its function, we
need 2'% = 680,564,733,841,876,926,926,749, 214,863,536,422,912 input patterns,
producing 2% = 36,893, 488, 147,419, 103, 232 output responses. The fastest auto-
matic test equipment (ATE), at present, operates at 1 GHz. This ATE would take
2.1580566142 x 1022 years to apply all of these patterns to the circuit-under-test
(CUT), assuming that the tester and circuit can operate at 1 GHz. Thus, we see
that an exhaustive functional test is impractical, except for small circuits, and today
most circuits tend to be huge.

Structural test, on the other hand, only exercises the minimal set of stuck-at
faults on each line of the circuit, after discarding equivalent faults. If we use fault
equivalence (see Chapter 4), then each bit-slice in the adder would only have 27
faults (see Figure 7.1), ignoring fault equivalence along the carry lines. This adder
has no redundant hardware and the total structural fault list will have no more than
64 x 27 = 1,728 faults. So we need, at most, 1,728 test-patterns. The 1 GHz ATE
would apply these patterns in 0.000001728 s, and since this test-pattern set covers
all possible structural stuck-at faults in the adder, it achieves exactly the same fault
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coverage as the intractable functional test-pattern set described above. Frequently,
the circuit designer will provide a limited subset of the functional test-patterns for
the circuit, but those typically cover only 70 to 75% of the total number of faults.
Testing for only 75% of the modeled failures is of limited value — it will catch only
the most severe defects. Thus, we see the importance of ATPG algorithms. The
vectors they produce supplement the functional test vectors from the designer to
raise the stuck-at fault coverage to 98% or higher levels.

7.1.2 Definition of Automatic Test-Pattern Generator

ATPG algorithms inject a fault into a circuit, and then use a variety of mech-
anisms to activate the fault and cause its effect to propagate through the hardware
and manifest itself at a circuit output. The output signal changes from the value
expected for the fault-free circuit, and this causes the fault to be detected. Fault ef-
fects are propagated from an AND/NAND gate input to its output by setting other
inputs to 1, a non-controlling value for AND/NAND. Fault effects are propagated
from an OR/NOR gate input to its output by setting other inputs to 0, a non-
controlling value for OR/NOR. Fault effects are propagated from an XOR/XNOR
gate input to its output by setting all other inputs to O or 1 as is convenient.

E-beam testing [672] allows observation of internal circuit signals by ‘“develop-
ing” a picture of the circuit that shows the internal nodes charged to logic O in one
color and those charged to logic 1 in a different color. This eliminates the need to
propagate fault effects to primary outputs (POs.) However, this method is impracti-
cally expensive, is only used for very specialized applications, and in a sense converts
an intractable testing problem into another intractable image processing problem,
since some mechanism must now look at a VLSI chip image and determine whether
all signals are “colored” correctly. ATPG algorithms are extremely valuable, in that
they propagate an abnormal voltage reading from the internals of the circuit to a
PO, where an ATE can examine the voltage and determine whether it is correct.

Scan-Design for Microprocessor Testing. At present, the preferred method for
testing at least parts of Intel Pentium”™ and AMD K67 microprocessorsuses
combinational ATPG. A scan-chain inserter adds special-purpose MUX and clocking
hardware to every circuit flip-flop for testing, so that in scan mode, the flip-flops are
converted into a giant shift register, and the entire state of the microprocessor can
be shifted out through a special test-mode port called scan_out (see Chapter 14).
Similarly, a desired initial flip-flop state can be serially shifted into flip-flops through
a special test-mode port called scan_in. This approach converts a difficult sequential
circuit ATPG problem into a more tractable combinational circuit ATPG problem,
at the expense of:

1. Using 5 to 20% of the chip area for the scan chain hardware in large chips.
2. Slowing down all flip-flops because of the added scan chain MUX delays.

3. Reserving one or more additional pins for scan chain control.
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4. Lengthening the test-pattern sequence. This occurs because to set the machine
having n flip-flops to any desired initial state requires n clocks of the scan
chain. The application of the desired test-pattern requires 1 additional clock,
followed by n additional clocks to read out the flip-flop state (in the event that
the fault effect is captured in a flip-flop, rather than propagated to the circuit
output.) For multiple tests, these can be overlapped (see Chapter 14.)

However, scan design coupled with combinational ATPG is the most popular test
method with microprocessor and other VLSI chip designers, because it is very likely
to generate a test set with close to 100% fault coverage. Besides, the test develop-
ment time is predictable and can be accounted for in the new product introduction
schedule. The state-of-the-art of sequential ATPG frequently causes major design
delays, due to algorithm problems and untestable hardware, and can delay a prod-
uct introduction. In Chapters 14 and 16 we will cover scan design in greater detail,
but we see that, at least for now, the combinational ATPG programs are extremely
important.

7.1.3 Search Space Abstractions

All ATPG programs need a data structure describing the search space for test
patterns.

Binary Search Trees. Consider the binary tree in Figure 7.2(b) for the circuit
primary inputs (Pls) in Figure 7.2(a). Goel [256, 258] first used these trees in the
combinational ATPG literature. The tree represents all eight choices for circuit
input patterns. At the topmost node, if the left branch is selected, then signal A
is set to O (the A branch), but if the right one is selected, then A is 1. At the
second and third levels in the tree, subsequent values are selected for other circuit
inputs, first for B and then for C. This covers all possible input patterns. The leaf
nodes of the tree are labeled with the good machine output that the corresponding
input values will cause. All ATPG algorithms implicitly search this tree to find
test-patterns, and in the worst case, must examine the entire tree to prove that a
fault is untestable. We wish to avoid a complete examination, because the number

of tree leaves is:
2number _primary_inputs

and rises exponentially.

Binary Decision Diagrams. Any switching function can be completely described
by the binary decision diagram (BDD), which was invented by Lee in 1959 [385].
The present discussion is based on the work of Akers who applied BDDs to solve
the problem of testing [43, 44]. Figure 7.2(c) shows the BDD for the circuit of
Figure 7.2(a). In order to read the diagram, we start at the topmost root node, and
follow a path from that node to one of the two bottommost nodes, 0 or 1, which
gives the circuit output value. The product of the Boolean literals along the path
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(a) Circuit.

(b) Binary decision tree. (c) Binary decision diagram.

Figure 7.2: Different representations of a circuit.

gives a circuit maxterm or minterm, depending on whether we end up at the 0 or 1
output node. For example, the leftmost path in the BDD is A B C, which produces
the circuit output O, and this is consistent with the circuit function. The rightmost
path in the BDD is A B C, which produces the circuit output 1, also consistent
with the circuit function. We can verify that all BDD paths are consistent with
the logic function. BDDs have been used for ATPG [234, 635], but suffer from the
problems of computational intractability, particularly for multiplier circuits. One

observes vast changes in compute time, depending on the order in which circuit Pls
are expanded in the BDD [104].

7.1.4 Algorithm Completeness

The notion of ATPG algorithm completeness means that in order to generate
a test-pattern, the algorithm must ultimately be able to search the entire binary
decision tree, if necessary, to generate a test-pattern even for a hard-to-test fault.
If the fault is untestable, then after searching the entire tree no test is found. This
means that the circuit behaves correctly even in the presence of that fault. It is
important for an ATPG algorithm to be complete, or it may not attain the required
fault coverage.

7.1.5 ATPG Algebras

The ATPG algebra is a higher-order Boolean set notation with the purpose of
representing both the “good” and the “failing” circuit (or machine) values simulta-
neously. This has the advantage of requiring only one pass of ATPG to determine
signal values for both machines. Since a test vector requires that a difference be
maintained between the two machines, it is computationally fastest to represent
both machines in the algebra, rather than maintaining them separately. Roth [551]
showed how multiple-path sensitization, required to test certain combinational cir-
cuits, could be done with his five-valued algebra given in Table 7.1.

Later, Muth [481] showed that in order to test finite state machines, the X
symbol must be expanded to cover the cases where one among the good or failing
machine values may be known, but the other machine value is unknown. Table 7.1
shows Muth’s nine-valued algebra, which frequently benefits combinational circuit
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Table 7.1: Roth’s five-valued and Muth’s nine-valued algebras.

Symbol | Meaning || Roth’s 5-valued algebra || Muth’s 9-valued algebra
Good Failing Good Failing
machine machine machine machine
D (1/0) 1 0 1 0
D (0/1) 0 1 0 1
0 (0/0) 0 0 0 0
S (]/]) 1 1 1 1
X | [Xix) X X X X
70 (0/X) - [ - 0 X
G1 (1/X) - - 1 X
FO (X /0) - | - X [
F1 (X/1) | - - X 1

ATPG, as well [116]. For computing the response of a logic gate to input symbols
of the algebra, we expand the symbols into the good machine/bad machine values
given in column 2 of Table 7.1. We then independently compute the logic gate
response for both machines and combine the output values back into the algebra.

7.1.6 Algorithm Types

We classify various types of ATPG algorithms, and present their complexity.

Exhaustive. In this approach, for an n-input circuit, we generate all 2™ input
patterns. For the reasons discussed above, this is infeasible unless the circuit is
partitioned into cones of logic, each with 15 or fewer inputs. We can then perform
exhaustive test-pattern generation for each cone. However, those faults that require
multiple cones to be activated in a synergistic way during testing may not be tested.

Random - Used With Algorithmic Methods. In 1972 at the University of Illinois,
Agrawal and Agrawal [26] suggested the use of random pattern generation (RPG)
for testing. An essential part of the RPG scheme is a fault simulator that selects
useful patterns (Figure 7.3.) While generating tests for the boards of the ILLIAC IV
parallel computer they reported that the coverage of random patterns would often
saturate between 60-80% and that switching to a D-algorithm based program at that
point proved beneficial. This limitation of RPG, which relates to the testability of
the circuit, was observed by Fichelberger et al. [210] for programmable logic arrays
(PLAs.) It has been realized that patterns with equally likely Os and 1s, as is used
to start the RPG in Figure 7.3, may not be the best choice [15, 16, 20]. When the
probabilities of Os and 1s are different from 0.5, the patterns are called weighted
random patterns (WRP.) Such patterns have been used by Schnurmann et al. [571],
Waicukauski and Lindbloom [705], and several others. A method for finding an
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Figure 7.3: Random pattern generation method.
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Figure 7.4: Boolean difference.

optimum set of probabilities for inputs is given by Wunderlich [739]. For application
of RPG to sequential circuits, see the discussion of the simulation-based methods in
Chapter 8. David’s recent book [187] comprehensively covers this subject.

Symbolic — Boolean Difference. Sellers et al. [582, 583] use Shannon’s Expan-
sion Theorem to characterize Boolean circuits. For example, an arbitrary Boolean
function F(X;,Xs,...,Xn) can be expanded about any variable, say X, as:

F(X1,Xe,...,Xn) =Xs - F(X1,1,...,X,) + X2 - F(X1,0,...,Xp,)

Assuming a logic function: g = G(X;,X»,...,Xy) for the fault site shown in Fig-
ure 7.4, we express the outputs as:

fi = Fij(g, X1,X2,...,Xp) ; 1<j<m (7.1)
X;=0o0r 1l for 1<i<n

Notice that these output equations express the circuit outputs in terms of the pri-
mary inputs X; and the fault site signal g. Sellers et al. define the Boolean difference,
or Boolean partial derivative, of a circuit as:

oF;

ag =Fj(17X13X2a"-)Xn)@Fj(oaxla"'aXn) (72)
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They express the fault detection requirements for g s-a-0 at output f; as:
G(X1,X9,...,Xn) =1 (7.3)
oF,

Fg"=F,'7'(1aX17X27"-’Xn)®Fj(07X1a'-'aXn):1 (74)
Equation 7.3 says that to test a stuck-at-O fault at g, the logic gate G must sensitize
the fault site by driving it to logic 1. Equation 7.4 says that in order to detect the
fault, the Boolean difference of some output with respect to the fault site g must be
1 (i.e., the output must change its signal value when the fault site signal switches
from 1 to 0.) Unfortunately, due to high complexity the Boolean difference is not
an efficient way to compute test patterns for large circuits.

Path Sensitization Methods. Path sensitization at the logic gate level of repre-
sentation is currently the preferred ATPG method. The approach consists of three
steps [550]:

1. Fault sensitization, in which a stuck-at fault is activated by forcing the signal
driving it to an opposite value from the fault value. This is necessary to ensure
a behavioral difference between the good circuit and the faulty circuit. Fault
sensitization is also known as fault activation or fault excitation.

2. Fault propagation, in which the fault effect is propagated through one or more
paths to a PO of the circuit. For some faults, it is necessary to simultaneously
propagate the fault effect over multiple paths to test it. In general, the number
of paths may rise exponentially in the number of logic gates in the circuit.
Fault propagation is also known as path sensitization.

3. Line justification, in which the internal signal assignments previously made
to sensitize a fault or propagate its effect are justified by setting Pls of the
circuit.

In the second and third steps, we may find a conflict, where a necessary signal
assignment contradicts some previously-made assignment. This forces the ATPG
algorithm to backtrack or backup, i.e., discard a previously-made signal assignment
and make an alternative assignment.

Consider the example in Figure 7.5 [550]. In all examples in this chapter, we
will label PIs and POs with capital letters, and every other signal line in the circuit
with a lower-case letter. Note that PI B (a fanout stem) fans out to two AND gates,
whose outputs are & and i. The fanout branches from B to the inputs of the two
AND gates are labeled f and g It frequently happens that tests for faults on B are
different from tests for faults on f, which are also different from tests for faults on
9. That is why we must label every distinct line or wire of a signal net. We generate
a test for B stuck-at-0. For fault sensitization, we set B to 1, and this leads to the
signal assignments f = D and g = D (see Table 7.1.)

Fault propagation requires us to select among three scenarios:
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Figure 7.5: A combinational circuit example for path sensitization.

1. Propagation along the path f — h — k — L, or
2. Propagation along the pathg—i —j — k — L, or
3. Simultaneous propagation along bothpaths f—h —k—Landg—i—j — k- L.

We choose path f — h — k — L for propagation. This means that for every AND gate
along the path, the off-path inputs should be set to non-controlling values (1), and
similarly for every OR gate along the path the off-path inputs should be set to O.
This results in the signal assignments A =1, § = 0, and E = 1. Line justification
now requires us to justify any internal signals where we assumed a value assignment.
In this case, the only one is j. We can assign ¢ = 1tojustify j = 0 by backwards
logic simulation of inverter j. However, AND gate i then needs to have an output of
1, but it already has input ¢ = D. Backwards logic simulation, using the 5-valued
algebra (see Table 7.1), reveals that there is no way to get ¢ = 1 when an input
already was set to D. Therefore, we backtrack and retract the assignment j = 0
and try the alternative assignment j = 1. However, this immediately blocks fault
propagation along path f — h — k — L. We conclude that the only viable options
may be scenarios 2 and 3 listed above.

We choose scenario 3. We change our fault propagation approach, and now make
the assignments A = 1, C = 1, and E = 1 to ensure fault propagation. Forward
logic simulation from these assignments yields ¢ = D, h = D, § = D, and k = 1,
since D OR D = 1. This is obtained by computing 1/0 OR 0/1 = 1/1. The
D-frontier is the cut-set separating the circuit portion labeled with Xs from the
portion labeled with D or D, where we include only the D or D signals closest to
the outputs in the frontier. Finally, L = 1 and the D-frontier has disappeared at
OR gate k, which means that the fault is untestable via these multiple paths. It
only remains to return and try fault propagation along path g — i — j — k — L. We
set C =1, h=0, and E =1 to propagate the fault. Forward logic simulation gives
i=D,j=D,k=D, and L = D. It remains to justify h = 0. This is achieved
by backwards logic simulation for AND gate h, with input f = D, by setting input
A = 0. The only test for B stuck-at-0 is ABCE = 0111, and this produces the
output L = 0 in the good machine, and L =1 in the failing machine.

This ATPG procedure is only correct for acyclic combinational circuits. We will
discuss procedures for sequential circuits in Chapter 8. In particular, any circuit
with feedback paths, flip-flops, or implicit latches expressed as combinational logic
will frequently force this procedure into an infinite loop. Fault propagation and line
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justification during ATPG consist of an intermixing of signal assignment operations,
forward logic gate simulation, backwards logic gate simulation, and backtracks.

Boolean Satisfiability and Implication Graph Methods. The Boolean satisfia-
bility problem means satisfying a Boolean expression or equation. An n-bit Boolean
vector consists of a set of n binary variables, z;, ¢ = 1,2,. . .,n. Symbolically, a
variable z; or its complement Z; is referred to as a literal. The two-satisfiability (2-
SAT) problem refers to finding a set of values for z;’s that will satisfy an equation
of the type:

Zakﬂk =0 (non - tautology) or H(ak + Bx) =1 (satisfiability) (7.5)

where oy and f; are any two literals, and summation and product are Boolean
OR and AND operations, respectively. A term or a factor in Equation 7.5 is
called a Boolean clause or simply a clause. The 2-SAT problem is characterized
by each clause having just two literals. The 2-SAT problem is solvable in polyno-
mial time [190]. When the clauses in the Boolean expression contain three literals,
the problem is known as the three-satisfiability (3-SAT) problem. The solution of
3-SAT has exponential time complexity.

Chakradhar et al. [121, 124, 130] and Larrabee [383, 384] have derived Boolean
satisfiability formulations for the ATPG problem. Given a target fault, one derives
an energy function of a neural network or a Boolean product of sums expression
in terms of signal variables of the circuit such that any test for the target fault
will minimize the energy function or satisfy the Boolean expression. The energy
minimization is shown to be equivalent to a Boolean sum of products expression.
The rest depends on finding efficient ways for solving the satisfiability problem.

These methods have been extended by others [291, 605, 648], and are now the
fastest known ATPG algorithms for huge circuits. In these methods, the Boolean
function of every logic gate is captured in equations that relate the input and output
signals of the gate. Consider the signal relationships of the AND gate in Figure 7.6:

If =0, then 2=0

If =0, then 2=0

If z=1, then a=1 AND b=1
If a=1 AND b=1, then z=1 (7.6)
For each constraint a cube is designed so that if signals are consistently labeled, that
cube will become 0. If any signal value around the logic gate is inconsistent with
the gate function, then some cube will become 1. We simply sum up the cubes to

obtain the following Boolean equation, where cubes are shown in order of the above
conditions:

Gz+bz+zab+abz=0 (7.7)
which simplifies to:

Gz +bz +abz=0 (7.8)
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D

Figure 7.6: A two-input AND gate.

a
b

This equation is satisfied only when a, b, and ¢ assume values that are consistent
with the function of the AND gate. The first two terms are 2-SAT terms and
the third is a 3-SAT term. An alternative representation is called the pseudo-
Boolean equation [124]. We convert a Boolean expression into a pseudo-Boolean
form by replacing the Boolean OR and AND operators by arithmetic addition and
multiplication, and treating signals as ‘“real” variables that can assume values 0.0
and 1.0. Complementation Z is replaced by 1.0 —x. For the AND gate, this form is:

Fpseudo—Bool = 22 + ab— az — bz — abz = 0.0 (7.9)

derived from Equation 7.8. A third representation is the energy function [126],
obtained by letting the variables assume any real value in the range (0,1).

An alternative and easier way to derive the Boolean equation representation is
by the Boolean false expression [125] defined as:

fanp (a,b,2) = z ® (ab) = @z + bz + abz (7.10)

The expression on the right hand side in Equation 7.10 evaluates to logic O only
when a, b, and z take values that are consistent with the AND function. The
complement of fayp is called the fruth expression or the satisfiability expression,
which evaluates to logic 1 only when values of a, b, and z are consistent with the
AND function. These expressions can be derived for any complex Boolean function
using the exclusive-OR definition of Equation 7.10. The Boolean false expression
can be directly converted into the energy function of a neural network by replacing
the Boolean operators with arithmetic operators. The variables then represent the
states of neurons, which can either assume continuous values or discrete 0 and 1
values as in the Hopfield model [304]. Applications of the Hopfield model of neural
networks to testing problems have been described in a book [127].

The non-intuitive aspect of these formulations is that logic gate outputs, as well
as inputs, appear in the expressions. The advantage of this approach is that we
can write an energy function for every logic gate (or Boolean function module) in
a circuit, and then sum all of those functions into a single energy function for the
entire circuit. If the function value is 0, then all signals are consistently labeled;
otherwise, they are not.

A really efficient way to minimize the energy function or find satisfying variable
assignments for the false or truth functions is the implication graph. This graph has
a node for every literal. Thus, a Boolean variable x is represented by two nodes, x
and Z. A node can be “true” or “false.” For z = 1, the x node assumes the true
state. For z = 0, the T node becomes true. A two-variable “if ... then” clause is
represented as a directed edge from the literal representing the “if” condition to
the literal representing the “then” clause. The graph can then be transformed into
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Figure 7.7: Implication graph (solid) and 3-SAT term (dotted) for 2-input AND.

a transitive closure [122] graph so that when a node is set to true, all reachable
nodes are also set to true. This allows very efficient analysis of signal implications,
because the transitive closure can determine more global signal relationships in the
graph than other branch-and-bound search methods. Figure 7.7 (solid lines) shows
the implication graph for the “if ... then” clauses of Equation 7.6. Note that only
binary implications (those involving two literals) can be represented by an edge. The
node with A (dotted lines) denotes an ANDing operator, and represents the 3-SAT
term of Equation 7.8 (last clause of Equation 7.6) [291]. We cover these algorithms
briefly in advanced topics (see Section 7.5.4.)

Computational Complexity. Ibarra and Sahni [317] analyzed the computational

complexity of ATPG. They found that it is an NP- Complete problem, which means
that no polynomial expression for the compute time function was found, and the
problem is presumed to have exponential complexity. We will informally discuss
how this arises. In the worst case, with no_pi inputs, there are 2m°-Pidifferent input

combinations to try in depth-first fashion in the binary decision tree. When no_ff
flip-flops are present in the circuit, there are potentially 47°-f/ different initial flip-
flop states for ATPG to consider. This is because a flip-flop can be in either O or
1 state in the fault-free circuit and also in O or 1 state in the faulty circuit. Thus,
the state-space of a flip-flop contains four elements (also see Section 8.2.) Finally,
the work to forward simulate or reverse simulate all logic gates, as appropriate, rises

proportionately to n, the number of logic gates. In the worst case, this work has

to be done for all potential combinations of PIs and initial flip-flop states. The
complete expression for the worst-case ATPG computational complexity is:

O(n x gno-pi y gno-ff )

The above proof considers ATPG to be mathematically equivalent to the problem
of Boolean satisfiability.

The entire history of ATPG algorithms has been a process of improving heuristic
algorithms and procedures to (1) find all necessary signal assignments for a test as
early as possible, and (2) search as little of the above decision space as possible.
The worst-case decision space is 2"-P* x 47°-ff, For logic simulation, the compu-
tational complexity is O(n). For combinational fault simulation, the complexity
os O(n?)[277], and for sequential fault simulation, the complexity is estimated to
be between O(n?) and O(n?),, based on empirical measurements. This means that,
whenever possible, we will use fault simulation to avoid ATPG computations. For
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Table 7.2: History of algorithm speedups.

Algorithm Estimated speedup over D-Algorithm | Year
(normalized to D-ALG CPU time)

D-ALG [551] 1 [ 1966
PODEM [258] 7 1981
| FAN [229, 232, 233] | 23 1983
| TOPS[360] | 292 ' 1987 |
SOCRATES [576] 15741 ATPG System 1988 |
Waicukauski et al. [708] | 2189t ATPG System 1990
EST [110,253] | 8765t ATPG System 1991
TRAN [122] 3005t ATPG System 1993
Recursive learning [376] | 485 1995
Tafertshofer et al. [648] | 25057 1997

instance, we use RPG and fault simulation to get tests. When that fails, we use
ATPG for hard-to-test faults. If we find a pattern for a fault, then we simulate that
pattern against all remaining undetected faults, in the hope that we will “acciden-
tally” test additional faults.

VLSI designers have become accustomed to analog circuit simulators (e.g.,
SPICE [163, 484, 486]), which let them model the actual defects in circuit behavior
and see analog signal aberrations. The problems of analog modeling for ATPG are:

1. The huge number of different faults possible in large circuits.

2. The exponential complexity of the algorithm (i.e., for a sequential circuit with
only 20 flip-flops, sequential ATPG may take days of computing.) Since se-
quential ATPG is slow at the Boolean level of representation, it will be even
slower at the analog level of representation.

3. ATPG for transistor structures must model bidirectional and tri-state behavior
(see Chapter 4.) Fault models and ATPG algorithms exist but are more com-
plex than their logic gate counterparts [105, 287, 538]. Though there are test
generators that can operate at the transistor level [173, 212, 250, 386, 389], the
prevailing test methodology continues to rely upon gate-level stuck-at faults.

Table 7.2 shows the history of accelerating combinational ATPG. The speedups
in the table are very approximate, and should be treated as order-of-magnitude
estimates, due to the difficulty in normalizing the CPU times of the older CPUs
on which the earlier algorithm experiments were run, and due to implementation
differences. The earliest and last two table entries are not ATPG systems (see
Section 7.6), but the middle entries are. The ATPG system, using random-pattern
generation, has an unfair advantage over the pure algorithm execution experiments.
Also, the TRAN algorithm and the algorithm of Tafertshofer et al. perform much
better than the other systems on particularly huge circuits, which is not reflected
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Table 7.3: Test vectors for all circuit faults.

Fault | Test | Response (good/failing)

[asa0 | A=0 | D

lasal | A=1 D i
bsal | A=1 D ‘
bsal | A=0 D |

g sao p sa0 A
A C
saft saft B

a—>0—oc

(a) Irredundant hardware from testing definition.

(b) Redundant hardware from testing definition.

Figure 7.8: Redundancy definition for testing purposes.

by these benchmark results. We see that improvements come slowly, and that they
have barely kept pace with Moore’s Law [477, 478].

7.2 Redundancy Identification (RID)

Combinational ATPG algorithms provide a major side benefit. They can de-
termine when the circuit has unnecessary, or redundant, hardware. In testing, one
can remove redundant hardware and the circuit will still function exactly the same
way as before. However, there are still circuits with unnecessary hardware that are
fully testable, so we do not consider that hardware (in testing) to be redundant.
We only consider hardware that is untestable for stuck-faults to be redundant. In
Figure 7.8(a), the first two inverters of the three inverters are unnecessary, unless
they are part of a chain of cascaded amplifiers needed to amplify A to drive C. In
most cases, however, they are unnecessary. However, notice that the stuck-at-0 and
stuck-at-1 faults on the first two inverters are fully testable by the vectors shown in
Table 7.3, so in the testing sense, these inverters are NOT redundant.

Now consider Figure 7.8(b). In order to excite the stuck-at-O fault on line d,
we must set both AND gate inputs, A and B, to 1. However, this causes an input
of the OR gate, E, to be 1, and blocks the fault effect from propagating from line
d to output E. In this case, the conditions for sensitizing the fault also block its
effect propagation, and this means that the circuit behaves identically whether or
not the fault is present. This is an unfestable fault, and in combinational circuits
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untestable faults indicate redundant hardware. We remove the redundant hardware
by noticing that since the fault does not change the circuit behavior, we can assume
that line d is always at logic 0, and so we permanently ground it. Then, we can (1)
remove the OR gate and replace it with a wire (since it no longer serves any useful
function), and (2) discard the AND gate and input A for the same reason. The
irredundant circuit degenerates into a wire from B to E.

We now discuss the benefits of redundant hardware removal. In the 1970s, logic
gates were bulky and expensive, so it was highly important to eliminate redundant
hardware to control costs. This is no longer true — at present a 2-input AND gate in
ultra large scale integrated (ULSI) circuit technology costs roughly 0.012 cents [584],
so there is little cost reduction from removing the redundant AND gate. However,
notice that our irredundant logic circuit is faster. Instead of requiring two logic gate
delays and the wiring propagation delay, it only requires the wiring propagation
delay. Also, notice that the circuit consumes less power, since two logic gates were
eliminated. Both of these motivations are critical at present, since the stress is on
speed and controlling power dissipation.

There is an even more critical reliability reason for redundancy removal. Fig-
ure 7.9 shows a pernicious fault masking problem. Figure 7.9(a) shows a conflict
indicating that g sal is a redundant fault. However, Figure 7.9(b) shows that f
sa0 is a testable stuck-at-O fault, either through path f — e — [ — ¢ — Z or path
f—g—-m—q— Z In this case, the ATPG algorithm chose path f—-e -1 -qg—-Z
through the redundant fault site g sal. In Figure 7.9(b), the redundant fault g sal
is not present, and the test for f sa0 correctly tests for fault f sa0. However, in
Figure 7.9(c) the redundant fault g sal is present, and it blocks the propagation
for fault f sa0, which is also present, and causes the test for f sa0 to assume the
good machine value at the output. For multiple stuck-faults, if one of the multiple
faults is redundant, the presence of the redundant fault may mask (hide) the pres-
ence of other, testable faults. This is a serious compromise of circuit reliability. At
present, ULSI technology is increasingly used in systems critical to human safety or
wealth, such as automobile engine controls, jet aircraft control systems, jet engine
controls, high-speed bullet train controls, telephone exchange controls, and stock
selection programs (running on a PC.) Therefore, it is essential for reliability that
all redundant hardware be removed from the circuit.

Figure 7.10(a) shows Boolean function QUT0 = A- B+ A - C as a Karnaugh
map. In the map we see that the implicants for A - B and A -C do not overlap.
Therefore, some designers also include the implicant B - C, which redundantly covers
the transition of A switching between O and 1 while both B and C are 1. This
redundant implicant eliminates hazards in this switching situation for the function
at the output OUT0. The implicant in the Karnaugh map and the corresponding
additional gate in the implementation are shown in grey shade in Figure 7.10. Notice
that there is a redundant stuck-at-0 fault in this circuit on line e. The presence of
this fault has no effect on the function, but if it is present, it will mask any testable
fault whose test pattern uses the path going through line e to propagate the fault to
the OUTO line. In addition to the redundant fault problem caused by this hardware,
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(c) Fault f sa0 is masked when fault g sal is present.

Figure 7.9: Fault masking problem.
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Figure 7.10: Redundant implicant to eliminate hazards.
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Figure 7.11: Testing as a global circuit problem.

there is additional chip area and power required by this redundant logic.

In Section 7.3, we will show how fully-testable sub-assemblies with no redun-
dant logic may be combined into an assembly that has redundant hardware, and
therefore, is slower, wastes power, and may be unreliable if multiple stuck-faults
are present. For the design of a new microprocessor, a typical design team may
have 12 to 30 ULSI circuit designers, and the microprocessor might contain 12.5
million logic gates. It is impossible for the designers to manually determine whether
redundant hardware exists in the design. The commercially available Synopsys’ M
logic synthesis system [75, 381] will synthesize moderately-sized designs into irre-
dundant hardware, but huge designs must be partitioned before they can be syn-
thesized. The act of partitioning introduces the potential for redundant hardware,
and ATPG algorithms are one of the best methods for finding this redundant hard-
ware. An accompanying redundancy removal tool will examine the redundant fault
list produced by ATPG and remove the corresponding unwanted hardware. When
removing redundant hardware, the removal of one redundant fault may make other
formerly redundant faults testable, so we use the procedure below. In a real sense,
the ATPG algorithm and redundancy remover complete the logic optimization that
was incompletely done by a logic synthesis algorithm.

Algorithm 7.1 Redundancy removal.
Repeat until there are no more redundant faults:

Use ATPG to find all redundant faults;
Remove all redundant faults with non-overlapping fault
effect areas;

}

Implication-based redundancy identification (RID) algorithms that do not require
ATPG have been described by Iyer [328], and by Iyer and Abramovici [329]. These
algorithms analyze the circuit without targeting any specific faults and can find
many, but not all, redundant faults. Similar algorithms are implemented using the
implication graph and transitive closure [28, 399].

Elimination of logic redundancy can reduce chip area, delay, power consumption,
and improve testability. In some typical instances redundancy may not be avoidable.
When an irredundant circuit is mapped onto a standard cell library it may become
necessary to have extra gates or gate inputs to minimize the overall area. Keutzer et
al. [352] show that redundancy is not necessary for the speed of logic, but point out
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Figure 7.12: Fault cone.

that one may have to use extra logic to have an optimum-speed irredundant circuit.
Gharaybeh et al. [244] report that they had to add as many as 41% more gates to
obtain an irredundant delay-optimized design of the benchmark circuit s1238.

7.3 Testing as a Global Problem

Figure 7.11 shows two sub-assemblies A and B. By itself each sub-assembly
is fully testable for all input and output signals stuck-at logic 0 or 1 (sa0 or sal.)
However, a local test-pattern of A for a sa0 fault on its output has both inputs at
logic 1. When we apply this pattern to the composite circuit, both inputs of A and
the bottom input of B are set to logic 1. The top input of B receives the fault effect
1/0, which means that if the fault is not present, the input is 1, and if it is present,
the input is 0. However, the bottom input of 1 for B forces the output of B (OUTO0)
to be logic 1, and blocks observation of the fault effect coming from A. This simple
example illustrates that testing is a global problem: Combinations of fully-testable
modules in a logic circuit are not necessarily fully-testable, and may not be testable
by the same patterns that would test the modules individually. In this case, the
output of A sa0 is untestable.

7.4 Definitions
Definitions presented here are common to all ATPG algorithms.

Definition 7.1 The fault cone is the portion of a circuit whose signals are reach-
able by a forward trace of the circuit topology starting at the fault site.

Figure 7.12 shows an example circuit, a fault (on the lower fanout of B), the fault
cone, the circuit labeling in the five-valued algebra, and the D-frontier.

Definition 7.2 A forward implication results when the inputs to a logic gate are
significantly labeled so that the output can be uniquely determined.
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Figure 7.13: Forward implication examples (a) and implication table (b).

Arrows in Figure 7.13(a) show the forward implications for various logic gates. The
arrows point from known signals to signals inferred by the forward implication. One
of the best ways to implement a forward implication routine is in Figure 7.13(b),
where a two-dimensional table gives the labeling for the AND gate output ¢ in
terms of the inputs a and b. However, a forward implication routine can also be
written procedurally, using if-then-else statements. Algorithm 7.2 shows how to
handle a NAND gate with an arbitrary number of inputs, using the AND gate and
INVERTER implication tables. The methods for other logic gates are similar.

Algorithm 7.2 NAND gate forward implication.
Copy the first input labeling to the gate output.
For each additional input:

Combine the next input with the present gate output using AND gate forward
implication table.
Store the table value at the present gate output.

Use INVERTER gate forward implication table to invert the present gate output.
Store the table value at the present gate output.

Definition 7.3 Backward implication is the unique determination of all inputs of
a gate for given output and possibly some of the inputs.

Using tables to implement backward implications is cumbersome for gates with
more than 2 inputs. Therefore, backward implications are usually implemented
procedurally. Figure 7.14 shows examples of backwards implications.

Definition 7.4 The implication stack [550] is a push-down stack that records each
signal set in the circuit by the ATPG algorithm, and whether the alternate signal
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Figure 7.14: Backward implication examples.

Signal | Value | Alternative tried
Stack ptr. @ A T NO
C 1 NO
3 1 NO
B 0 YES

Figure 7.15: Implication stack.

value has already been tried for that signal. This is an efficient way of representing
which portion of the circuit’s binary decision tree has already been traversed by the
ATPG algorithm, so that search of that tree portion is not repeated.

In the circuit of Figure 7.12, assume that signals were set in the order A, C, E,
and B. Furthermore, assume that the ATPG algorithm first tried setting signal B
to 1, and that this failed, so B has been set, instead, to 0. Figure 7.15 shows the
implication stack.

Definition 7.5 The D-frontier [550] is the set of all gates with D or D at inputs
and X at the output. The D-frontier divides the circuit into two parts, one with
fault effects (D and D) and the other without.

Figure 7.12 shows the D-frontier for the circuit, given the implication stack in Fig-
ure 7.15, after A, C, E, and B are set but while F and G are unassigned.

Definition 7.6 The ATPG algorithm may decide to backtrack (or backup) [550],
when it finds one of the following conditions:

® The D-frontier becomes empty, meaning that there is no possibility of propa-
gating a fault effect through the circuit.

* A signal must be simultaneously set to both 0 and 1 in order to satisfy the
testing conditions for the test vector, but this is obviously impossible.

When a backtrack occurs, the ATPG algorithm removes one or more signal assign-
ments from the implication stack, and then selects the alternate assignment for a
signal already on the stack. This causes the binary decision tree to be explored in
depth-first fashion.
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Signal | Value |Alternative tried
E 1 NO

Stack ptr. @
1 B 0 YES
= 0 YES

Figure 7.16: Backup of ATPG algorithm.

Figure 7.16 shows the stack after a backtrack caused by the algorithm determin-
ing that a 1 on F will block the fault propagation, and therefore the alternative
assignment of O for F is being tried.

Definition 7.7 Objectives [258] are determined by the ATPG algorithm, and serve
as desired goals to be achieved during ATPG. Frequently, many intermediate signal
assignments are needed in order to achieve an objective. Naturally, in the course
of these intermediate assignments, backtracks may occur before the objective can be
achieved, or it may even be discovered that the objective is unachievable, in which
case a better objective must be constructed. Objectives are useful because they guide
the ATPG search through the binary decision tree, to avoid areas of infeasible or
difficult solutions. Most of the improvements to ATPG algorithms over the years
have come from better selection of objectives, coupled with a reduction in backtracks.
A typical objective would be to “set signal A to 0.”

Definition 7.8 Backtrace [258] is an operation used to determine which PI should
be set to achieve an objective. It is most frequently implemented using Gold-
stein’s [263] combinational controllability and observability measures (see Chap-
ter 6), although other measures can be used (and sometimes more successfully.)

Figure 7.17 shows the objective J = 1. For OR gate J, we wish to trace backwards
through it and find the easiest way to justify J = 1 at the PIs. We need only set one
input of OR gate J to 1, so we should pick the easiest one to set (i.e., the one with
lowest CC1), which is the bottom one. That means that backtrace determines that
D =1 satisfies the objective J =1 with the least effort. If the objective were J = 0,
then matters would be different. To justify that objective, we would set all three
inputs to OR gate J to 0. We should begin by picking the hardest sub-objective
first, which will be setting the top input to 0, since it has the highest controllability
difficulty for logic 0 (CC0.) We achieve a 0 on the top input to OR gate J with the
signal assignments A = 1 and B = 1 by tracing the hardest backwards path first,
followed by setting E = 0. This allows us to proceed to justifying the middle input
of J to 0, which we achieve with the assignment C = 0. Finally, we assign D = 0
to justify J = 0.

Backtrace [258] is this entire process of determining the easiest set of PI assign-
ments that justify an objective. Its advantage is that we delete all of the intermediate
nodes between the objective and the Pls from the ATPG algorithm search space.
Since backtrace is frequently done, it must be highly efficient.
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Figure 7.17: Backtracing of ATPG algorithm.
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Figure 7.18: Singular cover examples for logic gates.

Definition 7.9 Branch-and-bound search is used fo efficiently search the binary
decision tree for suitable test-patterns. At each level of the tree, the branching opera-
tion determines which input variable will be set to what value (0 or 1.) The bounding
operation avoids exploring large portions of this tree by restricting the search deci-
sion choices, since complete exploration is impractical. ATPG algorithms require us
to make decisions about exploring this tree, frequently with only limited information.
We use heuristics or even heuristic algorithms to bound the tree search.

7.5 Significant Combinational ATPG Algorithms

Combinational ATPG algorithms are best learned by starting at the beginning
of the field, and studying the algorithms in the order of increasing sophistication.
The seminal and first algorithm was Roth’s D-Algorithm (D-ALG) [550], which
established the calculus and algorithms for ATPG using D-cubes. The next devel-
opment was Goel’s [258] PODEM algorithm. He efficiently used path propagation
constraints to limit the ATPG algorithm search space, and introduced the notion
of backtrace. The third significant development was Fujiwara and Shimono’s FAN
algorithm [229, 232, 233]. They efficiently constrained the backtrace to speed up
search, and took advantage of signal information to limit the search space. There
are several later and more advanced algorithms that we will discuss only briefly.

7.5.1 D-Calculus and D-Algorithm (Roth)

We discuss Roth’s D-Algorithm [550] in depth, since it is the basis of all subse-
quent ATPG algorithms. Armstrong [55] also did early work on ATPG.
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Table 7.4: Singular cover of AND and NOR gates.

[ Gate | Inputs | Output || Gate | Inputs | Output

| type type

[AND [a | b d |[NOR[d [ e F

| 1 [0 X| 0 || 4 [1]X 0 |
i 2 X0 0 5! X1 0

| 3 |1]1 1 | 6 |ofo 1

Definitions.

1. The singular cover of a logic gate is the minimal set of input signal assignments
needed to represent essential prime implicants in the Karnaugh map of that
logic gate, for both output cases of 0 and 1. Figure 7.18 shows an example.
Table 7.4 gives the singular cover for the AND and NOR gates in this circuit.

2. A D-cube is a collapsed truth table entry that can be used to characterize an
arbitrary logic block. Combine rows 3 and 1 of the AND gate singular cover,
express it in Roth’s five-valued algebra (with row 3 as the good machine and
row 1 as the bad machine), and you get the AND gate propagation D-cube
“D 1 D.” Interchange the role of the two inputs and you get the additional
cube “1 D D.” AND these two D-cubes together and you get a third cube
“D D D.” Realize that you can replace D in these cubes by D and they
are still valid, and you now have the complete set of D-cubes describing how
fault effects can be propagated through the AND gate. However, if one cube
signal is changed from D to D, then the sense of all D and D signals in the
cube must be inverted. You can verify that the cube set for the NOR gate is
“0 0D 0 DD, and “D D D.”

3. The D-intersection operation [550] is defined as the set of circumstances under
which different cube labelings for different logic gates can coexist in the circuit.
The rule is that if one cube assigns a specific signal value, then other cubes
must assign either that same signal value or X to the signal. Equations 7.11
give the simpler rules of cube intersection.

0N0=0NX=XN0=0
INl=1NX=XNn1=1 (7.11)
XNX=X

For example, “0 X X" N “1 X X”= ¢ (the empty cube.) This means that the
cubes are incompatible and cannot be used together. There are two kinds of
D-cubes: (1) Those where only one input coordinate is D or D, and (2) Those
where multiple input coordinates are D or D. Table 7.5 gives the complete
D-intersection operation. If 4 or ¢ occur during D-intersection, then the cubes
are incompatible. If both x4 and A occur, then the cubes are incompatible. If
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Table 7.5: Complete D-intersection operation.

[nJo]1][x[Dn[D]
; 0100 |9 |
T (é[1[1 v ]|
x|lol1]|x|p|D
Dy | D]l
D|y|v|D|X|up

¢ — empty
1 — undefined (same effect as ¢)

i or A — requires inversion of D and D

only g occurs, then DND = D and DND = D. Ifonly X occurs, transform the
second cube as follows: D = D and D = D. Then, apply the p intersection
rules. D-intersection is commutative and associative.

4. Cube A D-contains cube B if the set of A cube vertices contains (is a superset
of) the B cube vertices.

5. The primitive D-cubes of failure (PDF) model faults in a logic circuit, and can
model any (1) stuck-at-O fault, (2) stuck-at-1 fault, (3) bridging fault (short
circuit), or (4) arbitrary change in logic gate function (e.g., from AND to OR.)
For the AND gate in Table 7.4, the primitive D-cube of failure of the AND
gate output stuck-at-O is “1 1 D,” since in the good machine both inputs
must be set to 1 to cause the gate output to have a 1, but the stuck-fault
causes the output to be O in the bad machine. The two primitive D-cubes of
failure for the AND gate output stuck-at-1 are “0 X D” and “X 0 D.” The
primitive D-cubes of failure will be distinctly different from the propagation
D-cubes, since the former model a failure at that gate, while the latter model
the conditions under which fault effects can propagate through the gate. A
simple wire x stuck-at-0 (1) would be represented as a single-element cube D
(D) for the signal x. Each collapsed circuit fault has a unique set of primitive
D-cubes of failure.

6. The implication procedure consists of modeling the fault with the appropriate
primitive D-cube of failure (PDF), selecting propagation D-cubes to propagate
the fault-effect to a circuit output (called the D-drive procedure), and selecting
singular cover cubes to justify internal circuit signals (called the consistency
procedure.) Unfortunately, the D-Algorithm selected cubes and singular covers
very arbitrarily during test generation. When cube intersection failed, the
procedure backed up to the last decision point (at which a cube was selected)
and selected an alternate cube, instead.

Generation of Complex Fault Models. It is frequently necessary to generate fault
models for bridging faults and complex logic gate function changes. The following
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Short Circuit
4 a (Bridging Fault) 1

N | T R e T

#
-
-

Becomes WIRED-OR

Figure 7.19: Wired-OR bridging fault short-circuiting wires a and b.

Table 7.6: Cube intersection for short circuit (bridging fault.)

(Cu-l.n_t—_&_i(_:t | a | b ] a* | bx |:: Cube-set ] a l_b [ ax | bx |
a0 [O[X[]O0[X]
X | 0| X |0 | Primitive D-cubes '
al 1 [ X[1[X] of failure 1(0] 1 !ﬁ
X|1|[|X |1 for bridging 0|1|D]|1
B0 |0]0]|0]o0 fault '
gt 1T X L1 ;
11X 13 )1 !

procedure constructs the primitive D-cubes of failure for these complex faults.

1. Construct a cube set al when the good machine output is 1 and the set 0
when the good machine output is O.

2. Construct a cube set #1 when the failing machine output is 1 and the set 50
when the failing machine output is 0.

3. Change the output of all @l cubes to 0 and D-intersect each such cube with
every B0 cube. If any cubes result, change their output coordinate to D to
indicate that these cubes excite the condition where the good machine output
should be 1, but it instead became the bad machine output O.

4. Change the output of all a0 cubes to 1 and D-intersect them with the (1
cubes. If any cubes result, change their output coordinate to D to indicate
that these cubes excite the condition where the good machine output should
be O, but it instead became the bad machine output 1.

Bridging Fault Example. Figure 7.19 shows how the output wires from logic
gates a and b are short circuited, and due to the nature of the transistor circuitry
became a wired-OR logic function. This could happen due to a missing spot of insu-
lator that allowed wires on two different metal layers to short on a chip. According
to the above procedure for generating cubes to model this bridging fault, Step 3
produces no cubes, because the altered a1 cubes are incompatible with the 0 cube.
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a
c ) : c

Figure 7.20: Fault transforming an AND gate into an OR gate.

Table 7.7: Cube intersection for gate function change fault.

| Cube-set | a | b i ¢ || ~ Cube-set |a [ b | ¢ l
' al 0[x]o Primitive ‘
X100 D-cubes |0 1D
al 1|11 of failure !
B0 | 0[0[0| forAND |1|0|D
1 1 | X |1] becoming OR
X |1 ]1]

However, you can verify that Step 4 produces the primitive D-cubes of failure listed
in Table 7.6.

Logic Gate Function Change Example. Figure 7.20 shows how a fault trans-
forms an AND gate into an OR gate. This rare defect could happen when a very
large blob of polysilicon landed on multiple transistors in a logic gate, merging them
into a single transistor. By the above procedure, Step 3 produces no cubes, because
the altered al cube is incompatible with the B0 cube. However, Step 4 produces
the primitive D-cubes of failure listed in Table 7.7. This is an extremely powerful
fault modeling method.

D-Algorithm. The fest cube refers to the set of all PI, intermediate, and PO circuit
signals that are set to get a test for the fault.

Algorithm 7.3 D-ALG.
Number all circuit lines in increasing level order from Pls to POs;
Select a primitive D-cube of the fault to be the test cube and put the
logic gate output(s) with inputs labeled as D (D) onto the D-frontier;
D-drive ();
Consistency ();
return ();
D-drive () /* Create a D-chain of propagation cubes from the fault to a PO */

while (untried fault effects exist on the D-frontier)

Select next untried D-frontier gate for fault propagation forward;
while (untried fault effect fanouts still exist)

Select the next untried fanout of the fault effect to be propagated;
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Generate the next untried propagation D-cube, for the next

fanout branch of the fault effect, to drive the fault effect to a PO;
D-intersect the selected propagation D-cube with current test cube;
if (intersection fails or is undefined) continue (go to end of loop);
if (all possible propagation D-cubes were tried and failed) break;

if (intersection succeeded)

Add the propagation D-cube fo the test cube and recreate the
D-frontier with all propagating fault effects closest to POs;

Find all forward and backward implications of the new signal
assignment;

Save D-frontier, algorithm state, test cube, fanout branches
tried, fanout number, and fault effect number on the stack;

break;

else if (intersection fails with D and D in test cube) Backtrack ();
else if (intersection fails) break (go to outer loop);

}
if (all fault effects were tried and could not be propagated) Backtrack ();
}

return;

Consistency () /* Justifies all unjustified internal circuit signals */

{

g = coordinates of the test cube with only Is and Os;
if (g consists only of primary inputs) declare the fault testable and stop;
for (each unjustified signal in g)

Select highest-numbered unjustified 0 or 1 signal 7 in g (not a Pl);
if (inputs to logic gate driving 7z are labeled as both D and D) break;
while (there are untried singular covers of the gate driving z)

Select the next untried singular cover of the gate driving z;
if (there are no more untried singular covers)

if (no untried choices in imp. stack) stop: fault untestable;
else if (untried alternatives exist in consistency mode)

then pop implication stack and try alternative assignment;
else

{
Backtrack ();
D-drive ();

}
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Table 7.8: Truth table for simple circuit.

: In-im!s ! {)III]IJ_I-H.
la|b I c o

o [1_"'10 o |
‘ 1 ‘ 0
|

|
1lof1] o
1|10 o
1{1]1] o

if (the singular cover D-intersects with z) delete z from g, add
the inputs to the singular cover to g, find all forward and
backward implications of the new signal assignment, and break;
if (intersection fails) mark this singular cover as failing;

}
}

return;
}
Backtrack ()

if (a PO exists with the fault effect) Consistency ();

else pop prior implication stack setting to try an alternative assignment;
if (no untried choices in implication stack) stop: fault untestable;

else return;

}

Automatic Test-Pattern Generation Examples. In the following examples, for
clarity we assume that D-ALG has all single and multiple input propagation D-
cubes with single or multiple input D (D) values tabulated for all types of logic
gates. In reality, Roth’s procedure dynamically generated all propagation D-cubes,

whether they had single or multiple D (D) inputs (double D cubes), as they were
needed.

Example 7.1 Roth’s First Example. Consider the circuit of Figure 7.18. Ta-
ble 7.8 shows its truth table. Table 7.9 shows all of the singular cover and D-cubes
for this circuit in a tabular form. The D-cubes give the conditions under which a
difference between the good and failing machines can be propagated through a gate.
The cube interpretation is that if the Ds in the cube are set to 0 (I), then all Dsin
the cube must be set to 1 (0). Table 7.10 shows the actual order in which D-ALG
might select cubes for testing the fault d sa0. The algorithm selected the next cube, to
intersect with the other previously-selected cubes in order to test the fault, according
to the gate level ordering.
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Table 7.9: Singular cover and D-cubes for Example 7.1.
(AlB[Cld]e]F] |
Singular cover

1.1 1 1
0 Used
111 0 for
1 justifying
0 1 lines
110
(] 0
0011
Propagation D-cubes
D |1 D
1| D D Conditions
D | D D under which
D1 D difference
1|D D between
D|D D good and failing
D|0|D machines can
0 | D | D | propagate through gate
[ D|D|D

Table 7.10: Steps of Example 7.1 for fault d sa0.
|Step“A|B|C|d|e|F||Typeofcube [

1 11 D Primitive D-cube of failure for AND gate
2 D | 0 | D || Propagation D-cube for NOR gate
3 1-]1 0 Singular cover of NAND gate

Figure 7.21: Circuit for Example 7.2.
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Table 7.11: Steps of Example 7.2 for line A sa0 fault.

| Sep | [ATBICIDe]7 oAl [RIF[E] ]
D-drive 1 D
2| D 0 D|
( N Ds
3 i_I D 0 D|n|D|1|D| driven |
| = | D 0 D 1| D || to POs
i_:zytlsist011(:y' 4 || or 1 | 1
) not 01
6 or | 0 01]0
7 and [ 0 0 |
tc" |[D]0 |0 0j0f[1]|D 1|D |
D-chain dies

tc™ is the Test Cube after step n.

Example 7.2 Roth’s Second Example. Figure 7.21 [550] shows Roth’s second
circuit example. We wish to test line A stuck-at-0. Table 7.11 shows the selection
of the primitive D-cube of failure for the fault site (Step 1), and the subsequent
selection of two cubes to propagate that fault effect to a circuit output. However,
the final phase of the D-Algorithm uses the singular cover to justify internal signals
selected by these cubes. This means that the singular cover must contain the prime
implicants of all of the logic gates for this operation to work. Table 7.11 shows the
remaining algorithm cube selection steps to generate a complete test for the fault.

Example 7.3 Complex D-Algorithm Example. Figure 7.22 shows the circuit
for this example. Table 7.12 gives various decision steps for the fault s sal and Ta-
ble 7.13 provides propagation D-cubes and singular cover. There are no backtracks.
The second part of Table 7.12 shows the outcome for the fault u sal. If the singular
cover cubes are selected so that inputs are first set to 0, rather then 1, the test gen-
eration for this fault results in one backtrack before D-Algorithm corrects its initial
error of setting B = 0. In this example, D-Algorithm works very well. However,
its serious limitations are that it insists on propagating the D-frontier strictly in
the order of increasing circuit signal numbers listed in the D-frontier, and it insists
on justifying unjustified internal signals in the order of decreasing signal numbers
in the active test cube. These methods are often counterproductive, although here
they work well, because better heuristics are needed for deciding which signals are
best to manipulate at each stage of the computation. Also, the algorithm normally
selects a singular cover to set an input to 1 first, rather than to set it to O first. A
better heuristic is needed for selecting the value of the assignment. Also, D-ALG
insists on propagating all D-frontier fault effects to POs, whenever possible. This is
unnecessary, since only one fault effect propagated to a PO is sufficient for a test.
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1,1
(_0 ) 2,3)
i d
1
B 1
h
(1,1)
(1,1)
c

(a,b) means that the line has CCO=a and CC1=b
Only circled values apply to D-ALG, but all values apply to PODEM.

Figure 7.22: An example of D-ALG and need for improvements.

Table 7.12: Steps of Example 7.3 for s sal and u sal in Figure 7.22.
[ Step || A[BlC[d]m‘q|r| s|’u[X‘Y[Z ” Type of cube |
Steps of Example 7.3 for s sal.

1 11D PDF
0[1|D D Prop. D-cube Y
1| [1{1|0[1|D|D|0|D Forward /backward implications
3 1{1{1|1{1|0[1{D|D|0|D|D | Prop. D-cube Z
Steps of Example 7.3 for u sal.
A[B|Cld|m|q|r|u|v|X|Y|Z
1 11D PDF
2 0 1|\D|D Prop. D-cube v
0| [0/1(0j]1|D|D|1|0 Forward /backward implications
d =0 and m = 1 cannot justify r = 1
Backtrack — need to try alternative propagation D-cube for v
1D
3 1 1/\D|D Prop. D-cube for v
4 1{1| |1| 1|D|D D || Prop. D-cube for Z
1/1(1|1{1]0/1{D|D|0|0|D || Forward/backward implications
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Table 7.13: Propagation D-cubes and singular cover for Example 7.3.

A|B|C|d|m|q|r|s|v|X|Y|Z || A|B|C|d|m|q|r|s|v|X|Y|Z
D|1| [D 11l 1
1|D| |D 0[X| |0
D|D| |D X(o| |0
0| |D|D 0| |01
1| |D|D of [1]0
D| |0|D 1| |0fO
D| |1|D 1t (11T
0|D| |D 0|0| |1
1|D| |D o[1] |0
Dlo| |D 1|0 [0
D|1| |D /1] |1
01
D|D 1(0
1 D D 1 1 0
D 1 D 0 X 1
D D D % 0 1
0| |D D 0| |0 0
Dl |0 D 1l X 1
D| |D D X| |1 1
0 D|D 0 0|1
1 D|D 0 110
D 0|D 1 0|0
D 1|D 1 11
1| |1 D D 1] |1 1 0
1| |D 1 D 0| X b4 1
1 1 D D X| |0 3.4 1
D| |D D D X| X 0 1

7.5.2 PODEM (Goel)

In the late 1970s, semiconductor DRAM memory was introduced into IBM
mainframe computers, and this memory required error correction and translation
(ECAT) circuits to raise its reliability to acceptable levels. Unfortunately, D-ALG
failed to generate tests for these circuits, because its search was too undirected.
ECAT circuits consists of XOR logic gate trees, where all external gate inputs have
to be set before an output signal is defined. Goel [258] introduced the PODEM*
algorithm to deal with these circuits. Many standard ATPG concepts (described
earlier) came from PODEM:

* PODEM expanded the binary decision tree only around the PI variables, and

*Acronym for Path Oriented DEcision Making.
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not around all circuit signals. This greatly reduced the size of the tree from
2" to 2"°-P¥ where n is the number of logic gates and no_pis is the number
of primary inputs. This greatly accelerated ATPG.

e D-ALG tended to continue intersecting D-cubes, even when the D-frontier dis-
appeared. Goel introduced a subroutine (X-PATH-CHECK) to test whether
the D-frontier still existed. If not, PODEM would backtrack immediately, and
this also greatly accelerated the search.

e Goel introduced objectives into ATPG algorithms. The initial objective was
selected to bring the ATPG algorithm closer to propagating a D or Dto a
PO.

e Goel recognized that choosing primary inputs to set was important in effi-
ciently realizing objectives. He invented backtracing (defined earlier in Sec-
tion 7.4.) Backtracing obtained a PI assignment given the initial objective.
PODEM used the length of paths between its initial objective and POs to
measure the difficulty of sensitizing a path. This was simply given by the
logic level of the logic gate at the start of the path, which was the minimum
number of logic gates between the start of the path and any PO. Objectives
were selected by level to pick the easiest objective to achieve. After objec-
tives were selected, backtracing determined PI assignments to justify these
objectives. This was determined using controllability measures. In fact, Goel
was the first to use controllability/observability measures effectively to guide
the ATPG algorithm, although Rutman [555] had experimented with this ear-
lier. Goel used a logic gate level distance to measure testability. Here we will
use SCOAP controllability (CCO and CC1) (described earlier in Chapter 6)
and level distance observability measures to illustrate PODEM. However, any
other controllability and observability measures may be used with PODEM.

Figure 7.23 shows the high-level flow of the PODEM algorithm. For selecting an
objective, PODEM found the logic gate with D or Don its inputs that was closest
to a PO. If X-PATH-CHECK indicated that a path existed with unassigned signals
from that gate to a PO, it would set the gate objective of obtaining a 1 on that gate
output if it was an AND or an OR gate and a 0O if it was a NAND or a NOR gate
to propagate the D forward. Opposite objectives were used to propagate D.

Next, backtracing occurred by tracing backwards from the objective. If all logic
gate inputs had to be set to achieve the objective, PODEM backtraced through the
hardest-to-control input first. That way, if controlling that input failed, it wasted
no time trying easier-to-control inputs. If only one logic gate input needed to be set
to achieve the objective, PODEM backtraced through the easiest-to-control input.
The selected input during backtracing became the next objective to satisfy.

Let us reconsider the circuit of Figure 7.22. Table 7.14 shows the steps that
PODEM follows during ATPG for the fault s sal, and Table 7.15 shows PODEM’s
implication stack and objectives as ATPG proceeds, based on gate SCOAP control-
lability measures.
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Figure 7.23: PODEM algorithm high-level flow chart.
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Table 7.14: PODEM ATPG decision steps for example in Figure 7.22.
Step | Action
1. Select path s — Y

2. Initial objective: Set r to 1

3. Backtrace from r

4. Implications in stack: A =0

5. Forward implications: d = 0, X = 1

6. Initial objective: Set r to 1

7. Backtrace from r again

8. Implicati(ms“in stack: A=0, B=1

9. Forward implications: k=1, m=0,r=1,¢=1,Y =1,s =D, u = D,

v=D,72=1.

10. X-PATH-CHECK shows paths s — Y and s — u — v — Z are blocked (the
D-frontier disappeared), so backtrack.
11. | Set B = 0 (alternate assignment)

12. Forward illlpli(‘.}l.ti(_]“lISZ d=0,X=1,m=1, r=0. Conflict - fault not
| sensitized. Backtrack.

13. | Set A =1 (alternate assignment)

14. Backtrace from r again.
15. Set B = 0. |
16. Forward implications: d =0, X = 1, m = 1, r = 0. Conflict — fault not |
sensitized. Backtrack. i
17. | Set B =1 (alternate assignment)

L |

18. Forward implications: d=1,m=1,r=1,¢q=0,s=D,v=D, X =0, ;
Y = D, and the fault is tested. '

In the example, since path s — Y has level distance 1 from a PO, and path
s — u — v — Z has level distance 2 from a PO, PODEM chooses path s — Y as the
fault propagation path. X-PATH-CHECK determines that there is an X path along
path s — Y to PO Y, so the initial objective is to set r (the driver of 5) to a 0 to
sensitize the fault. Since both inputs of XOR gate » must be controlled to define
r, PODEM picks the hardest-to-control input n with an objective of setting it to 0.
This leads to various intermediate objectives listed in Table 7.15, and results in the
implication A = 0. A forward implication from that results in d = 0, and X = 1.
However, this still does not define r, so backtracing from r occurs again. This leads
to the primary input assignment B = 1. Forward implications from that are k£ = 1,
m=0,r=0,g=1,Y=1,s=D,u=D,v=D, and Z = 1.

At this point, X-PATH-CHECK indicates that the original propagation path,
s — Y, no longer has an X path to PO Y, and that paths — u — v — Z also cannot
propagate a fault effect. The D-frontieris { }. The algorithm backtracks and chooses
the alternate assignment for B, B = (. Forward implications from this yield d = 0,
X =1,m=1, r=1. There is a conflict at s because the fault is not sensitized, so
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Table 7.15: PODEM’s objectives/implication stack for Figure 7.22 example.

I Objective Implication stackj
Set r to 1 (initial) | A=0
Set n to 0
Set m to 0
Set g to 0
Set r to 1 (initial) | A=10
Set n to 0 B=1
Set m to 0
Set k to 1

A=0
B=0
A=1
Set r to 1 (initial) | A=1
Set n to 0 B=0
Set m to 0
Set k to 0
A=1
B=1

23
A | d
1
B 1
h
(1,1)

' A)D"L

- y 1 (16,2)
(1,1) } Z

C

(a,b) means that the line has CCO =a and CC1=0b

Figure 7.24: Example of successful PODEM ATPG.
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the algorithm again backtracks. It removes all assignments for B and sets A = 1.
No forward implications are possible. PODEM backtraces from r, and goes through
the intermediate objectives listed in Table 7.15. It sets B = 0. Forward implications
yieldd =0, X =1, m =1, and r = 1. These is again a conflict at s because the fault
is not sensitized, so PODEM again backtracks. It now sets B = 1, the alternate
assignment for B. This yields the forward implications d =1, m=1,r =0, ¢ =0,
s=D, X = I, andY = D so the fault is tested. Figure 7.24 shows the final circuit
labeling where the test-pattern for the fault s sa0 is ABC =“11X"and the response
XYZ =“0DX.

If one repeats the above example with no controllability measures, where back-
tracing always traces through the first logic gate input and first tries to achieve the
objectives by setting that input to O, then the exact same sequence of decisions will
be followed. This does not mean that the controllability measure does not help, but
instead indicates that this circuit example is pathological. In general, controllability
measures greatly accelerate ATPG.

Algorithm 7.4 shows pseudo-code for the backtracing operation, Algorithm 7.5
shows objective setting, and Algorithm 7.6 shows PODEM pseudo-code.

Algorithm 7.4 Backtrace (s, vs). Translate objective into PI assignment.

{

V = vg;
while (s is a gate output)

{
if (s is NAND or INVERTER or NOR) v =T7;
if (objective requires setting all inputs)
Select unassigned input a of gate s with hardest controllability to value v;
else

Select unassigned input a of gate s with easiest controllability to value v;
s=a;

/* s is now a primary input */
return (s,v) /* Gate and value to be assigned */

Algorithm 7.5 Objective (g, v)
{ /*Target fault gate g stuck-at v */
if (gate g is unassigned) return (g,7);
Select a gate P from the D-frontier;
Select an unassigned input | of P;
if (gate P has controlling values) ¢ = controlling input value of gate P;
else if (0 value easier to get at input of XOR/EQUIVALENCE gate) ¢ =1;
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else c=0;
return (1,¢);

Algorithm 7.6 PODEM.
Podem (fault, vfault)

{
while (no fault effect at POs)

if (xpathcheck (D-frontier)) /* Returns true if test possible because
X-path exists from D-frontier to POs */

(I, v;) = Objective (fault, vfault);
(pi,vpi) = Backtrace (I,v;); /* Find the PI to set */
Imply (pi,vpi); /* Assign the value to the Pl
and Compute all forward implications */
if (Podem (fault, vfault) = SUCCESS) then return (SUCCESS);
/* We need to backtrack */
(pi,vpi) = Backtrack (); /* Return alternate assignment to try */
Imply (pi, vpi);
if (Podem (fault,vfault) = SUCCESS) then return (SUCCESS);
Imply (pi, “X”); /* Mark pi as unknown */
return (FAILURE);

else if (implication stack exhausted) /* no more possibilities */
return (FAILURE);
else Backtrack ();

}
return (SUCCESS);
}

The basic idea of PODEM is to limit the search space to primary inputs without
compromising the completeness. That is done by using the backtrace.

7.5.3 FAN (Fujiwara and Shimino)

Fujiwara and Shimono [232] introduced several novel concepts to further limit
the ATPG search space and to accelerate backtracing in their FAN' algorithm.

Immediate Implications. In a number of situations, PODEM misses opportunities
to immediately assign values that are uniquely determined to signals. Fujiwara

" Acronym for Fanout-oriented test generation.
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E=1
(a) Behavior of PODEM. (b) Behavior of FAN.

Figure 7.25: FAN’s early determination of unique signals.

and Shimono [232] developed the concept of immediate assignment of uniquely-
determined signals. Figure 7.25(a) [232] shows how PODEM would backtrace from
the output signal L through the circuit, would pick the NAND gate input to control,
signal K, and justify K = 1 by backtracing and setting G = 0, which forces B = 0.
This is an unfortunate assignment, because B = 0 forces the assignments H = 1 and
J =0, which prevents achievement of the objective L = 0. In Figure 7.25(b), FAN
instead sets J =1, K =1, and E = 1, because they all eventually have to be set to
1 tojustify L = D, so FAN does this immediately. But J = 1 uniquely determines
H = 0, which uniquely determines A =1 and B = 1. The only way left to obtain
K =1 is to set C = 0, which FAN does. The benefit of all of this is to eliminate
all search operations from this ATPG problem, whereas PODEM must waste time
making an untenable assignment B = 0 and then later retracting it during search.

Unique Sensitization. Fujiwara and Shimono [232] observed an additional oppor-
tunity to find signals that are uniquely determined. In Figure 7.26(b), we see that
in portions of this circuit, there is only one path over which the fault can propagate.
We might as well set the off-path inputs along these path segments to allow signal
propagation immediately, rather than discovering these signal assignments during
search. For the fault E stuck-at-O, the fault must propagate through lines F, H,
K, and M. Therefore, the off-path inputs to the NAND gates driving those lines
must be set to 1 to allow the fault effect to propagate. This immediately implies
the unique sensitization assignments C =1, G =1, J =1, A=1,and L = 1.
Now, backward logic simulation of NAND gate C shows that the only way to justify
C =1, when A =1 already, is to set B = 0. By contrast, in Figure 7.26(a), we
see that PODEM would backtrace from F whose good machine value is 0, and set
an objective C' = 1. Further backtracing leads PODEM to erroneously conclude
A = 0, which implies J = 0, which cuts off fault-effect propagation. Again, FAN
uniquely determines signals while PODEM wastes time searching for a conflict and
ultimately retracts the unfortunate initial signal assignments.

Headlines. Fujiwara and Shimono [232] developed the notion of headlines, which
are points where the circuit can be partitioned such that a cone of logic driven by
PIs can be isolated from the rest of the circuit by cutting a single line, called the
headline. This means that either a logic O or a logic 1 can be justified from the
headline back to the circuit PIs. In Figure 7.27(a) [232], H and J are headlines.
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— Path over which fault is
' ) ) Uniquely Sensitized
(b) Benefits of FAN's unique sensitization.

Figure 7.26: FAN’s unique sensitization.
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(c) FAN decision tree.
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(a) Example circuit.

(b) PODEM decision tree.
Figure 7.27: FAN’s use of headlines.

The advantage of headlines is that one can remove the decision tree representing a
family of PIs and replace it with one choice for the headline value during ATPG.
Signal assignments to the removed PIs are deferred until the ATPG algorithm knows
that it has a viable assignment for the headline. This eliminates the unnecessary
work of searching the decision tree shown in Figure 7.27(b) that PODEM does, and
allows FAN to search the much simpler decision tree shown in Figure 7.27(c). The
initial headline objective is erroneously set to J = 0. PODEM justifies this with a
backtrace, and sets A =1, B =1, and C = 0. When PODEM discovers later that
we really need J = 1 to propagate the fault effect, PODEM revisits the decision
tree, retracts C = 0 and sets C = 1. FAN, however, defers backwards search from
the headline J until it is certain of the final headline objective J = 1. This limits
its search space to the tree shown in Figure 7.27(c). FAN can thenjustify J =1
with A = 0 much more efficiently than PODEM can.

Multiple Backtrace. The final contribution [232] from FAN is the breadth-first
multiple backtrace procedure. We illustrate the inefficiency of depth-first backtracing
in PODEM. In Figure 7.28 [232], we see that PODEM will make six backtraces to
justify C = 0. The first backtrace sets objectives of B = 1 and A = 0. It finally
assigns PI1 = 1. This process is laboriously repeated five more times until we
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Figure 7.28: FAN’s multiple backtrace.
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Figure 7.29: Examples of multiple backtrace.

have PI2 = 1, PI3 =1, PI; = 1, PI5 = 1, and PI6 = 1. This is happening
because PODEM backtraces in a depth-first fashion, so FAN instead backtraces in
a breadth-first fashion. For each fanout stem, FAN computes the ordered triple
(s,m0(8),n1(s)), where s is the fanout stem signal objective number, ng(s) is the
number of times a 0 is needed on that signal, and n;(s) is the number of times a 1
is needed on that signal. The counts of Os and 1s for fanout stems are determined
during breadth-first backtracing from objectives to headlines. Consider the AND
gate in Figure 7.29(a) [232]. When AND gate input X is the easiest-to-control input
during backtracing, ng(X) = no(Y) and ni(X) = n1(Y). For all other inputs X,
ng(X;) = 0 and n1(X;) = ni1(Y). These relations are used, because in order to
justify a 0 on Y, it is easiest to justify it on the easiest-to-control input. However,
in order to justify a 1 on Y, then it must be justified on all inputs.

For the fanout stem in Figure 7.29(b) [232], FAN’s backtracing relationships are:

no(X) = Zno(X) and m(X) = an

=1

So, we say that the number of votes for Os and 1s at the stem is the tally of all
votes from the branches. During the multiple backtrace, FAN searches backwards
in breadth-first fashion, propagating the votes for Os and 1s backwards. At a fanout
stem p that is not reachable from the fault site, if ng(p) > Oand ni(p) > 0,there
is a conflict. FAN sets p to 0 if ng(p) > n1(p) and otherwise sets p = 1. If there
is no conflict, then FAN continues backtracing in breadth-first fashion. But, with
a conflict, after the fanout stem signal value is voted on, FAN immediately does
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a forward implication from the fanout stem signal on p. This will find a signal
conflict much sooner than the single backtrace procedure, which means that FAN
will rapidly find a prior search decision that causes conflict and reverse it much
sooner than PODEM. Algorithm 7.7 shows the multiple backtrace pseudo-code.

Algorithm 7.7 Multiple backtrace.

multiple_backtrace(current_objectives)

{

repeat

{
remove entry (s, V) from current_objectives;
if (s is a head_objective) add (s, v;) to head_objectives;
else if (s is not a fanout stem and s is not a primary input)

mark the inputs driving the gate with the objective s as follows:
all inputs i needing non-controlling values to achieve v get np(s)
or ni(s) votes as appropriate for the non-controlling value vs;
easiest-to-control input i needing a controlling value to achieve v
gets no(8) or ny(8) votes as appropriate for controlling value v;;
if (i is a fanout branch)
{
Jj = fanout_stem(i);
no(j)+ = no(7);
n1(7)+ = n(3);
add j to stem_objectives;

else add i to current_objectives;

}

until (current_objectives = ¢);
if (stem_objectives /= ¢)

(k,no(k),n1(k)) = highest level stem from stem_objectives;

i (no(k) > na (k) vg = 0;

else vy, = 1;

if((no(k) != 0) &8 (ny(k) != 0) /* k has contradictory requirements */

&& (k is not reachable from fault)) return (k,vg);

add (k,v) to current_objectives;

return (multiple_backtrace (current_objectives));

}

remove one objective (k,vy) from head-objectives;
return (k, vy );

}
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Figure 7.30: Example of dominators.

The main contribution of FAN is to introduce the immediate implications of
signal assignments, unique sensitization, headlines, and multiple backtrace.

7.5.4 Advanced Algorithms

We briefly summarize additional ATPG algorithms that have been developed.

Dominator ATPG Programs. Kirkland and Mercer [360] developed TOPS, which
found even more immediate signal assignments than FAN using dominators. A
dominator is a circuit signal through which the fault effect has to pass in order to be
detected a particular PO. An absolute dominator is a dominator through which the
fault effect has to pass to be detected at any PO. In Figure 7.30, [ and n are absolute
dominators of A, k and n are absolute dominators of B, and g, k, and n are absolute
dominators of C. k and n are absolute dominators of D and m and n are absolute
dominators of E. For absolute dominators of a fault, we must set the inputs to those
absolute dominators that are not in the fault effect cone to non-controlling values
to propagate the fault effect through the absolute dominator. These are mandatory
assignments, meaning that they can be determined by topological circuit analysis
rather than by search. This would sometimes cause faults to be proved redundant
without any search. During search, whenever any dominators of a fault become the
constant values 0 or 1, fault propagation has been cut off, and the algorithm can
back-up immediately.

Learning ATPG Programs.

SOCRATES (Schulz et al.) Schulz er al. introduced SOCRATES [574, 576,
577], an ATPG program that does static and dynamic learning. The learning proce-
dure systematically sets all circuit signals to 0 and 1, and discovers what other signal
values are implied. These implications are saved in the circuit netlist, in the form
of implication arcs, and are used during search when they cause additional signals
to be assigned. SOCRATES also uses dynamic learning, which invokes the learning
procedure between search steps. This is costly but effective, because additional sig-
nal relationships can be learned when signals are already partially set in the circuit.
Not all implications are worth learning. Consider Figure 7.31. The implication
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(a) Implications froma = 1. (b) Implications from f = 0.

Figure 7.31: Implications from ¢ =1 and f = 0.

(d =0) = (f = 0) is not worth learning, because the normal AND gate logic im-
plication procedure will discover it, anyway. Schulz was the first to use the Boolean
Contrapositive relationship (Modus Ponens), which is (p = ¢) < (—~g = -p). This
means that if we learn a forward implication triggered by signal p being 1, then we
have also learned a backwards implication triggered by signal g being 0. In Fig-
ure 7.31(a), setting @ = 1 also sets signals d = 1, e = 1,and f = 1. The learning
criterion will cause SOCRATES to learn (f = 0) = (a = 0) from the implication
(@ =1) = (f = 1) by applying Modus Ponens as in Figure 7.31(b), because these
conditions are met:

1. f =1 requires all inputs of AND gate f to be at non-controlling values, and
2. A forward implication contributes to the assignment f = 1.

This learning criterion is sufficient, but not necessary, to establish that an implica-
tion cannot be performed by the normal logic implication procedure. The learning
procedure is applied statically to the circuit before search begins, and frequently
discovers redundant faults. The procedure can also be applied dynamically, at each
step of the search algorithm for a test for a specific fault, but this usage is costly.

Figure 7.32(a) shows the improved unique sensitization procedure of
SOCRATES [577]. Here, the D-frontier has only one signal and all paths from
the D-frontier to POs pass through distinct gates. Instruction I of SOCRATES
says that when x is the only D-frontier signal, and gates G = {g1,92,...,gn} dom-
inate x, then for all gates g € G, we apply the non-controlling value to all inputs
of g that cannot be reached from x. In Figure 7.32(a), Instruction 1 causes signal
cc to be assigned 1. For multiple D-frontier signals, Instruction 2 is illustrated in
Figure 7.32(b) [577]. Let x be the only signal on the D-frontier or a dominator of
the only signal on the D-frontier. Signal x branches to the gates gy, g2, ..., gn, all of
which require the same non-controlling value. This non-controlling value is assigned
to all signals y # z that branch out to all gates g1, g2, ...,gn. In Figure 7.32(b), this
causes the assignment b = 1.

Later versions of SOCRATES [576] also used the Constructive Dilemma, which
is (a=0)=(GE=0)]Alla=1)= (i =0)] = (¢ =0). This means that if both
assignments of O and 1 to a cause ¢ = 0, then 2 = 0 is deduced independently of
the setting of a. Figure 7.33 illustrates how the assignment i = 0 is determined
to be independent of setting signal a. Also, Modus Tollens is used to determine
when backtracking is necessary. Modus Tollens is (f = 1) A [(a = 0) = (f = 0)] =
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(a) Example of usage of Instruction 1. (b) Example of usage of Instruction 2.

Figure 7.33: Usage of Instructions 1 and 2.
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Figure 7.33: Example of Constructive Dilemma.

(a = 1). Finally, SOCRATES dynamically computed dominators and dynamically
learned implications, given the current settings of circuit signals. This identified
more opportunities for implying signals, at the significant expense of running the
learning and dominator algorithms at every decision step.

EST (Giraldi and Bushnell.) Giraldi and Bushnell [110, 252, 253] introduced
the evaluation frontier (E-frontier), which is a partial circuit functional decomposi-
tion that is equivalent to a node in the binary decision diagram describing the search
space. The E-frontier is the cut-set between the part of the circuit with known label-
ings and the part with unknown (X) labelings, and includes the D-frontier. A new
E-frontier is generated by every decision step of ATPG. EST* tested for search space
equivalence by hashing E-frontiers (circuit decompositions) into a hash table and
seeing if they matched prior learned E-frontiers. When a match occurred, it meant
that the search for the current fault had encountered the exact same functional de-
composition learned during a prior fault. In most cases, EST could terminate search
and either backtrack immediately, or substitute signals in the prior fault test-pattern
(and the output response) for unknown signals in the current fault test-pattern and
output response. This was a form of dynamic programming, which was first used
in chess game playing programs. EST was the first and only ATPG algorithm to
learn tests for the current fault from tests for prior faults. Figure 7.34(a) shows
ATPG using EST for the fault B sal, during which five E-frontiers (labeled 1 to
5) are generated. After the fault is tested, Figure 7.34(b) shows EST generating
a test for a different fault, 4 sal. E-frontiers 1 through 3 are generated, but then

¥ Acronym for Equivalent STate hashing.
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STEF INPUT CHOICE  E-FRONTIER

STEP INPUT CHOICE E-FRONTIER

1 B=0 (){B=D} _ 1 C=0 (1) {h =D}

2 C=1 (2)(C=1,B=D} » B (@) {m = D}

3 E=0  (3){g=1,m=D o E=0 (3 f{g=1.m =D}

4 A= 1 (4){g=1,n= 5) E-frontier match with Step (3) for fault B sa1

5 F=0 r5' ) (Z = D ) Complete test pattern with values for

A and F comes from test pattern for fault B saf.
TEST PATTERN (C,E,F,B,A)=(1,0,0,0,1) TEST PATTERN  (C,E,F,B,A)=(0,0,0,1,1)
(a) ATPG for fault B sai. (b) ATPG for fault h sat.

Figure 7.34: Example of EST using E-frontiers.
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Figure 7.35: Circuit demonstrating recursive learning.

the hash table indicates that E-frontier 3 matches E-frontier 3 from the prior fault,
B sal. At this point, EST terminates search, and fills in the PO value and the
missing PI values (these are all shown in parentheses) from information stored with
the matched E-frontier. The test for B sal will not test the fault % sal, and yet the
search space information for the former helps to test the latter.

EST also contributed the complete (parallel) multiple backtrace, which speeded
up backtracing by doing all signal backtraces in parallel. Finally, EST contributed
a calculus of redundant faults, which discovered additional redundant faults by
drawing implications from previously-proven redundant faults.

Recursive Learning (Kunz and Pradhan.) Kunz and Pradhan [376] pio-
neered the notion of recursive learning, in order to accelerate the FAN ATPG al-
gorithm. They applied SOCRATES-style learning recursively to determine even
more circuit signals and learn them as circuit implications. Figure 7.35 illustrates
recursive learning. Lines i/ and j are unjustified. They find the necessary as-
signments, not by using an implication stack and decision making, but by recursive
learning which learns information about the current value assignments in the circuit.
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The main advance over SOCRATES-style learning is that the learning procedure
is called recursively, and the maximum recursion depth determines how much is
learned about the circuit. Time complexity is exponential in Tpeq, the maximum
recursion depth, but memory grows linearly with r.,,. Table 7.16 shows the dif-
ferent recursive learning activities for the circuit of Figure 7.35, where column 0
reflects value assignments before and after recursive learning is done. The recursion
causes learning to happen at column 1, which in turn recursively causes learning to
occur in column 2. The outcome of this is that the necessary assignment k& =1 is
learned.

Algorithm 7.8 Demo_recursive_learning.

{

for each unjustified line

for each input: justification
{
assign controlling value;
make implications and set up new list of resulting unjustified lines;
if (consistent) Demo_recursive_learning ();
J
if (there are one or several signals f in circuit, so that f assumes
same logic value V for all consistent justifications) then learn f =V,
make implications for all learned signal values;
if (all justifications are inconsistent) learn that the current
situation of value assignments is consistent;

A reader interested in finding the details of the recursive learning technique and
its applications should rexamine the papers by Kunz and Pradhan [376, 377] and a
recent book by Kunz and Stoffel [378].

Legal Assignment Test Generators. Rajski and Cox [531] maintained a set of
legal signals on each circuit line (a power-set) for implications rather than using just
a single signal for implications.

Implication Graph ATPG Algorithms. Chakradhar et al.  developed the
NNATPG [121, 127]' algorithm family. These ATPG algorithms model logic
gate behavior using implication graphs (see Section 7.1.6), which also enable re-
dundancy identification [28, 399] and the modeling of transistor-level faults for
ATPG [173, 250]. Chakradhar et al. also developed TRAN [122, 128], using a
graph transitive closure algorithm to perform ATPG for huge circuits very rapidly.

§Acronym for Neural Net ATPG.
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Table 7.16: Example of Demo_recursive_learning.

0. Learning level 1. Learning level 2. Learning level
(valid signal values) unjust. line el = 0;
11 = 0 (unjust.) unjust. line i/ = 0; | 1. justify: al =0
j =1 (unjust.) =a2=10

1. justify: gl =0 =e2=0
enter = el = 0 (unjust.) |
learning — = f1 =0 (unjust.) | 2. justify: b1 =0 |

enter next =02=0

recursion — =e2=0

e2=0 EeE S

unjust. line f1 = 0;
1. justify: ¢1 =0

=c2=0
=f2=0
2. justify: d1 =0
=d2=10
=f2=0
f2 =0 e e
=g2=0
=% {2 =0
=k=1
2. justify: h1 =0
= h2=0
= 42=10
=k=1
5= 1 e =T

The transitive closure of an implication graph is found by computing all global sig-
nals implied by a new signal assignment by tracing paths through the implication
graph. The value of this approach was that TRAN made better signal assignment
decisions using transitive closure, and backed up far less often than the other ATPG
methods.

Figure 7.36 illustrates how the transitive closure algorithm effectively works.
Figure 7.37(a) shows the implication graph, which represents all literals in the cir-
cuit. Signal d is set to 0, by adding the edge (d,d) to the implication graph. This
means that if d is set to 1, then d implies d, which is not possible, so d is never
set to 1. Figure 7.37(b) shows the resulting implication graph with the edge (d, 3)
added (pointing from d to d.) There are now paths @—d—d—a, F—d—d — F, and
b—d —d— b in the implication graph. The transitive closure algorithm discovers
these paths, and concludes that @ = a, F = F, and b = b. Since these conclusions
mean that when the literal is set to 0, it must also be set to 1, then the literal can
never be set to 0. The transitive closure algorithm thus deduces that a =1, b =1,
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Figure 7.36: Example of computation of necessary assignments.
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(a) Circuit implication graph. (b) Implication graph with d = 0.

Figure 7.37: Implication graphs for the example of Figure 7.36.

and F = 1. Other ATPG algorithms would be unable to draw these conclusions.
Now consider the case when the circuit in Figure 7.36 has F' = 1. The transitive
closure for this graph is in Figure 7.38. When F' = 1, the term deF in the Boolean
false function of gate F reduces to de. By including F = 0 and de = 0 in the graph,
we cause the edges (F,F), (d,€), and (e,d) to be added to the graph. From this
graph, the algorithm will also conclude that b = b. Therefore, » must be set to 1 as
a consequence of setting F to 1.

Figure 7.38: Implication graph for Figure 7.36 as a consequence of F' = 1.

Larrabee [383, 384], starting with the Boolean difference, and Chakradhar [121],
with the neural network model, arrived at the satisfiability formulation of the ATPG
problem. Both solved the problem with the help of implication graphs. The use of
path variables by Larrabee and transitive closure by Chakradhar significantly added
to the efficiency of the solution.

Henftling et al. [291] used the transitive closure method, and added an ANDing
node to the implication graph (see Figure 7.7 in Section 7.1.6.) This allowed them
to represent 3-SAT relationships directly in the graph very effectively. Whenever
ATPG binds a signal, which converts a 3-SAT relation to a 2-SAT relation, some
ANDing node will automatically collapse into an implication arc. Several imple-
mentations of satisfiability-based ATPG programs have been reported in the liter-
ature: GRASP [605], NEMESIS [384], TEGUS [638], TRAN [128], and a program
by Tafertshofer er al. [648].
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BDD-Based ATPG Algorithms. The methods based on binary decision diagrams
(BDDs) deserve to be mentioned, because they are interesting, although not effec-
tive for test generation for multipliers, where the BDD becomes infinite. Gaede
et al. [234] developed CATAPULT, an early BDD ATPG algorithm. Stanion and
Bhattacharya developed TSUNAMI [635], which propagated partial BDDs along the
fault propagation path. For circuits without the extremely reconvergent fanout of
multipliers, TSUNAMI was extraordinarily effective.

7.6 Test Generation Systems

Early work of Agrawal and Agrawal [26] shows that an efficient test generation
system may contain a random pattern generator, a fault simulator, and an algorith-
mic pattern generator. Considering today’s large circuits, a test compacter should
also be added to the list of tools. Some performance criteria are fault coverage, fault
efficiency, vector set size, and CPU time. The coverage and efficiency are defined
as:

number of detected faults

Fault coverage = (7.12)

total number of faults

number of detected faults
total number of faults — number of undetectable faults

Fault efficiency = (7.13)
where both quantities can be expressed as fractions or percentages. Undetectable
(or untestable) faults, which include redundant faults, consume large amounts of
CPU time (see Chapter 4.) In combinational circuits, often the logic modeling of
MOS structures (bus, tristate, and bidirectionals, etc.) gives rise to undetectable
faults [131, 690].

SOCRATES [576] is a typical test generation system. It begins with random test
generation, optionally with weighted pattern probabilities, combined with concur-
rent fault simulation and fault dropping. So, 32 random patterns can be generated
in parallel, and then one concurrent fault simulation can process all patterns. Typ-
ically, this process is continued until 64 random patterns have been tried, and no
more faults are detected. After that, we perform several passes of automatic test-
pattern generation. The first pass is done usually with only 10 backtracks allowed
per fault, and then each generated pattern is fault simulated against all remaining
faults, and detected faults are dropped. Later passes of ATPG increase the allowed
number of backtracks to 50, then 100, and finally 10,000. Among the things that af-
fect the ATPG performance are testability measures [402]. Various decisions within
the ATPG are guided by testability measures (see Chapter 6.) The approximate
nature of these measures is well known [38]. Because of different heuristics used in
various measures, each provides incorrect information about a different part of the
circuit. An experimental study by Chandra and Patel [137] suggests that succes-
sively using several testability measures can improve the performance of an ATPG
program. Inputs to the ATPG system are the circuit netlist (often with standard
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cell libraries) and a list of target faults (which could be generated by a fault collaps-
ing program), and outputs from the system are a test vector file, a summary file,
a list of undetected faults, a list of redundant faults, a list of aborted faults, and a
backtrack distribution file. An implementation of SOCRATES by Waicukauski et
al. [708] is commercially available. Examples of other combinational ATPG systems
are TRAN [128], used at NEC, and IBM’s TestBench.

7.7 Test Compaction

At present, many combinational ATPG methods use RPG to inexpensively get
to about 60% fault coverage, and then use the ATPG algorithm to generate tests
for the remaining faults. However, randomly-generated patterns may not be very
good, in the sense that a more complex pattern may exist that activates a higher
percentage of the hardware, and in one test determines whether a number of faults
are present, rather than just one or two. Therefore, at the end of ATPG, all test-
patterns are fault simulated in the reverse order of their generation, so patterns from
the test generator are simulated first, and patterns from RPG are simulated last.
When the fault coverage reaches 100%, all remaining RPG patterns are discarded.
This method greatly shortens the test-pattern sequence, since patterns from the
ATPG algorithm are likely to activate a higher percentage of the circuit than RPG
patterns, and therefore test more faults. This compaction method saves significant
test time (and cost) by shortening the pattern sequence, and is described further in
Section 5.2.

An additional static compaction method is suitable only for patterns generated
by an ATPG program, where the unassigned inputs are left as X. Test patterns
are compatible if they do not specify conflicting values for any PI. Two compatible
tests t, and ¢, are combined into one test t,5 = t, N {p using the D-intersection
operator of Table 7.5. The detected faults will be the union of faults detected by
t, and 5 [7]. The compacted test set depends on the order in which vectors are
compacted. Consider the following test set [7]:

t1 =01X {,=0X1 t3=0X0 t4=X01
By first combining ¢; and t3, and then ¢5 and ¢4, we obtain the compacted test set:
t13 =010  t9q =001

Optimal static compaction algorithms are impractical, so heuristic algorithms are
used. In dynamic compaction [259] every partially-complete vector from ATPG is
processed immediately after it is generated, by assigning O or 1 to PIs with X val-
ues to extend the vector to detect additional faults. The vectors are selected for
this only if the percentage of PIs with X values exceeds a user-specified percent-
age. Goel and Rosales [260] compare an arbitrary selection method for secondary
target faults with a method that analyzes the internal circuit values produced by a
partially-specified vector to select a secondary target fault for which ATPG is more
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likely to succeed. They showed that dynamic compaction produces smaller test sets
than static compaction, and is worthwhile. More advanced dynamic compaction was
done by Abramovici et al. [9], where fault simulation by critical path tracing was
used to select a secondary target fault already activated by the partially-specified
test pattern. Ayari and Kaminska [60] experimentally show that for large combina-
tional circuits, dynamic compaction can reduce the test set by 50%. Pomeranz et
al. [524] describe a PODEM-based program, COMPACTEST, that targets indepen-
dent faults to produce very compact test sets. Akers et al. [45] define an independent
fault set in which no two faults can be detected by the same test. Thus, the tests
for independent faults can be considered ‘“essential.” Since finding a maximum
independent fault set is a difficult problem, one must use heuristics.

7.8 Summary

We have introduced the terminology and search mechanisms of the most success-
ful combinational ATPG algorithms. An understanding of at least the D-Algorithm,
PODEM, and FAN is essential. This information will carry over into Chapter 8§,
where we will employ it to explain sequential automatic test-pattern generation. An-
other critical part in this chapter that digital designers must know is the redundancy
identification and removal algorithm. In today’s design environment, it is necessary
that ATPG handles the MOS logic [93, 322, 323, 690]. In MOS circuits, tri-state
devices, buses, and bidirectional components are also referred to as non-Boolean
primitives. A good example to study is NEC’s TRAN system that not only models
non-Boolean primitives but can also identify redundancies in such structures, which
may be removed [131].

Another important area is hierarchical test generation, which has been studied
by several authors. For ATPG to handle modules, such as adders, comparators,
multiplexers, etc., one would compute the propagation D-cubes for these modules
and their singular cover [95]. Then, one can propagate fault effects and justify
signals through these modules. For accurate testing of internal module faults, it
would be necessary to replace the module primitive with the logic-level circuit for
the module. Min et al. [467] summarize the work on hierarchical test generation
and show a nine times speed up over the flat gate-level test generation for a 24 x 24
multiplier circuit.

Combinational circuit ATPG is considered to be a matured science by many.
Forty years of development has produced three types of algorithms: (1) path sensi-
tization methods, (2) simulation-based methods, and (3) Boolean satisfiability and
neural network methods. While incremental improvements of these methods will
continue, there is always a place for something radically different.

Problems

For each circuit, and for each decision step in the specified test-pattern generation
algorithm, label a copy of the circuit with all circuit signal values, identify the D-
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frontier, show the implication stack contents, clearly state when the algorithm backs
up, and count the number of backtracks. For problems involving the PODEM and
FAN algorithms, compute all controllabilities and observabilities for the circuit using
SCOAP and show them with your work. For problems using the SOCRATES algo-
rithm, compute all controllabilities and observabilities for the circuit using SCOAP
and show them with your work. Identify all signal relationships that are learned
due to static learning. Describe the full dynamic learning algorithm for the circuit,
and discuss whether it is worth its tremendous cost. Identify each application of the
Constructive Dilemma and of Modus Tollens [574, 576, 577].

7.1 Cubes. For a two-input AND gate and a two-input Exclusive-OR gate, develop
the singular cover of the gates, the propagation D-cubes, and primitive D-cubes
of failure for a sal fault on one of the gate inputs.

7.2 Stuck-at fault testing.

(a) Find only three tests that together test all single stuck-at faults in a
two-input OR gate.

(b) If the OR gate is replaced by another Boolean gate (AND, NAND, or
NOR) with the same number of inputs and an output, then can the three
tests determine that the given gate is not an OR?

(c) Are the three tests still sufficient for the above decision if the OR gate
was replaced by an exclusive-OR (XOR) gate? If not, why?

7.3 D-ALG. Use Roth’s D-ALG to perform ATPG for the sal fault on the fanout
branch 4 in the modified Schneider’s example [570] circuit shown in Fig-

ure 7.39.
i d
9 Y
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B k
= Z
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Figure 7.39: Modified Schneider’s circuit.

7.4 D-ALG. Use Roth’s D-ALG to perform ATPG for the sa0 fault on the fanout
branch gate g to & for the circuit in Figure 7.39.

7.5 PODEM. Perform ATPG for the fault line 4 sal in the circuit of Figure 7.39
using PODEM and SCOAP measures.
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Figure 7.40: Circuit for Problem 7.6.

7.6 PODEM. Perform ATPG for the line r sa0 in the circuit of Figure 7.40 using
PODEM and SCOAP measures.

7.7 PODEM and FAN. For the circuit of Figure 741 and the fault line r sal,
perform ATPG using both PODEM and FAN with SCOAP measures, and
using the multiple backtrace with FAN.

(a) For FAN, identify the following: initial objectives, final objectives, fanout
objectives, headlines, and head objectives.

(b) For each gate in Figure 7.41, identify its absolute dominators.

Figure 7.41: Circuit for Problems 7.7 through 7.12.

7.8 PODEM. Generate a test with the PODEM ATPG algorithm for the fault 9
sal in Figure 741.

79 PODEM. Generate a test with the PODEM ATPG algorithm for the fanout
branch fault C — h sal in Figure 7.41.

7.10 FAN. Generate a test with the FAN ATPG algorithm for the fault r sa0 in
Figure 7.41.

711 SOCRATES. Generate a test with the SOCRATES algorithm for the fanout
branch fault m — p sa0 in Figure 741.
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712

713

7.14

7.15

7.16

7.17

7.18

7.19

7.20

721

7.22

7.23

SOCRATES. For the circuit of Figure 7.41, perform SOCRATES ATPG using
SCOAP measures for the fault line g sa0.

D-ALG. Perform ATPG on the circuit in Figure 7.35 using D-ALG to test the
fault Al sal.

PODEM. Perform ATPG on the circuit in Figure 7.35 using PODEM and
SCOAP measures to test the fault 41 sal.

FAN. Generate a test with the FAN ATPG algorithm for the fault k£ sal in
Figure 7.24.

FAN. Perform ATPG on the circuit in Figure 7.35 using FAN and SCOAP
measures to test the fault /1 sal.

SOCRATES. Generate a test with the SOCRATES algorithm for the fault n
sal in Figure 7.24.

SOCRATES. Perform ATPG on the circuit in Figure 7.35 using SOCRATES
and SCOAP measures to test the fault 41 sal.

Redundancy proofs. Figure 7.42 shows a circuit. Find tests or redundancy
proofs for: (1) The single fault d sa0 and (2) The single fault m sa0. Show
the test pattern and the fault effect at ¢ if the fault is testable. If any of
these faults is redundant, remove the redundancy and reexamine the other
fault. What is the Boolean function of the circuit and how could you obtain
its minimal implementation?

~a—1 g sa0
b - —e—>¢ p
— m

Figure 7.42: Circuit for Problem 7.19.

PODEM. Generate a test with the PODEM ATPG algorithm for the fault Z
sal in Figure 7.24.

SOCRATES. Generate a test with the SOCRATES algorithm for the fault C
sal in Figure 7.24.

FAN. Generate a test with the FAN ATPG algorithm for the fault d sal in
Figure 7.30.

SOCRATES. Generate a test with the SOCRATES algorithm for the fault f
sal in Figure 7.30.
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7.24 PODEM. Generate a test with the PODEM ATPG algorithm for the fault e
sal in Figure 7.30.

7.25 PODEM. Generate a test with the PODEM ATPG algorithm for the fanout
branch fault B — d sal in Figure 7.39.

7.26 Static compaction. Statically compact the following test patterns, first in
forward order, and then in reverse order. Which compaction order is superior?

ti X 0 1 0O
ta 1 X X 0
t3 0 X X 0
t42, X 1 0 0
tis 1 1 0 O



Chapter 8

SEQUENTIAL CIRCUIT TEST
GENERATION

“If you have mastered solving puzzles in two and three dimensions, you
are then ready for puzzles in four dimensions. ”

Most of us can add or multiply single-digit decimal numbers with ease. For cal-
culating with numbers involving more digits, many people require paper and pencil.
Notice that we always use the same basic methods, but with larger numbers we need
to write down and reuse intermediate results. A similar paradigm is used in digital
circuits that perform large computations. These circuits involve combinational logic
and memory elements (usually in the form of flip-flops.) The combinational part
produces an instantaneous result that is stored in the memory elements. The stored
data may be reprocessed by the same combinational logic. Thus, a long sequence of
computations can be economically performed by a small amount of hardware. The
memory allows spreading of the computation over time.

The influence of sequential computing on testing can be profound. Going back
to the example of human computing, suppose we restrict ourselves to single-digit
numbers, so that no memory operation (paper and pencil or the memory in the
brain) is involved. It seems easy to test the ability of a person to correctly calculate
by asking a few questions. The test procedure here is similar to that of testing
combinational logic. However, we can easily verify that such a test is not sufficient
for checking the person’s ability to deal with large numbers. For example, our simple
test does not involve the manipulation of carries in addition. If we were allowed to
also observe the scribbling on the paper then that could be some help. Still there
can be far too many variations that must be tested. Besides, many people prefer to
use their own memory rather than paper. That will restrict our ability to check the
intermediate results, adding further complication to the test procedure.

Almost all digital systems of any significant size are realized as sequential circuits.
These circuits contain combinational logic and flip-flops. Their testing is more
complex than that of the combinational logic, discussed in the last chapter, for two
reasons:
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1. Internal memory states. The circuit contains internal memory whose state is
not known at the beginning of the test. The test must, therefore, initialize the
circuit to a known state. After test inputs are applied, the final state of the
internal memories must be inferred only indirectly from primary outputs. Only
in special cases can the internal memory be made controllable and observable
for testing, sometimes at the cost of extra hardware.

2. Long test sequences. A test for a fault in sequential logic essentially contains
three parts: (a) initialization of the internal memory, (b) a combinational test
to activate the fault and bring its effects to the boundary of the combinational
logic, and (c) if the fault has affected one or more memory elements, then
observation of the state of one of the affected elements at a primary output.
Thus, the test of a fault may be a sequence of several vectors that must be
applied in the specified order. In comparison, any fault in a combinational
circuit can be detected by a single vector.

In this chapter, we will first consider the simplest form of sequential circuit, i.e.,
a single-clock synchronous circuit, for studying various methods of test generation.
Later, we will outline applications of those methods to multiple-clock synchronous
and asynchronous circuits.

8.1 ATPG for Single-Clock Synchronous Circuits

A synchronous circuit consists of combinational logic and flip-flops, and is often
represented in the form shown in Figure 8.1. The circuit in the large block is purely
combinational. Some outputs of this block feed a set of flip-flops, which control
some inputs of the block. Bold lines in the figure show groups of signals. The
combinational logic has two types of inputs. Those at the top are external inputs
known as primary inputs (PI). The inputs on the left side, called pseudo-primary
inputs (PPIs) or present state (PS), are supplied by the flip-flops. Similarly, the
combinational logic has two types of outputs. Those at the bottom are externally
observable and are known as primary outputs (PO). The outputs on the right are
called pseudo-primary outputs (PPO) or next state (NS) and feed into flip-flops.
Input vectors are applied to PIs and observable outputs are produced at POs. It is
the lack of a direct contact with the PPI and PPO that makes the detection of a
fault in the combinational logic difficult.

We also assume that the flip-flops in Figure 8.1 are ideal memory elements that
function under the control of a clock signal. The frequently-used data (or D) flip-
flop, shown in Figure 8.2, is a one-bit memory element. It consists of two latches,
master (M) and slave (S), each implemented with cross-coupled gates. The data to
be stored in latches is applied in true and complemented forms only when the clock
opens the latch. For example, when clock is high (1), the master latch will be in the
“closed” state. It stores the previous state and is unaffected by the signal D. The
slave latch (S) is, however, “open” and the state of M is transferred to S with an
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Figure 8.1: A popular representation of a synchronous sequential circuit.
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Figure 8.2: A master-slave flip-flop.
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inversion. When the clock is low (0), M opens and allows the signal D to be loaded
with an inversion, but S is closed and stores the previous state of M.

The clock period, T, contains one high and one low state. For the circuit of
Figure 8.1, Clock is a free-running signal that repeats its high/low waveform peri-
odically. Vectors at PIs are synchronized with the clock. A new vector is applied
just after the clock goes from low to high (0 — 1.) This avoids any simultaneous
change of the data and clock signals at a flip-flop, a condition that can cause a race.
The outputs are assumed to reach their final steady-state just before the next rising
edge of the clock. Thus, one vector is applied and one output produced per clock
period.

This operation of a sequential circuit is called “synchronous.” It works perfectly
as long as the time of signal propagation through the combinational logic does not
exceed the clock period. With this condition satisfied, the flip-flops can be treated
as ideal memory elements with an implicit clock. That is, for each PI vector and PPI
state, the resulting PO and PPO state are produced, and the PPO state becomes
the PPI state for the next vector. In general, the memory elements can be realized
in many different ways and the number and wave shapes of clock signals can differ as
well, but the synchronous model of Figure 8.1 is still used with minor adaptations.

8.1.1 A Simplified Problem

The combinational part of the circuit is modeled at the Boolean gate-level and
all single stuck-at faults are considered in it. Flip-flops are treated as ideal memory
elements, whose clock signal is not explicitly represented. Thus, no faults in the
clock signal are modeled. Similarly, internal faults of flip-flops are not modeled;
their output and input faults are modeled as faults on input and output signals of
the combinational logic. The methods for test generation can be classified into two
categories:

1. Time-frame expansion. In this method a model of the circuit is created such
that tests can be generated by a combinational ATPG method. This procedure
is very efficient for circuits described at the Boolean gate-level. Its efficiency
degrades significantly with cyclic structure, multiple-clocks, or asynchronous
circuitry.

2. Simulation-based methods. In these methods a fault simulator and a vector
generator are used to derive tests. In general, tests can be generated for any
circuit that can be simulated. Thus, a simulator that takes delays into account
may be able to produce race-free tests for asynchronous circuits. Also, circuits
modeled at other levels (register-transfer, transistor, etc.) can be treated.

8.2 Time-Frame Expansion Method

In order to apply a combinational ATPG algorithm to the sequential circuit of
Figure 8.1, we must understand two basic differences between combinational and
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Figure 8.3: A serial adder circuit.

sequential circuits. The first difference is that a test for a fault in a sequential
circuit may consist of several vectors. A combinational ATPG, on the other hand,
is capable of generating only a single vector for a target fault. The second difference
is due to the uninitialized (assumed to be unknown) memory states of the sequential
circuit. A combinational ATPG can deal with unknown (X) signal states, but we
find that the five-value logic system (Table 7.1), usually effective for combinational
circuits, is insufficient for sequential circuits. The following examples illustrate these
aspects of sequential circuits.

Example 8.1 A serial adder. Figure 8.3 shows a serial version of the adder circuit
of Figure 5.2. When the nth bits, A,, and By, are applied to this circuit, it produces
the sum, Sp, and loads the carry, Cpy1, in the flip-flop. Thus, two 32-bit binary
integers are added as follows:

* [nitialization — A 00 input is applied to initialize the flip-flop in the 0 state.
This corresponds to Cy = 0. The output at this time is ignored.

* Serial addition — Inputs (Ag, By), (A1,B1), - . ., (As1,Bs1), are applied as
successive two-bit vectors while sum bits, Sy, Sy, . . . , S31, appear at the
output. Then, a 00 input is applied to force the final carry bit at the output as
Ssa, while initializing the flip-flop to 0 for the next addition.

Notice that the adder of Figure 8.3 is realized with one full-adder and one flip-
flop. In comparison, the adder of Figure 5.2 uses 32 full-adders. In the serial adder,
the hardware complexity is reduced by reusing the full-adder repeatedly. The price,
however, is paid in the longer time to complete the computation. This scenario is
quite typical of sequential circuits, especially those used in data path circuitry.

This example shows an equivalence between sequential and combinational cir-
cuits. To apply the combinational ATPG procedures we can thus ‘“unroll” the
sequential circuit into a larger combinational circuit. This unrolling is called “time-
frame expansion.” The following example illustrates test generation.
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Figure 8.4: Test generation by time-frame expansion method.

Example 8.2 Time-frame expansion. Consider the s-a-0 fault shown in Fig-
ure 8.3. We assume that the state of the flip-flop is unknown. So we set Cp = X
and apply the D-Algorithm procedure to the combinational logic. The fault is acti-
vated by A, = Bn = 1, but cannot be propagated to the output Sy, which assumes
the unknown value. We can easily see that we should set Cn to I to propagate a
D to S,. We should, therefore, precede this vector by one or more initialization
vectors to set the circuit in the required state. Alternatively, Cn, = 0 could also have
propagated the fault effect to Sy, though Cp = X will not work!

For generating a two-vector test we use the expanded circuit model of Figure 8.4.
Here, the combinational logic is repeated twice. The right block (time-frame 0) re-
ceives its state input from the left block (time-frame —1) in the same way as the
carry signal was routed in the combinational adder of Figure 5.2. In fact, this cir-
cuit performs the same function as that of Figure 8.3. However, it takes only half
the number of clock cycles (though the clock period may have to be doubled) since
two inputs are applied simultaneously. Similarly, this test generation model of the
circuit can be expanded to any desired length. As we shall later see, the maximum
length of this expansion has a limit.

In Figure 8.4, we refer to the right-most block as time-frame 0. This contains
the primary output where the fault is actually detected. The left-most block (time-
frame —1 in this case) has its state inputs in the unknown (X) state. In general, they
can be in any other given known state. The fault is present in all frames. So, we
must generate a combinational test that will detect the multiple fault. In Figure 8.4,
this test consists of four input bits all of which are 1. The sequential circuit test is
an initialization vector 11 followed by another 11 vector that produces a D at the
output. Notice that the fault is activated in both time-frames, although that is not
always necessary. For example, another test 00 followed by 11 (had we used the
alternative choice of C, = 0) activates the fault only in time-frame 0.

8.2.1 Use of Nine-Valued Logic

A signal can assume different values in the fault-free and faulty circuits. It is,
therefore, convenient to denote both values as a composite state. In Section 7.1.5,
we discussed two logic systems used in test generation. The five-valued logic system,
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Figure 8.5: Test generation with five and nine-valued logic systems.

also known as the D-calculus [550], is used in the above example. In this system,
D and D represent the signals that differ in the two circuits. While this system
is simple and quite effective, there are situations that are not adequately handled
by it. It was shown by Muth [481] that for sequential circuits, especially where
initialization may be affected by the fault, a nine-valued logic system is required.
In this system, a signal can assume any combination of the three values (0,1,X) in
the two circuits. Thus a differing signal may be O in the fault-free circuit and X
in the faulty circuit. We will designate it as 0/X (Subsection 7.1.5.) The following
examples illustrate the advantage of the nine-valued system.

Example 8.3 The necessity of the nine-valued logic. Figure 8.5(a) shows a circuit
with two flip-flops, FF1 and FF2. Initially, the flip-flop states are unknown. FF2
is initialized after any input at A. FFI is initialized to 0 any time the A =0 input
occurs and remains in that state thereafter. After the initialization of FF1, B tracks
A with one clock delay. We consider the s-a-1 fault on input A. In the faulty circuit
the output B will be a constant 1 and the fault is thus detectable. Figure 8.5(b) is a
two time-frame construction of the test generation process with the five-valued logic,
showing that the fault cannot be detected. This is because the five-valued D-calculus
assumes that if the fault-free signal is in a known state then the faulty signal can
differ from it but should also be in a known state. In this example, we notice that
the fault does not allow initialization of FFI and produces signal state 0/X, which
is regarded as X in the five-valued system. Figure 8.5(c) repeats the process with
the nine-value system and finds that an input A = 0 after the application of one
clock detects the fault at B as 0/1. Most implementations of sequential circuit test
generators use the nine-valued system.

In the above example, the use of the nine-valued system was essential to find a
test. Notice that the test output was 0/1. That means the faulty circuit produces a
different but known output. There exist other situations, also related to the initial-
ization, where such a test is not possible. The first is the case of an initialization or
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Figure 8.6: An example of a multiple-observation test.

potentially detectable fault discussed in Section 4.4. Here the test propagates a 0 or
1 value to a primary output of the fault-free circuit and produces an X at the faulty
circuit output. In actual application of such a test to the hardware, the detection
depends on the “power-up” state of the affected flip-flops. Derivation of tests for
potentially detectable faults is only possible when the nine-valued logic is used.

Another type of initialization fault is detected by a multiple-observation test.
According to the generally accepted definition of a test, the outputs of the fault-free
and faulty circuits must differ at a specific observation time. In some cases, such
a test is not possible. However, by observing an output for more than one vector,
the fault can be detected. This test is called a multiple-observation test [525]. The
following example illustrates such a test.

Example 8.4 Multiple-observation test. The circuit of Figure 8.6 produces a tog-
gling (0—>1—0 - - ) output when A =1. When A =0, the output is either steady
0 or steady 1. The circuit has no initialization hardware and can “power-up” in any
state. Although used in practice, such a circuit is difficult to analyze by a three-state
simulator. Hence, it is difficult to verify a digital design that is not initializable.
A similar difficulty is encountered in test generation. Consider the s-a-0 fault on
the input A. Assuming the flip-flop to be in the unknown (X) state, the nine-valued
logic system fails to produce a test. This is not a potentially detectable fault because
the fault-free circuit, which must produce a deterministic output, is not initializable.
We notice, however, that a definite test is possible if we observe the output B for at
least two vectors, while A is held at 1. The fault-free circuit will produce either a
0—1o0ral— 0 output. The output of the faulty circuit will be either 0 — 0 or
1-1.

In actual testing of circuits, the unknown outputs are masked by the tester.
That is, the unknown bits are not compared with the expected true response. In
the multiple-observation test, some unknown outputs should be strobed and saved
for analysis. Such test procedures, though useful for testing uninitializable circuits,
are more expensive.

8.2.2 Development of Time-Frame Expansion Methods

Soon after the publication of the D-Algorithm by Roth [551] in 1967, Kubo [372]
and Putzolu and Roth [530] presented the idea of time-frame expansion using the
five-valued logic system. Then, in his 1976 paper Muth [481] explained that a
nine-valued logic was necessary, especially in cases where the fault affected the
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initialization of the circuit. Just a year later, Snethen’s paper on SOFTG [613]
advanced the idea of backtrace. Until then the D-Algorithm’s strategy of one-level
justification followed by forward implication was universally used. In that procedure,
one sets the inputs of a gate to justify its outputs and immediately performs all
forward implications. The inputs, thus set, are justified next. Typically, this process
may be carried out through many steps before a conflict is found, making backtracks
rather costly. Snethen’s idea of backtrace meant that the justification of any signal
value must be carried out only at primary inputs. Goel [258] used backtrace to
formulate an elegant algorithm (PODEM) for combinational circuits. Thereafter,
combinational circuit ATPG became quite practical.

In the PODEM algorithm, we advance the fault effect gate-by-gate toward a
primary output. Any signal value needed is backtraced to primary inputs, followed
by a forward implication (simulation.) If the simulation indicates a conflict with the
basic objective of propagating the fault effect to a primary output, we must back-
track to some previously-set primary input, change the value there, and resimulate.
When applied to sequential circuit time-frames, the complexity of this procedure
increases very rapidly. There are two reasons. First, as the number of time-frames
increases, the number of primary inputs, or decision points for a PODEM-like algo-
rithm, increases. Second, the fault effect may have to be propagated through several
time-frames before reaching a primary output. Thus, the number of steps in fault
effect propagation increases rapidly as more time-frames are required.

Marlett proposed [432, 433] a solution for the problems mentioned above. He
selects a primary output for fault detection and then selects a path between that
output and the fault site. Test generation begins in the “final” time-frame in which
the fault is supposed to have been detected. A fault effect (0/1 or 1/0 depending
on the fault type and the number of inversions on the selected path) is placed at
the output in that time-frame. The reader will immediately recognize this as time-
frame O in all our examples. The rest of test generation consists of justifications
via backtraces to primary inputs and state variables. His extended backtrace (EBT)
algorithm breaks the procedure down into a series of current and previous vectors.
For time-frame i (¢ > 0), the current vector C; contains the next states. The previous
vector P contains the present state and primary input values. For time-frame 0, Cj
contains the fault effect for the selected output and don’t cares for all other states
and primary outputs. Fp is constructed by backtraces through this time-frame.
An attempt is made to justify Cp with the largest number of don’t cares in the
present state portion of Fy. Upon justification of Cj, if Py contains any present
state variable in the specified state, then time-frame —1 is analyzed. A C_; vector
is constructed using the state portion of Fy. The justification of specified values
in C_1 determines P_j. This process continues through to some time-frame —n
in which C_, is justified with only the primary input portion of P_,. Sequential
ATPG programs using EBT were developed in the mid-80s by Marlett [433], and
Mallela and Wu [419]. These programs performed adequately, but would give up on
certain large circuits.

In 1988, Cheng published further innovations. In his BACK algorithm,
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Cheng [159] selects a primary output for fault detection, but unlike Marlett, does
not restrict propagation through any one path from the fault site to that output.
The process of selecting an output and activation of paths is based on a testability
measure called drivability. The drivability of a line is a measure of the effort of
driving the fault effect from the fault site to that line. Since the fault effect can
traverse through several paths and may arrive as 0/1 or 1/0 at the line, two driv-
abilities are calculated. Drivabilities are fault-specific and are calculated from the
SCOAP controllability measures (see Example 8.5.) Prior to computing drivability
a controllability calculation for all lines in the fault-free and faulty circuits is per-
formed. For test generation, the output with “easiest” drivability is first selected.
A faulty state is placed in time-frame 0. Then, justification backtrace is guided
by both drivability and controllability measures. If the justification is for a line
affected by the fault, then the backtrace is guided by drivabilities. Otherwise, it
is guided by controllabilities. Drivability, being a fault-specific measure, provides a
much improved guidance. Also, taking all paths simultaneously is a better heuristic
since some fault effects can only be propagated if multiple paths are sensitized. As
a result, the BACK algorithm significantly reduces the number of backtracks made
in the search for a test sequence.

Example 8.5 Drivability. Drivability calculation involves some minor modifica-
tions in the SCOAP measures [117, 159]. Only one set of controllability measures
is used. These are similar to the 0 and I combinational controllabilities (CCO and
CCl1) of SCOAP (see Chapter 6.) We remind the reader that these measures repre-
sent “effort” and hence larger values indicate greater effort needed. For the implicit
clock model of flip-flop, it is assumed that no effort is needed to control the clock.
Thus, the output controllabilities for a flip-flop are obtained by adding the depth (1)
to its input controllabilities. Figure 8.7 shows a part of a circuit with two primary
outputs. We assume that controllabilities have been calculated and are as shown in
parentheses. Consider the s-a-1 fault on the upper input of the AND gate A. Set-
ting this line to 0 produces a 0/1 state on it. Therefore, its 0/1 drivability, d(0/]),
equals the O-controllability, which is 4. It is impossible to have a 1/0 at the site
of this fault, ie., d(1/0) = oco. In actual implementation, a very large integer like
99999999 might represent oo.

In order to drive the fault effect to the output of A, its fault-free input must
be 1. Hence, its output drivabilities are obtained by adding the CCI of the other
input and the depth factor 1 to input line drivabilities. That gives the drivabilities
for the output line of A as d(0/1) = 9 and d(1/0) = oo. For an OR gate, we will
simply use CCO in a similar fashion. Any inversion, such as in the NOR gate B,
will interchange the values of the two drivabilities. Drivabilities are carried forward
through the flip-flop by adding a large depth, 100 in this example, to account for
the fact the lines on the two sides belong to neighboring but different time-frames.
Alternatively, the overall depth of the combinational logic can be used as the depth
for a flip-flop.

Multiple paths converge at gate D. For the output of this gate, the drivability is
computed three ways and the minimum is taken as its drivability. For d(0/1), the
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Figure 8.7: Drivabilities for guiding sequential ATPG.

three ways lead to oo from the upper input, 120 from the lower input, and co when
both inputs are drivable. When both inputs are drivable, the drivabilities are added
to find the drivability of the output. Similarly, for d(1/0) of the output of D, the
three values are 27, 0o, and oo, respectively, and the minimum is 27. Drivabilities
for the output of C are d(0/1) = oo and d(1/0) = 32, respectively.

These drivabilities indicate that the output of D is a better choice for detecting
the fault. Although this output is drivable to both 0/1 and 1/0, the preferred state is
1/0 since lower drivability means reduced effort. Drivabilities of the two inputs of
D are 20 and oo, hence a preferred justification is 1/0 for the upper input and X/0
for the lower input.

Cheng’s second contribution is a data structure called SPLIT [158], especially
designed for the nine-valued logic. In this data structure, the fault-free and faulty
circuits are modeled as two separate copies of the circuit joined at primary inputs.
A signal can have any of the three values (0,1,X) independently in the two copies.
However, an additional logical variable with two states (equivalence, difference) is
maintained for each signal in the fault-free circuit. Equivalence means that the signal
is not affected by the fault and difference implies a definite or potential fault effect.
This data structure allows signal justifications to be performed rather simply. A
justification may be performed in one copy at a time via backtraces. Since the two
copies are joined at primary inputs, the implied values are also set in the other copy.
The procedure allows the least restrictive justification values and hence reduces the
possibilities of backtracks. Besides, the data structure is memory-efficient and simple
to program. Cheng [158] gives examples to illustrate its effectiveness.

Several implementations of the time-frame expansion method have been re-
ported. Some of these are ESSENTIAL [575], GENTEST [72, 160], HITEC [497],
and SEST [150]. While most of these work with “backward time” or with a combi-
nation of “backward” and “forward” time, a program exclusively with forward time
has also been reported. This program, called FASTEST [351], uses a SCOAP-like
testability analysis (see Chapter 6) to determine the length of a time-frame array
such that the appropriate controllability measure (e.g., CCO for s-a-1 fault) at the
fault site in the right-most time-frame is below some threshold. The combinational
ATPG algorithm PODEM (Chapter 7) is then applied to the array to detect the
fault. If the fault can only be detected at a next state output, then forward time-
frames are added until it is detected at a primary output.
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8.2.3 Approximate Methods

The presence of the fault in all time-frames adds tremendous complexity to
the test generation process. The circuit states in all time-frames, previous to the
time-frame in which the fault is detected, have to be justified for both fault-free
and faulty circuits. To simplify the procedure an approximate method can be used.
Here, only the time-frame of fault activation is assumed to have the fault. Thus,
a combinational test is generated in a single time-frame. If the fault can only be
detected at a flip-flop input, then “future” time-frames are added without the fault
and the fault effect is propagated through them to a primary output. Similarly,
the states of the activation time-frame are justified through fault-free “previous”
time-frames. The SCIRTSS system of Hill and Huey [300], and the STALLION
program of Ma et al. [408], use the state transition graph (STG) of the fault-free
circuit to derive test sequences. The tests so derived must be verified by a fault
simulator. In practice, these tests do work for most faults. However, it is easy to find
examples where the multiple instances of the fault will invalidate the approximate
test. Another problem with the use of the STG is its size. For a circuit with Ny flip-
flops, the STG will have 2V¥f/ states and a large number of edges. So, for more than
10 or so flip-flops one must work with a partial STG, adding further approximation
to the technique. A fundamental assumption used in most approximate methods is
that a universal reset primary input signal initializes all flip-flops correctly in both
fault-free and faulty circuits.

Another approximate test generator, STEED [248], takes a different approach.
For the combinational logic, on-sets and off-sets are first generated for each primary
output and next state variable. An on-set of an output of a combinational circuit
is an input vector that sets that output to 1. Similarly, an off-set of that output is
an input vector that sets the output to 0. Intersections of these on-sets and off-sets
produce vectors for fault effect propagation and state justification. Once again, as
the circuits get larger, the complexity of generating, storing, and manipulating the
on-sets and off-sets increases. Besides, approximate tests must be validated by a
fault simulator.

8.2.4 Implementation of Time-Frame Expansion Methods

Commonly used algorithms for sequential circuit test generation are backward
state justification procedures shown in Figure 8.8. The construction of a test se-
quence for a given target fault begins with the last vector, which detects the fault
at a primary output. In Figure 8.8, this is accomplished in time-frame 0 (called the
fault detection time-frame) by input vector vy and state vector sg. The vector vy is
binary-valued and s, is a nine-valued vector. These are determined by a combina-
tional ATPG algorithm like PODEM or FAN, as discussed in the last chapter. Next,
the state vector spisjustified in time-frame —1 by input v_1 and state s_j,again by
the combinational ATPG algorithm. This process continues until some time-frame
—k such that s_j matches a given initial state. The test vector sequence then con-
tains k 4 1 vectors applied in the order, v_g, v—k+1, - - , vo. All time-frames —1
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Figure 8.8: Test generation by backward state justification.

through —k are called justification time-frames. The fault is assumed to be present
in all time-frames and can be activated any number of times before detection. This
procedure is called “backward time” because the vectors are actually derived in the
reverse order. The initial state s_g is determined in one of three different ways,
depending upon the specific implementation of the algorithm:

1. Start with uninitialized state. The initial state s_j is set to all Xs. It is
assumed that both fault-free and faulty circuits are in some unknown states.

2. Start with the final state of the previous tests. This is the case where we al-
ready have some vectors that could not detect the target fault. In a typical
scenario, these may be verification or initialization vectors provided by the cir-
cuit designer, or may be test vectors generated for previously-targeted faults.
The nine-valued state vector s_j is determined by simulating the presently
targeted fault. The fault simulator starts with both fault-free and faulty cir-
cuits in unknown states. The new test sequence is, of course, concatenated to
the previous vector sequence.

3. Start with a known initial state. Some circuits are designed to “power-up” in
a known state [73, 721]. It is usually not possible to simulate the often analog
or asynchronous power-up initialization circuitry by a logic or fault simulator.
Thus, we would assume that both fault-free and faulty circuits start with a
known binary-state s_;. The vectors so produced are valid tests as long as
the fault does not interfere with the initialization circuitry.

A test generator GENTEST [72, 160], developed at Bell Labs, implements the
time-frame expansion algorithm. It uses the BACK principle and the SPLIT data
structure mentioned in the last subsection. Also, built into the test generator is a
parallel version of a differential fault simulator (see Chapter 5.) GENTEST works
in multiple passes. In the first pass, based on the circuit size, a reasonable but
small per-fault time limit is selected. The test generator prepares a list of collapsed
(or uncollapsed at the user’s option) faults. Faults can be randomly sampled if so
desired (see Chapter 5.)

GENTEST starts with one fault from the fault list. If a test is found, all faults
in the list are simulated and detected faults are removed from the fault list and
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placed in a detected fault list. Potentially detected faults are marked as such but
are not removed, unless the user exercises the “potential detection option.” At this
point the fault simulation is suspended and the test generator restarts with a new
fault target from the list. However, the fault-free and faulty circuit states are saved
for the restart of simulation when more vectors become available.

If the target fault is not detected within the per-fault CPU time limit, it is
abandoned, but not removed from the list, and another fault is targeted. Once all
faults have been processed and the fault list still contains more than a prespecified
number, the per-fault CPU time limit is increased and a new test generation pass
begins. The entire process ends when either a required fault coverage is achieved or
some maximum per-fault CPU time limit has been exceeded.

A typical GENTEST run for the ISCAS ’89 benchmark circuit s35932 [99] pro-
duced the following result on a SUN Ultra I (200 MHz) workstation:

Primary inputs = 36

Primary outputs = 320

State elements = 1728

Total Faults = 39096

test generation time = 4251 s

fault simulation time = 97 s

total vectors = 327

detected faults = 33630

untestable faults = 2

undetected faults = 5464

0 untestable faults were potentially detected

68 undetected faults were potentially detected

faults tried = 6116

time limit per fault = 833 ms

fault coverage = 86.019%

fault efficiency = 86.024%

Note: GENTEST did not target certain faults in the last cycle.
The dynamically adjusted maximum effort per fault is too
small for those faults. Use the -t or -k option to
increase the cpu effort per fault.

As the test generator’s note indicates, this fault coverage can be enhanced by in-
creasing the per-fault time limit. GENTEST also contains an Ippg option, which
assumes a complete observability for any fault that is activated. When this option
is used, GENTEST models 22,493 faults in s35932. It generates 93 vectors to cover
all of these faults. The CPU time is only 313 s. Strangely, these vectors have a
stuck-at fault coverage of 87.02%, which is higher than that obtained in the above
run. Though this result cannot be generalized, it needs investigation.

The HITEC program [497], developed at the University of Illinois, contains sev-
eral unique features. It combines forward and reverse time processing. Test sequence
generation for a target fault is begun in a time-frame where the fault is activated.
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This is designated as time-frame 0. First, in a forward time phase, the fault is
activated by setting PIs and state inputs of time-frame 0. Also, propagation of
the fault effect to a PO of time-frame 0O is attempted. When that is not possible,
the fault effect is propagated to some flip-flop, and forward time-frames (numbered
greater than 0) are added to propagate it until it reaches a PO. All necessary signal
assignments in the forward time-frames are backtraced to PIs of time-frames num-
bered > 0 and the present state flip-flops of time-frame 0. If this phase is successful,
then the reverse time justification phase begins. The flip-flop states assigned in
time-frame O are now justified through one or more negative-numbered time-frames
(< 0), until all flip-flops in the “most negative” time-frame have don’t care states.
A conflict can occur any time during this process and, when that happens, the test
generator backtracks to the last decision point and makes an alternative choice.
The HITEC test generation system incorporates a parallel fault simulator [496]
and can achieve high fault coverages and efficiencies for large sequential circuits. It
has been in use by researchers at many universities and its algorithms have been
implemented in a test generation program that is commercially available from Syn-

opsys.

8.2.5 Complexity of Sequential ATPG

It is possible to bound the number of time-frames needed. It would be fruitless
to repeat the state during justification for the following reason. If a subsequence
of states has the same first and last state, then that subsequence can be replaced
by just one vector (either the first or the last vector in the subsequence) without
affecting the success of the justification process. The size of the state vector equals
the number of flip-flops in the circuit, Nys. Hence the total number of distinct
state vectors is 9™/, when the nine-valued logic is used. If the state is not justified
with kpmez = 9V time-frames, then the fault may be considered untestable. The
maximum number ofjustification time-frames is reduced if we assume that the fault-
free circuit remains initialized. Then a flip-flop in the fault-free circuit will only
assume two (0,1) values, while the faulty circuit flip-flop can have any of the three
(0,1,X) states. Thus kpmez = 677, Furthermore, if the faulty circuit also remains
initialized, then kmeg = 4%ff [7]. This shows the importance of initialization in
testing and the difficulty of detecting the faults that affect initialization. Next, we
will examine two classes of sequential circuits and their ATPG complexities.

8.2.6 Cycle-Free Circuits

This classification is based on the connectivity structure of the circuit. We
assume that the circuit consists of combinational gates and flip-flops. The state
of a flip-flop Fi is considered dependent on another flip-flop Fj if there exists a
combinational path from Fj to Fi. Such dependence can be expressed by a directed
graph, usually called the s-graph [154, 379]. Figure 8.9 shows a circuit and its s-
graph. This is a cycle-free circuit since there is no feedback among flip-flops. As
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Figure 8.9: A cycle-free circuit and its s-graph.

a result, the s-graph is acyclic. A cycle-free circuit is also called a feedback-free or
pipeline circuit.

In a directed acyclic graph (DAG) there must be at least one vertex with in-degree
0. The in-degree of a vertex is the number of incoming edges [41, 363]. Similarly,
the out-degree of a vertex is the number of outgoing edges. In the s-graph, the
node with 0 in-degree corresponds to a flip-flop whose state depends exclusively on
primary inputs. There can be more than one such vertices. We will levelize the
s-graph by assigning a level number 1 to all O in-degree vertices. In Figure 8.9(b),
Fl has level 1. The rest of the graph is then levelized such that the level number of
a vertex is one greater than the maximum level feeding into it. Thus, the level of
F2 is 2 and that of F3 is 3.

We define the sequential depth, dgeq, of the circuit as the maximum level number.
Clearly, the sequential depth is the number of flip-flops on the longest directed path
in the s-graph. The following is a useful result:

Theorem 8.1 (Initialization) Given a cycle-free structure, the fault-free circuit
and the faulty circuit with a non-flip-flop fault are always initializable [152].

Proof: Examining the levelization procedure, we find that flip-flops in level 1 are
initialized directly by a single vector at primary inputs. Once that is done, using the
level 1 flip-flops and primary inputs, flip-flops in level 2 are initialized by a second
vector. Carrying this process on level by level, all flip-flops will be initialized with the
application of dgeq input vectors. Since a single stuck-at fault in the combinational
logic changes neither the acyclic nature of the s-graph, nor the level numbers of
flip-flops, the same arguments apply to the faulty circuit. [ |

According to Theorem 8.1, both fault-free and faulty circuits are initializable to
known states, which may or may not be identical. Thus, after the application of
dseq vectors, there will be no unknown state left either in the fault-free circuit or
in the faulty circuit. If the primary outputs differ any time after the application
of dseq vectors, the detection will be definite and not potential. If the two circuits
produce identical outputs beyond the first dsq vectors, then the fault may only
be detected as a potential detect in the pre-initialization phase. The latter type is
called a partially detectable fault [527)].

Theorem 8.2 Test complexity of a cycle-free circuit. A test for a non-flip-flop
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Figure 8.10: Time-frame expansion of a sequential depth 3 cycle-free circuit.

fault in a cycle-free circuit can always be found with at most dgeq + 1 time-frames,
unless the fault is untestable.

Proof: Consider the circuit of Figure 8.9 with a sequential depth, dgeq = 3. Similar
arguments will apply to any cycle-free circuit. Suppose we derive an input vector
and a state vector in time-frame O that detect the target fault at a primary output.
According to Theorem 8.1, both fault-free and faulty circuits are initializable. So,
we assume that the state vector in time-frame O contains no unknowns (X.) From
the arguments following the proof of Theorem 8.1, all flip-flops are initialized by at
most dgeq vectors. Thus, we add dgeq time-frames prior to the time-frame 0, as shown
in Figure 8.10, which illustrates the circuit with three flip-flops. In Figure 8.10, the
top line connecting the time-frames carries the state of Fl, the middle line that of
F2, and the bottom line that of F3. On the left hand side all three flip-flops are
in the unknown state. The lines inside combinational logic blocks show the signals
that control a flip-flop. For example, in time-frame —1, F3 is controlled by primary
inputs, Fl, and F2. All combinations of Fl, F2, and F3 states that are possible in
this circuit can be obtained by primary inputs of these three time-frames. Thus,
the four (or dseq + 1, in general) time-frame combinational logic must provide a
test if one is possible. Since there are no unknown state variables at the input of
time-frame 0, the test in that time-frame will be deterministic. The tests in earlier
time-frames can be of the potential detection type, since some flip-flops there are
still in the unknown state. |

Example 8.6 We can generate a test for any fault (all are testable) in the circuit of
Figure 8.9 using at most four time-frames. Figure 8.11 illustrates the test generation
for “input A of OR gate C stuck-at-0.” The test generator takes the following steps:

1. A simple analysis of the circuit topology in Figure 8.9 tells us that the fault
effect can be propagated to the output Z through two paths, C — F2 — E — Z and
C - F2 — E — F3 — Z. The first path, being shorter (fewer flip-flops) is chosen
as the primary path. Real test generators may use more complex analyses for
grading the propagation paths (see Example 8.5.)

2. In time-frame 0, we place a 0/1 at Z and justify it by A = 1, F1 = 1,
F2 =1/0, and F3 = 0/X. Some values shown in Figure 8.11 differ, since
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Figure 8.11: A test for input A of C s-a-0 fault in the circuit of Figure 8.9.

only the final test is shown. Notice three things. First, fault effect propagation
is attempted through the shortest path. Second, F3 is set to 0/X and not to 0
because all paths are being simultaneously activated. This condition is enforced
by the BACK algorithm [159]. Third, F3 is set to O/X and not to 0/1, which
is the least restrictive condition allowed by the nine-valued logic. The last two
choices result in significant saving in the number of backtracks.

3. We move to time-frame -1 to justify F1 =1, F2 = 1/0, and F3 = 0/X.
Setting A' =1, B' =1, FI' =0, F2' = X, and F3' = X as inputs to time-
frame —1 meets the first two requirements but causes a conflict on F3. So, we
backtrack to time-frame 0.

4. The two path objectives are reversed. Z = 0/1 is obtained by F2 = 1/X and
F3 = 0/1. All signals for time-frame 0 are shown in Figure 8.11.

5. In time-frame — 1, we justify F1 =1, F2=1/X,and F3 =0/1,by A’ =1,
B' =1, FI' =1, F2' =1/0, and F3 = 1. This changes F2 to 1 but that is
not a conflict with 1/X.

6. In time-frame 2, we justify F1' =1, F2' =1/0, and F3' =1,by A" =1,
B"=1,F1" =0, F2' = X, F3" = X.

7. In time-frame -3, we justify F1" =0, F2" = F3" = X,by A" =X, B" =0.
Thus, a four-vector test is found as (A, B) = (X,0), (1,1),(1,1), (1, X), which
produces a 0/1 output on the last vector.

A time-frame expansion type of test generation program, GENTEST [72], produced
17 vectors for detecting all 21 single stuck-at faults in the combinational logic of this
circuit.
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Figure 8.12: A modulo-3 counter without initialization input.

8.2.7 Cyclic Circuits

A circuit whose s-graph contains cycles is called cyclic. The modulo-3 counter
circuit in Figure 8.12(a) is a cyclic circuit as is indicated by its s-graph in Fig-
ure 8.12(b). When CNT = 1, it increments its state (FF2,FF1), every time the
flip-flops are clocked. Thus, if FF2=0 and FF1=1, the state 01 will change to
10 - 00— 01 - 10 - - - - on successive clocks. For CNT = 0, the circuit holds
its state. In some applications where synchronization of the pulse at Z, appearing
at every third clock, is not required this circuit will correctly perform the function.

The circuit of Figure 8.12 has the same type of test problem as the circuit
of Figure 8.6. A test generation program [72] finds that all of its 32 faults are
untestable. This is because the state of the fault-free circuit cannot be determined
by the test generator. Consider the fault Z s-a-0. For any input, the output will be
X/0. However, when the fault-free circuit is in the unknown state, fault detection
is meaningless. To remedy this situation, a designer must provide an initialization
input. In Figure 8.13, the input CLR = 1 will set the circuit in FF1=FF2=0 state.
Since the state is set on the application of the clock after CLR becomes 1, this
operation is called synchronous initialization.

The circuit of Figure 8.13 has the same s-graph as shown in Figure 8.12. However,
the test generation program [72] generated 9 vectors to detect all but 4 of the 36
faults. Four faults shown in Figure 8.13 were found to be untestable. Of these,
the three s-a-1 faults of the CLR signal were potentially detectable. The remaining
untestable s-a-0 fault is a partially detectable fault. It cannot be detected after
the fault-free circuit has been initialized. However, it can be detected prior to
initialization if the circuit powers-up in the 11 state (FF1=FF2=1.) Notice that
this is not a valid state in this implementation of the modulo-3 counter. The length
of the longest vector sequence produced by the test generator was 5, showing that
a maximum of five time-frames were needed. Even though a cyclic circuit can be
made initializable by adding hardware, some faults in the added circuitry can only
be potentially tested. Those are the faults that interfere with the initialization
process.
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Figure 8.13: A modulo-3 counter with synchronous clear input.

Not all cyclic circuits are uninitializable. For example, the circuits of Figures 8.3
and 8.5(a) are also cyclic, but a test generator can produce tests for them. However,
the cyclic structure adds to the complexity of test generation. It is also a prerequisite
for any possible uninitializability problem. In practice, if the test generator produces
very low fault coverage then the designer should suspect the problems related to the
initialization of the circuit.

Besides the synchronous clear of Figure 8.13, asynchronous clear and preset
signals are also effective. Irrespective of the type of initialization signal used, it is
important that it should be controllable from a primary input. For example, if the
modulo-3 counter is embedded in a larger circuit and the CLR signal is internally
generated, then the designer should provide a primary input that will override the
internal CLR.

The s-graph of a cyclic circuit cannot be levelized. Thus, no sequential depth
is defined. For a cycle-free circuit with Ny flip-flops, sequential depth dseq < Nyy.
Thus, the length of time-frame expansion is bounded by Ny, which is a substantial
reduction over the worst-cases of 9V// or 4V we calculated earlier. Those higher
bounds are still valid for circuits with cyclic s-graphs.

Table 8.1 shows ATPG results for four ISCAS89 [99] benchmark circuits of sim-
ilar sizes. These results were obtained by Bell Labs’ test generation program, GEN-
TEST [72]. CPU times in the table are for a SUN Spare 2 workstation. The first two
circuits, s1196 and s1238, are cycle-free and have a sequential depth of 4. The test
generator is able to either detect or determine untestability of each fault in these
circuits. The other two circuits, s1488 and s1494, have cycles and hence their se-
quential depths are indeterminate. Here, the test generator abandoned many faults
because of the per-fault CPU time limit (100 s and 81 s, respectively) used in these
runs. Fault coverages are lower than those for the cycle-free circuits, and fault effi-
ciencies are also lower. Furthermore, cyclic circuits have some potentially detected
faults, which are treated as undetected faults in this study. Fault coverages and
fault efficiencies are calculated according to Equations 7.12 and 7.13, respectively.
In Table 8.1, the maximum sequence length is the longest test sequence for any fault.
Though smaller than the upper-bounds, these are comparatively longer for cyclic
circuits. In fact, many more time-frames may be required if the abandoned faults
were to be detected or found untestable. Such an exercise will require increasing the
per-fault CPU time limit. CPU times for cyclic circuits are already larger by three
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Table 8.1: Test generation for cycle-free and cyclic circuits.

[ Circuit name . l 51196 .l_ s1238 ]._51'188 [ ‘:ilf)lT

[ Primary inputs 14 14 8 | 8
Primary outputs 14 14 19 19
Flip-flops 18 18 6 6
Gates (with 2 or more inputs) 388 428 550 558
Inverters 141 80 103 89 |
Structure | Cycle-free | Cycle-free | Cyclic | Cyclic
Sequential depth . 4 4 |
Total faults 1242 | 1355 1486 1506
Detected faults 1239 1283 1384 1379
Potentially detected faults 0 0 2 | 2
Untestable faults 3 72 26 | 30
Abandoned faults 0 0 76 97
Fault coverage (%) 99.76 94.69 93.14 | 91.57

| Fault efficiency (%) 100.00 100.00 94.79 | 93.43

| Maximum sequence length 3 3 24 28 |
Total vectors 313 308 525 559 |
CPU s 10 15 19941 | 19183

orders of magnitude. In Chapter 14, we will discuss a technique, known as partial
scan, to convert a cyclic circuit into a cycle-free circuit for testing.

8.2.8 Clock Faults and Multiple-Clock Circuits

Our discussion so far has focused on single-clock circuits. All flip-flops were
controlled by one clock, which was a primary input to the circuit. For test generation
this clock was modeled only implicitly. That is why many of our circuit diagrams
show flip-flops without clock signals. It was assumed that one input vector is applied
per clock cycle (see the clock waveform in Figure 8.2.) This approach provides
simplicity to test generation. However, there is a loss of generality.

First, faults on the clock line are not modeled and hence no tests were obtained
for them. Second, many circuits that contain multiple clocks cannot be handled as
such. Third, some memory elements in certain circuits may not be controlled by
the clock signal.

In a synchronous circuit, all signals are synchronized with respect to the clock
signal. The clock signal provides the time reference. A fault in the clock line disturbs
the synchronization and in some ways makes the faulty circuit asynchronous. In this
subsection, we present a synchronous method for modeling flip-flops with explicit
clock and other signals that may be either synchronous or asynchronous. These
models are frequently used for simulation and test generation of sequential circuits
and allow faults to be modeled for flip-flop inputs. These do not allow modeling of
faults inside flip-flops, which will be discussed in the next subsection.

An explicit clock model of a flip-flop is shown in Figure 8.14. Here, the ideal

flip-flop is the same flip-flop we have been using for the implicit single-clock case.
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Figure 8.14: An explicitly clocked flip-flop with asynchronous clear.
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Figure 8.15: A positive edge-triggered flip-flop with explicit clock.

It is a basic delay element that provides a delay of one vector period. The logic
in the shaded region in Figure 8.14 is used for modeling the function of the flip-
flop. Faults inside this logic are usually not modeled. This flip-flop is shown with
an asynchronous clear (CLR) signal. That is, when CLR = 1, the flip-flop state
changes to 0 irrespective of the state of the clock signal CLK. Only when CLR = 0,
dock CLK =1 will read the data into the flip-flop. For CLK = 0, D will not be
stored but the flip-flop will keep its previous state. Note that the CLR signal in
Figure 8.13 was a synchronous clear. There, the clock was implicit and the flip-flop
was cleared only after the application of the clock. Various types of flip-flops can
be modeled using the ideal flip-flop.

Figure 8.15 shows a positive edge-triggered flip-flop. Here, only when a rising
edge occurs at CLK, D is propagated to Q. For all other states of CLK, the output
Q retains its state. When explicit clock models of flip-flops are used, synchronous
and asynchronous clear and preset signals can be modeled. In general, any number
of clocks can be present in a circuit. Clocks can even be gated by other signals or
clock inputs of flip-flops can be fed by external or internal combinational signals.
If the operation of the flip-flop is accurately modeled, then the test generator will
correctly deal with faults on clock, clear, and preset signals.

8.2.9 Asynchronous Circuits

A digital circuit is defined as combinational if its steady-state output is com-
pletely determined by the present inputs. Thus, a combinational circuit does not
store any data for the future time. In actual implementation, these circuits con-
tain logic gates without feedback signals. A sequential circuit, on the other hand,
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Figure 8.16: Types of logic circuits.

has combinational feedback which can store signal states. Its output, therefore, de-
pends on both primary inputs and internal states. The internal states, in turn, may
depend upon previous primary inputs.

Figure 8.16 gives examples of different types of circuits. Figure 8.16(a) is a
combinational circuit as characterized by the feedback-free structure. Its output F is
determined uniquely by inputs, A, B, and C. Figure 8.16(b) shows an asynchronous
SR (set-reset) latch. An input S = 0,R = 1 produces Q@ = 0,Q = 1. Input
S = 1,R = 0 reverses the outputs. For these two input conditions, the latch acts
like a combinational circuit. Following any of these inputs, if the input changes to
S = R = 0, then no new output is produced and Q and @ retain their previous
values. This is the storing state of the latch. Notice that the inputs in the storing
state produce a sensitized path around the feedback. Such a feedback path is also
called a combinational loop or asynchronous loop or simply loop. The two operations
of injecting signals into the loop and storing them are quite typical of asynchronous
logic. However, these are only the “good” operations.

Some bad operations are also typical of asynchronous logic. Consider the input
S = R =1 applied to the SR latch of Figure 8.16(b). The output Q@ = Q = 0is
instantly produced. However, trouble arises if we next go to the storing state by
applying § = R = 0. Let us examine two cases:

1. The two NOR gates have equal delays, A. Assuming that S = R =1 is
changed to S = R = 0 at time ¢t = 0, at £ = A the output changes to
@ = @ = 1. At t = 2A, the output changes again to @ = @ = 0. With a
period of A, (Q, @) oscillate as (0,0) — (1,1) — (0,0) - - -

2. The upper NOR gate is much slower than the lower NOR gate. The input
change § = R=1— 8§ = R = 0 causes @ to change to 1, while Q is still
0. The new input 01 of the upper NOR gate is now consistent with<@Q = 0,
which stays as such. Thus, the latch attains the state Q = 0,@ = 1. This
state would have been reversed had the lower NOR gate been slower.

The malfunction we described is known as a race. As the loop is sensitized, the
signal at the output of the “slow” gate literally races to its own input, thus forcing
the output to remain stable. Also, notice that the number of inversions around the
loop must be even for stability. If no gate is too slow, then the loop will experience
oscillating values, which will finally stabilize to some state favoring the slower of the
gates. For exactly equal delays of gates, the oscillations may continue indefinitely.
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Figure 8.17: A general asynchronous circuit.

The operation we just described is termed asynchronous because:
1. Signals can change at any time.

2. Some signals may depend on the past inputs.

3. Steady state signal values may depend on circuit delays.

The design, verification, and testing of asynchronous circuits present complex prob-
lems. Therefore, digital circuits of any appreciable size use synchronous operation.
This is accomplished by a synchronizing signal or clock. Figure 8.16(c) shows a
synchronous version of the SR latch. The synchronizing clock signal CK = 0 puts
the latch in the “store” state, isolating it from the inputs S and R. A correct logic
design of the circuit must ensure that S = R = 1 never occurs (note the NOT gate
at the input in Figure 8.2.)

Many simulators can accurately model delays and hence simulate asynchronous
circuits. Thus, simulation-based test generators are the best choice for large asyn-
chronous circuits. These are discussed in the next section. Since time-frame expan-
sion methods rely on path sensitization procedures like D-Algorithm or PODEM,
which ignore the timing behavior of the circuit, they take a “conservative” approach.

A general sequential circuit is represented by the schematic of Figure 8.17. Com-
paring this to the synchronous circuit of Figure 8.1, we find that the combinational
logic is here replaced by asynchronous logic, which contains feedback among gates.
In spite of the asynchronous logic, which is unclocked, most digital systems have a
clock which synchronizes the flip-flops, primary inputs, and primary outputs. This
clock is shown as the signal CK in Figure 8.17.

To isolate the combinational logic, we split the asynchronous logic into two parts:
(1) feedback-free combinational logic and (2) a set of delay elements synchronized
with a fast model clock, FMCK. FMCK runs much faster than the system clock
CK. Its purpose is to repeatedly evaluate the combinational logic and stabilize

asynchronous signals before CK clocks the flip-flops, applies new Pls, or observes
POs.
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Figure 8.18: A test generation model for asynchronous circuits.

To create the model of Figure 8.18, all loops in the asynchronous logic are identi-
fied. A set of signals, called the feedback set, is found such that if the corresponding
interconnects are cut then the circuit will have no feedback. This set is the same
as the feedback edge set defined for a directed graph [41]. The graph in this case
contains gates as vertices and signals as directed edges. The minimum number of
signals that must be cut is known as the feedback index [686]. The problem of finding
the absolute minimum feedback set is very complex, but heuristics can quickly find
near minimal solutions. Generally used heuristics are similar to those employed for
solving the minimum feedback vertex set (MFVS) problem discussed in Chapter 14.

Fictitious delay elements are inserted at the signals in the feedback set. Since
all combinational gates are assumed to have zero delay, these delay elements hold
the signal until all combinational signals have been evaluated. In Figure 8.18, these
delays are taken out in a separate block (shown shaded.) Thus, we have created
a two-clock model for test generation. The normal system clock CK controls all
synchronous memory elements (flip-flops.) The modeling clock FMCK controls
the asynchronous delays. The FMCK clock is necessary because we have modeled
the logic with zero delays. A time-frame expansion type of test generator deals with
this circuit in two phases (Figure 8.19):

1. System clock (CK) phase. The operation of the circuit is synchronous with re-
spect to CK. Thus, one input vector is generated for each period of CK. Sim-
ilarly, the primary output is observed only once in the period. In Figure 8.19,
the blocks C are time-frames of the combinational logic. The unshaded blocks
correspond to the CK phases. The inputs to this block are the input vector,
previous flip-flop states, or pseudo-primary inputs (PPIs), and the states of
the feedback delays. It produces a primary output (PO), and the next states
of flip-flops (pseudo-primary outputs, PPOs.)
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Figure 8.19: Two-phase time-frame expansion for asynchronous circuits.
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Figure 8.20: An asynchronous circuit for test generation.

2. Fast modeling clock (FMCK) phase. Following the system clock phase, which
provides new inputs to the combinational logic, a series of “fast” time-frames
exercise the logic until signals become stable. For practical reasons, a small
fixed number of time-frames is used (three in Figure 8.19.) If some signal does
not become stable, then an oscillation can be assumed and that signal is set
to the unknown state. During this phase, the primary inputs and the clocked
flip-flop states are held without change, and no primary output is examined
for fault detection.

Thus, each input vector produces a new set of PPO and asynchronous states
(feedback signal states.) In a simplified version of asynchronous circuit test gener-
ation, we ignore the feedback states. Each input vector then begins with feedback
signals in the unknown states. The test generator favors those primary input values
that uniquely determine the feedback signals. For example, for the NOR latch of
Figure 8.16(b), inputs 01 and 10 will be favored. Also, the loops are preprocessed
and a sensitization value set, i.e., a set of signal values that sensitize a path around
the loop, is generated for each loop. For example, the sensitization set for the NOR
latch of Figure 8.16(b) is § = R = 0. Then, whenever the signal states coincide with
the sensitization set, outputs of all gates in the loop are set to X. This approach
avoids any oscillatory evaluation of signals. However, the conservatism prevents the
generation of tests where asynchronous states are essential. This approach is used
in GENTEST [72], as the next example illustrates.

Example 8.7 Consider the asynchronous circuit shown in Figure 8.20. We will
discuss test generation by the memory-less model. The feedback set is (Q,Q). The
loop sensitization condition is R =S = 0. Thus, whenever this signal combination
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occurs, the test generator sets the feedback set to the unknown state, Q@ = Q = X.
Gentest [72] produced the following result on a SUN Sparc 2 workstation:

Primary inputs = 2

Primary outputs = 3

State elements = 0

Total Faults = 23

test generation time = 33 ms

fault simulation time = 16 ms

total vectors = 4

detected faults = 15

untestable faults = 8

undetected faults = 0

0 untestable faults were potentially detected
0 undetected faults were potentially detected
faults tried = 12

time limit per fault = 0.8 ms

fault coverage = 65.2%

The four test vectors, corresponding outputs, and eight untestable faults are shown
in Figure 8.20. We make several observations:

* Not all faults identified as untestable are really untestable. They are really
untestable by a single-vector test, which is a limitation of the combinational
model.  For example, the s-a-0 fault on the Q input of the OR gate A is
testable by two vectors, (S,R) = (1,0), (0,0). Still, there are several faults that
are either not detectable even by multiple vector tests, or can only be detected
potentially or as race faults. A generally low fault coverage is quite typical of
asynchronous circuits.

* Fortunately, the generated test sequence does not cause a race condition in the
fault-free circuit, which is a requirement for useful tests but is not imposed
by the test generator. For example, if we generate a test, the fault list is
ordered as “C s-a-0” followed by “s-a-0 on § input of A,” then the two tests
S=R=0and S = R = 1, applied in that order, will produce a race in
the NOR latch in the fault-free circuit. If the asynchronous logic is embedded
in a sequential circuit, the ordering of vectors cannot be arbitrarily changed.
Such race conditions should be found by a simulator and the vectors causing
them should be discarded or modified. Alternatively, the test generator should
recognize the race producing sequences and generate alternative tests.

Asynchronous circuits continue to be difficult to test. Tools and techniques are
only adequate for small circuits. The typical situation often encountered involves
large synchronous circuits with a small amount of asynchronous circuitry embed-
ded in the combinational logic. In addition, tests for faults in the clock circuitry
require asynchronous techniques. The major difficulty of finding good tests for asyn-
chronous circuits arises due to the inadequate treatment of delays. Analysis of races
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and hazards can improve the tests, but requires additional computation [141, 96],
Determining the steady-state without the complete delay information can be trou-
blesome, too. A recent method gives specific attention to the time-frames used for
signal stabilization [64]. Finally, when it comes to handling of delays, logic simu-
lators are more advanced than test generators and the early proposal of Seshu and
Freeman [587] for simulation-based test generation is still attractive.

8.3 Simulation-Based Sequential Circuit ATPG

The application of a fault simulator for test generation was suggested by Seshu
and Freeman in the early 1960s [587]. They used a compiled-code simulator and
the faults were serially injected. Random vectors were used in the 1970s with fault
simulation to select only those vectors that increased the fault coverage [26]. While
this strategy was quite successful with some combinational circuits, for hard to test
circuits it had to be backed up with algorithmic (non-random) vectors. Breuer [89]
devised a simulation-based method for sequential circuits. In his method, several
randomly generated vectors were simulated for some “present state” of the circuit
and the best vector (according to specified criteria) was included in the test sequence.
The circuit state was then advanced before simulating a new set or random vectors.
Schuler et al. [573] were the first to use a concurrent fault simulator (CFS) for test
generation. They simulated a set of random vectors. Each vector was simulated for
the same given starting state of the circuit. The vector that detected the largest
number of faults was selected. The states of the good and all faulty circuits were
changed corresponding to the selected vector. The test generator then advanced
to the selection of the next vector from a new set of random vectors. Parker [S08]
reported an adaptive method of making the random vector source circuit-specific.

One of the greatest advantages of these methods is that before a vector is selected
as a test, it is simulated. As an event-driven simulator analyzes both logic and timing
behavior of the circuit, the selected vector is guaranteed to be free from harmful
races or hazards. Many other test generators completely neglect timing information
and produce hazardous tests.

Several observations were made by Schuler er al. [573]. They experienced a se-
rious shortage of available memory required to simulate a large number of faults.
They suggested using a small subset of faults. However, the problem of finding a
proper subset had no existing solution. They also reported that for a given comput-
ing time, the fault coverage remained somewhat low unless extra observation points
were inserted in the circuit. Their circuits contained up to 1,000 gates and were
small by today’s standard.

The problem of low fault coverage when no extra observation points are inserted
has been reported by other workers as well [343, 361]. These authors did not use
CFS. However, the difficulty lies not in the simulation algorithm, but in the way
vectors are selected. The vector that detects either the target fault or the largest
number of faults at primary outputs is the natural choice. When the faults are
very difficult to detect, none of the trial vectors may detect anything. Selection of
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a test vector from a reasonable number of random vectors is very inefficient in this
situation. Also, when the circuit is sequential, not every test vector may produce a
fault effect at primary outputs. In general, several vectors are required to bring the
circuit to a state such that the fault can be activated. Again, several vectors may be
needed to propagate the effect of the fault to a primary output. Thus, a test for a
fault may consist of a sequence of vectors where only the last vector produces a fault
effect at a primary output. Generation of such a sequence is highly improbable by a
process that only considers single vectors and relies on fault detection information at
primary outputs. Output observation can produce better results if vector sequences,
like those produced by a genetic algorithm, are used instead of single vectors (see
Subsection 8.3.2.)

The above observations motivated further exploration. A fault simulator com-
putes the fault activity at all internal nodes of the circuit. This information is
frequently ignored since we use the simulator only to gather fault detection data.
Takamatsu and Kinoshita [649] have used CES for generating tests for combina-
tional circuits. They use the test generation algorithm, PODEM (see Chapter 7),
to generate a test for some target fault. PODEM involves a series of backtrace and
forward implication operations. The backtrace determines a value for some primary
input to accomplish some objective like fault activation or fault propagation. For-
ward implication ascertains that the input value determined by the backtrace does
not contradict the objective. In case of a contradiction, the input value must be
changed via backtracks. For an algorithm like PODEM, which enumerates primary
input values until a test is found, the CPU time of test generation largely depends
upon the number of backtracks. Takamatsu and Kinoshita find that a backtrack
can often be avoided by changing the target fault. In their CONT-2 algorithm, the
forward implication is similar to CFS. Thus, fault activity information about all un-
detected faults is available. When a contradiction occurs, CONT-2 will abandon the
current target fault and select some other target fault that has a greater chance of
being detected. The new target can be a fault that is already active and whose effect
is present at some signal close to a primary output. PODEM and CONT-2, which is
based on PODEM, are test generation algorithms applicable only to combinational
circuits.

The CONTEST algorithm, devised by Agrawal, Cheng, and Agrawal [31, 153],
uses a directed-search approach for generating tests for sequential circuits. This
algorithm works in a closely knit fashion with CFS. The basic idea is to obtain test
vectors by successive modification of primary input bits based upon cost functions
that are computed by the simulator. More advanced test generators use genetic
algorithms [445].

8.3.1 CONTEST Algorithm

The test generation process can be subdivided into three phases. In Phase 1
initialization vectors are generated. The purpose of these vectors is to bring flip-
flops in the circuit to known states irrespective of their starting state. Phase 2
begins with vectors that are either supplied by the designer or generated in Phase
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1. A fault list is generated in the conventional manner. For example, this list may
contain all single stuck faults or a subset of such faults. These faults are simulated
using a fault simulator. If the coverage is adequate, the test generation would stop.
Otherwise, tests are generated with all undetected faults as targets. In the initial
stages of test generation, the fault list is usually long and the objective of this phase
is to generate tests by concurrently targeting all undetected faults. At the end of
Phase 2, if the fault coverage has not reached the required level then Phase 3 is
initiated. In this phase, test vectors are generated for single faults targeted one at
a time.

Phase 1: Initialization. Here, the cost is defined simply as the number of flip-
flops that are in the unknown state. Initially, the cost may be equal to the number of
flip-flops in the circuit. The goal in the initialization phase is to reduce this cost to
0. This cost function is derived only from good circuit simulation and is not related
to the faulty circuit behavior. If the circuit is hard to initialize, one may relax the
criterion for exiting to the next phase by allowing a small number of flip-flops, say
10%, to remain uninitialized.

Using this cost function, the circuit is driven to the easiest initialized state
instead of any specified state. All flip-flops are assumed to be in the unknown state
at the beginning and the cost function is equal to the number of flip-flops in the
circuit. Before applying a trial vector, signal states are saved for restoration in case
the trial vector is not accepted. To start the process, any trial vector (a randomly
generated or user-supplied vector) can be used. This is called the “current vector.”
Subsequent trial vectors are generated by changing the bits of the current vector.
The integer n is used to denote the bit position in the current vector that is changed.
The clock bits (only in the synchronous mode) are treated separately. The user
specifies the clock sequence. During simulation, the input data bits are kept fixed
whenever the given clock sequence is applied. In combinational or asynchronous
sequential circuits, all input bits are treated as data.

After simulation of a trial vector, the “trial cost” is computed as the number of
flip-flops that are in the unknown state. If the trial cost is lower than the current
cost, then the trial vector is saved. If the trial cost is zero, then the initialization
phase is complete. Otherwise, the current cost is updated, signal states are saved,
the accepted trial vector becomes the current vector, n is set to 1, a new trial
vector is generated by changing the nth data bit, and the process of simulation, cost
calculation, etc., is repeated.

A trial vector is not accepted as an initialization vector if the corresponding trial
cost is not lower than the current cost. In that case, the bit number » is advanced
and the process is repeated with a new trial vector. When all bits of a current vector
have been changed without lowering of the cost, this process will stop, indicating that
initialization is impossible with this scheme, i.e., a local cost minimum is reached.
One possible strategy is to restart with a new randomly-selected current vector.

Phase 2: Concurrent fault detection. The initialization vectors may already have
detected some faults. Some others may have been activated but not detected. As
a result, effects of active faults will be present at internal nodes of the circuit. For
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Figure 8.21: An example of the distance cost function used in Phase 2.

an active fault, a suitable cost function is the shortest distance to a primary output
from any fault effect caused by the fault. The distance here is simply the number
of logic gates on the path. The smaller this cost, the closer the fault is to being
detected. When a fault is detected, its cost will be zero. The objective in test
generation is to reduce the cost by propagating the fault effect forward, gate by
gate, until it reaches a primary output. If the fault is not activated, i.e., no fault
effect is present anywhere in the circuit, then the cost is defined as infinite.

Figure 8.21 gives a simple example to illustrate how the distance cost function
works. The given fault is signal A stuck-at-1 and the initial vector is 000. The fault
effect appears at signal A; thus, initial cost is 2. After simulating three trial vectors,
the search terminates and a test is found.

When there are several undetected faults, cost C; is computed for each fault i
for some input vector and internal state. Similarly, the cost C’; is obtained for a
candidate trial vector. A comparison of C; and C'; determines whether to accept the
candidate vector or reject it. Since there can be several undetected faults, there are
two lists of cost functions instead of just two numbers. The search for tests should
be guided by a group of faults instead of a single target fault. One can devise simple
rules to determine the acceptance of a vector. For example, if the combined cost of
10% of the lowest-cost undetected faults is found to decrease, then the new vector
may be accepted. Experience has shown that for many circuits, the test vectors for
all stuck-at faults are usually clustered instead of being evenly distributed in the
input vector space. Figure 8.22 shows the input vector space with dots representing
tests for undetected faults from the fault list. In the beginning there are many
undetected faults and the vector space may have large clusters of tests as shown
in Figure 8.22(a). Starting at any initial vector A, the cost function will steer the
search toward large clusters. When only a few faults are left, their tests will be a
few isolated vectors. In Figure 8.22(b), test generation in Phase 2 has followed the
path from A to B. At B, the combined cost provides very little “direction.” Hence,
a single target fault strategy may be needed.

If flip-flops are modeled as functional primitives, they may be treated differently
from individual gates such as AND or OR. Propagating a fault through a gate only
needs setting appropriate values at the inputs of the gate. In contrast, propagation
through a flip-flop requires first setting the appropriate value at its data input and
then activating the clock signal. In cost computation, therefore, a large constant,
say 100, is assigned to a flip-flop as its distance contribution.

Phase 2 begins with fault simulation of initialization vectors. The faults thus
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Figure 8.22: Directed search in Phase 2 and the need for Phase 3.

detected are eliminated from consideration. Generation of trial vectors is performed
in a manner similar to the initialization phase. Costs for trial vectors are obtained
from the result of CFES. Prior to simulation, gates are levelized starting from primary
outputs. Thus the level of a gate directly gives its distance from primary outputs.
The cost of a trial vector is easily computed using the levels of the faulty circuit
gates. The concurrent phase stops when all single bit changes in a current vector
produce no cost reduction. This will normally happen when the number of faults
left in the target set is small. The test vectors for these faults sparsely populate
the vector space and, therefore, the collective cost function does not provide any
significant guidance.

Phase 3: Single fault detection. The cost function in this phase is based on a
SCOAP-like testability measure. In SCOAP (see Chapter 6), each signal is assigned
three measures, 1-controllability, O-controllability, and observability, respectively.
All measures are integer-valued and a higher value of the measure for a signal indi-
cates that it might be difficult to control or observe. In Phase 3, testability measures
are dynamically computed. Their values depend upon the circuit structure as well
as on input vectors. The dynamic nature is essential in this application since the
measures are used to compare the suitability of vectors for detecting a target fault.

DC1(i) and DCO(i), are defined as dynamic 1 and O controllabilities for node i.
These are related to the minimum number of primary inputs that must be changed
and the minimum number of additional vectors needed to control the value of
node i to 1 or 0. The number of inputs required to be changed is further defined
as the dynamic combinational controllability (DCC) and the number of required
vectors is called the dynamic sequential controllability (DSC.) In order to keep the
test sequence short, DSC is weighted heavier than DCC. For example, DC1(i) and
DCO(i) could be the weighted sums of DCC and DSC, say, DSC times 100 plus
DCC. If the current logic value of node i is 1, then DC1(i) is defined as:

DC1(E) lv@y =1 = 0 (8.1)
where V(i) is the logic value on node i. Similarly, if the current logic value on node
iis 0,

DCOG) ly@y =0 = O (8.2)

This definition follows from the fact that no input change is needed to justify a 1(0)
on node i if the value is already 1 (0.) Under other conditions, DC1(i) and DCO(7)



8.3 Simulation-Based Sequential Circuit ATPG 243

will assume nonzero values. For example, for the output line i of an AND gate with
m inputs, DC1(i) and DCO(i) are computed as:

m

DC1G) lvgy =oor x = p_ DCL(k;) (8.3)
j=1

DCOM) vy = 1or x = ,min DOOGK) (5.4

where k; is the jth input line of the gate. Here, min means the minimum of m
quantities and its use is similar to that in the SCOAP testability measures. Pri-
mary input controllabilities are set to O or 1 depending on their current state. As
explained, the controllability of sequential elements is weighted heavier. Dynamic
controllabilities for a flip-flop output i are defined as:

DC].(Z) |V(i) =0or X — DCl(d) + K (85)

DCO(Z) ]V(z) =loer X =— DCO(d) + K (86)

where d is the input data signal of the flip-flop and K is a large constant, say, 100.

In order to detect a stuck fault, the test generator must first find a sequence of
vectors to activate the fault, i.e., set the appropriate value (opposite of the faulty
state) at the fault site, and then find another sequence to sensitize a path to prop-
agate the fault effect to a primary output. Thus, the cost function should reflect
the effort needed for activating and propagating the fault. The activation cost,
AC(is_y) of a node i stuck-at-j fault is defined as:

AC(is—a-;) = DCu(s) (8.7)

where v is O if node i is stuck-at-1 and v is 1 if node i is stuck-at-0. This follows
from the consideration that the cost of activating a stuck-at-0 (stuck-at-1) fault is
the cost of setting up a 1 (0) at the fault site. The propagation cost is basically a
dynamic observability measure. For a fanout stem i with n fanout branches, it is:

PC(i) = 1r£nj1é1n PC(ij) (8.8)
where 4; is the jth fanout branch of i. For an input signal i, of an m-input AND
gate whose output signal is i, we have

PC(i,) = PC@) + > DC1(i) (8.9)
1<k<m
k#a

where i, is the kth input line of the gate. Similar formulas are easily derived for
other types of gates. The cost function for test generation for a single target fault
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is derived from the activation cost and the propagation cost defined above. For an
undetected fault F, line i stuck-at-v, that is not activated, the cost is defined as:

COSt(F) |F not activated — K1 x AC(is—a—u) + PC(’L) (8.10)

where K1 is a large constant that determines the relative weighting of the two costs.
If the fault has been activated, and N is the set of the nodes where the fault effect
appears, then:

Cost(F) |p activates =  min PC(i) (8.11)
i € Np

Notice that in this cost function reconvergent fanouts are ignored. This approxi-
mation provides computational simplicity but may occasionally result in failure to
detect a fault. Once activation and propagation costs are computed for each fault
in the list, the lowest-cost fault is targeted for detection. New input vectors are cre-
ated to further lower the cost of the target fault until it is detected or the search is
abandoned due to a local cost minimum. As new vectors are added to the sequence,
CFS eliminates any other detected faults from the list. This phase ends when either
an adequate coverage is achieved or all faults that were left undetected at the end
of Phase 2 have been processed.

A program implementing the CONTEST algorithm (CONcurrent TEst generator
for Sequential circuit Testing) [31, 153] accepts a logic-level circuit description in a
hardware description language. The test generator works in two modes: synchronous
and asynchronous. In the synchronous mode, clock signals and their transition
sequence within a period must be specified. The test generator follows each change
in primary inputs by a clock sequence. In the asynchronous mode, no clock signal is
identified and the test generator treats all primary inputs alike. For circuits that are
largely synchronous with a limited amount of asynchronous circuitry, test generation
in the synchronous mode works better initially. If the coverage by this mode is
inadequate, then, for the remaining faults, asynchronous mode can be used. This
is because the speed of test generation depends upon the number of primary inputs
that must be manipulated. In the synchronous mode, clock signals are prespecified
and are not manipulated.

An optional fault list is an input to the test generator. If this is not given, the
system generates a list of collapsed single stuck-at faults. CONTEST contains an
event-driven CFS. Race analysis in feedback structures is automatic and is performed
through special modeling features. By default, potentially detectable faults (that
produce an unknown faulty output) are considered detected. This option can be
turned off by the user. If the number of changes in a signal for the same input vector
exceeds a prespecified number, then the simulator assumes oscillation and sets the
signal to the unknown state.

In Phase 1, the user can specify the acceptable percentage of uninitialized flip-
flops. The default is 10 percent. Also, Phase 2, which normally follows Phase 1, can
be independently run if the user supplies functional vectors or initialization vectors.
Experience has shown that Phase 2 can achieve a coverage of 65 to 85 percent.
Phase 3 can also be independently run if the size of the given fault list is small.
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Figure 8.23: An asynchronous circuit for test generation by CONTEST,

Table 8.2: CONTEST results (CON: CONTEST, GEN: GENTEST.)

Fault Fault Number of VAX
Circuit data coverage eff. test 8650
(%) (%) vectors CPU s
Name | Gates | FFs | Faults | CON | GEN | GEN [CON [ GEN | CON [ GEN
MANNY | 26 7 [ 67 | 100.00 | 83.95 | 83.95 32 [ 219 5 | NA
SSE 207 6 | 454 83.26 | 83.20 | 99.50 561 676 291 1134
MULT4 382 15 | 540 97.04 92.78 | 93.15 364 148 838 1490 .
TLC 355 21 772 94.69 94.64 | 94.64 1256 5340 3312 32590
PLANET 690 6 1582 95.13 | 57.71 | 61.00 1439 132 3120 | 19388
MI 779 18 1629 94.53 NA NA 1358 NA 1261 NA
| CHIP-A 1112 39 1643 93.73 | 84.11 | 88.48 1031 384 | 98432 NA
;_ CHIP-B 1539 73 2533 91.28 NA NA 1034 NA 77904 NA

Example 8.8 Asynchronous circuit. Consider the circuit of Figure 8.23. This is
an asynchronous sequential circuit. Muth [481] used this example to illustrate the
necessity of a nine-value path sensitization algorithm when a test for the fault “d
stuck-at-1" is attempted. CONTEST produced four vectors: 000, 100, 101, 111.
The last two vectors are the same as given in Muth’s paper. Two extra vectors are
generated because CONTEST starts with an arbitrary 000 vector and then brings
the circuit to the appropriate state.

Some results are shown in Table 8.2 [31, 153]. The circuit MANNY is asyn-
chronous. All others are synchronous. SSE and PLANET are finite state machines
with combinational logic implemented as a programmable logic array. MI is an-
other finite state machine with random logic implementation. MULT4 is a four bit
Booth multiplier circuit synthesized by an automatic synthesis system and TLC
is a traffic light controller circuit. CHIP-A and CHIP-B are CMOS custom chips.
CHIP-B contains one asynchronous flip-flop. For comparison, the results of a time-
frame type of sequential circuit test generator (GENTEST [72]) are included in
Table 8.2, CONTEST consistently produced better fault coverage and required less
CPU time as compared to GENTEST. In some cases, due to circuit model incom-
patibilities, GENTEST aborted. The unavailable data are shown as “NA” in the
table. GENTEST was ineffective for several circuits because of their complex se-
quential structure and asynchronous behavior. In other cases, GENTEST could
identify redundant faults that were used to obtain fault efficiencies. A simulation-
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based technique like CONTEST cannot identify redundancies and hence does not
provide the fault efficiency.

Consider the TLC Circuit to examine the run time performance of the directed-
search method. Even though there are only 21 flip-flops, it is a highly sequential
circuit with an internal counter and the ratio of logic to primary inputs is high (only
4 primary inputs.) For some faults, more than 200 vectors are needed to initialize the
circuit to appropriate states to activate and propagate the fault effects to primary
outputs. That means that more than 200 copies of the combinational portion are
created in the iterative-array model. This is one of the reasons why GENTEST
required significantly more CPU time than CONTEST for the TLC circuit.

As evident from Table 8.2, CONTEST frequently generated more vectors than
the GENTEST program. This is a consequence of the one-bit change heuristic.
In general, neighboring vectors in a CONTEST-generated sequence have fewer bit
changes than in sequences generated by GENTEST. As a result, more vectors are
needed to take the circuit to a desired state, starting from some given state. In
some cases, this may be desirable because too many simultaneous input changes
can produce hazards in the logic or produce power supply fluctuation due to current
surge. The single-bit change strategy has also been used by other workers [587]. In
general, the vector sequence length directly affects the test time and long sequences
may have to be compacted to reduce the testing cost.

When the final fault coverage is lower than the desired goal, two options are
possible. The first option is to start with a different (randomly selected) vector
and attempt generation of tests for the undetected faults. The second option is to
expand the one-bit change heuristic to include two-bit, three-bit, . . . changes. One
should, however, expect a rapid increase in the amount of computations. Lioy et al.
have taken a different trial vector approach [403]. They implemented the directed
search approach in the MOZART concurrent fault simulator [236]. When a single
vector with one-bit change does not provide cost reduction, their program examines
the cost with multiple vectors. This strategy has the advantage of being able to get
out of some local minima. They were able to obtain excellent results for some IS-
CAS ’89 sequential benchmark circuits [99]. However, their conclusion was that the
simulation-based technique was not very efficient for circuits with a complex feed-
back structure. Such structures are, in fact, known to be troublesome for other test
generation algorithms also (see Subsection 8.2.6.) Among other possible strategies
for trial vectors is the method based on genetic algorithms.

8.3.2 Genetic Algorithms

The process of test generation in CONTEST is evolutionary, in the sense that
a test sequence is evolved by accepting and rejecting vectors according to their
fault detection characteristics. Improved results are possible if trial vectors are
generated by some ‘“learning” process. For example, we can probabilistically favor
the generation of the type of vectors that were more successful in the past. That
is the basic idea of genetic algorithms, introduced by Holland [303]. An interested
reader will also find the book by Goldberg to be useful [261]. A recent book by
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Mazumder and Rudnick [445] discusses VLSI design and test applications of genetic
algorithms.

Test generators based on genetic algorithms resemble CONTEST in several
ways [445]. One uses the three-phase process. The cost function is replaced by
a fitness function, which is now maximized instead of being minimized. Various
types of fitness functions are computed via true-value or fault simulation. The basic
difference, however, lies in the method of generating trial vectors. The procedure
works with a set of vector sequences, called the population, which is improved iter-
atively. Each iteration is called a new generation. Vectors of a generation are pro-
duced from those of the previous generation, using operations known as crossover,
mutation, and selection. In crossover bits from two vectors of the old generation are
combined to construct two vectors for the new generation. In mutation, bits of a
vector from the old generation are manipulated to create a vector for the new gen-
eration. In selection two individuals are selected, with selection biased toward more
highly fit individuals. The fitness of the new generation is evaluated by simulation
of the required characteristics such as initialization or fault detection. Creation of
vectors in later generations is biased toward higher fitness.

One of the earliest simulation-based programs that used genetic algorithms (GA)
was CRIS [556]. A simple fitness function, evaluated from true-value simulation, was
used. It would favor those vector sequences that increased the signal activity in the
circuit. This program had only limited success, perhaps because increased signal
activity only improves controllability but does not necessarily increase observability.
A later version of the program included fault simulation. Another program used
adaptive GA [631]. Here, crossover and mutation probabilities were dynamically
reduced for more fit individuals. The authors showed advantages of the adaptive
scheme though their implementation was only for combinational circuits.

Compared to the early versions, significantly improved results were achieved by
the GATEST program developed by Rudnick ef al. [553]. In that program accu-
rate fault simulation data was used for evaluating the fitness function. In a GA
framework, new populations via crossover, mutation, and selection can be very
quickly generated. However, fault simulation of large populations consumes enor-
mous computing resources. GATEST simulates 100 to 300 randomly sampled faults
to compute the fitness. These strategies worked well and the results compared favor-
ably with the time-frame expansion program HITEC. GATEST used less CPU time
than HITEC, produced shorter test sequences and sometimes (though not always)
obtained higher fault coverages. More importantly, the results established the prac-
ticality of GA-based test generation and showed the necessity of fault simulation for
fitness assessment.

Another recent program, GATTO [174], targets one single fault at a time. The
circuit is assumed to be already initialized and a target fault is chosen from among
those already active. The GA then generates vectors to propagate the fault effect
toward POs.

Several strategies of the previous programs are combined in the STRATEGATE
program developed by Hsiao et al. [310, 311]. This program uses GA in multiple
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Table 8.3: Sequential ATPG by STRATEGATE [311].

Circuit | Number of faults | Fault | Number of | HP J200 (256MB)
name total | detected | coverage vectors CPU time
51423 1,515 1,414 93.3% 3,943 1.3 hours
85378 4,603 3,639 79.1% 11,571 37.8 hours
s35932 | 39,094 | 35,100 89.8% 257 10.2 hours

phases to activate the fault in the combinational circuit (time-frame 0), justify the
required state through previous time-frames, and propagate the fault effect through
later time-frames. Table 8.3 shows a sample of results obtained for three benchmark
circuits by STRATEGATE on a HP J200 computer with 256MB RAM. The test
generator starts with the circuit in a completely unknown state. Only coverages are
given since the simulation-based ATPG cannot identify redundant faults. Although
CPU times are large, the fault coverages are significantly higher than those reported
for time-frame expansion programs such as GENTEST [72, 160] and HITEC [497].
The reader may compare the result for the circuit s35932 in Table 8.3 with that
obtained by GENTEST in Section 8.2.4.

Years of research on genetic algorithms for sequential ATPG has produced some
highly improved programs. In the true sense of the word, this evolution will continue
and more improvements may be forthcoming. Similarly, the quest for improved
implementations of time-frame expansion algorithms also continues.

8.4 Summary

Sequential ATPG is practical for arbitrarily large circuits with adequate testabil-
ity properties such as good initializability and cycle-free or limited-cycle structure.
The University of Illinois program, HITEC [497], has been the basis for a commer-
cial ATPG system, available for several years. GENTEST [72, 160] has been used
within Lucent Technologies. At least two other sequential ATPG systems have been
in use at IBM and NEC, respectively. IBM’s program incorporates sophisticated
branch and bound techniques originally developed at Rutgers University [150]. It
has been used to generate tests for their partial scan microprocessor [151]. It is
also commercially available to the users of IBM’s TestBench system. NEC’s pro-
gram, SATURN [120], is based on various neural network and graph theoretic algo-
rithms [127], and has been used within the company to generate tests for VLSI chip
sets containing several million transistors. These programs employ the time-frame
expansion technique.

In view of the large CPU times required for sequential ATPG, multi-processing
has been explored. A popular technique is to distribute the fault list over a net-
work of workstations that independently generate tests. This procedure is known as
fault-parallelism. The inter-processor communication is minimized by only sharing
the generated tests [63]. Significant speedups have been reported for the GEN-
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TEST [603] and ESSENTIAL [369] programs. Interestingly, in cases where the
detection of hard-to-detect faults is strongly influenced by the circuit state, even
superlinear speedup is possible [18]. Superlinear speed up refers to the speed up of
the program by a factor greater than the number of processors used. Sienicki [603]
has analyzed the conditions for such speed up and has given adaptive techniques to
obtain the best advantage of parallelization. Krauss et al. [370], using a distributed
system of 100 workstations, first divide the fault list among workstations. When only
the hard-to-detect faults are left over, they use several processors to cooperatively
explore the vector space for tests targeting one fault at a time. This procedure is
known as search-space parallelism. They observed speed ups between 42 and 92 for
various circuits. They also reported that parallelization of test generation produced
more vectors, which had to be compacted.

Simulation-based methods of test generation derive their efficiency from fault
simulators such as a concurrent fault simulator (CFS.) Since the selection of a test
vector depends upon the cost comparison, several trial vectors have to be simu-
lated before a decision is made. A CFS implementation simulates the trial vectors
in series. A more efficient implementation will be to use MDCCS (multi-domain
concurrent and comparative simulation) [684] such that costs for many trial vec-
tors are concurrently evaluated. The simulation-based method is applicable to all
types of circuits, combinational or sequential. Its best advantage is in sequential,
particularly asynchronous, circuits. In such circuits, timing of signals cannot be ne-
glected and, therefore, the time-frame expansion methods run into difficulties (see
Subsection 8.2.9.) With the simulation-based method, any circuit that can be sim-
ulated, can be tested. Among simulation-based techniques genetic algorithms have
produced the best results.

Problems

8.1 Race condition. Suppose that all gates in the flip-flop circuit of Figure 8.2 have
one unit of delay. Analyze all signal waveforms when a falling transition at D
and a rising transition at CK occur, simultaneously. What timing condition
should data (D) and clock (CK) signals satisfy for race-free operation?

8.2 Show that a test for any fault on the primary output of the serial adder circuit
of Figure 8.3 can be obtained with at most two time-frames. Hint: Note
that the primary output fault does not interfere with the initialization for the
flip-flop which can be set in either O or 1 state by a single vector.

8.3 Show that any single stuck-at fault on primary inputs of the circuit in Fig-
ure 8.3 can be detected by two vectors when the initial state of the flip-flop is
unknown.

8.4 Determine a test sequence for the s-a-0 fault on the output line of the flip-flop
in the circuit of Figure 8.3.
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8.5 Show that a test for the fault A s-a-0 in the circuit of Figure 8.24 cannot be

obtained using the five-valued logic of the D-calculus. Obtain a test for this
fault using the nine-valued logic.

Flip-

flop
N B
N

s-a-0

Figure 8.24: Circuit for Problem 8.5.

8.6 Initialization fault. Derive a test for the A s-a-1 fault in the circuit of Fig-

ure 8.25. Does the test provide a definite or a potential detection?

A

Flip c
flop

B

Figure 8.25: Circuit for Problems 8.6 and 8.7.

8.7 Devise a multiple observation test for the fault shown in Figure 8.25. Is a

8.8

8.9

multiple observation test still possible if the inverter in the feedback path was
shorted?

Compute drivabilities for all lines in the circuit of Figure 8.9 for the fault B
s-a-0.

Approximate test. The single clock synchronous sequential circuit in Fig-
ure 8.26(a) has two inputs CLR and A. CLR = 1 initializes the flip-flop
to 0. Using only the combinational part shown in Figure 8.26(b), derive a
test vector (CLR, A, PS) to detect the A s-a-0 fault at the output Z Find
a justification sequence, assuming the combinational logic to be fault-free in
previous time-frames. Verify whether this test sequence will work when the
fault is present in all time-frames. If the test does not work, then derive an
alternative test assuming the fault to be present in all time-frames.

CLR CLR DO
Z

s-a-0 f-—= Z
A
PS NS A _'F'[>°_
Ps NS
Flip-
flop
(a) Sequential circuit. (a) Combinational logic.

Figure 8.26: Circuit for Problem 8.9.
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8.10

8.11

8.12

8.13

8.14

8.15

8.16

8.17

Prove that a fault that is untestable in the stand-alone combinational logic is
also untestable in the sequential circuit.

Prove that a fault in the combinational logic of a synchronous sequential circuit
is untestable if no combinational test vector can be justified using fault-free
time-frames. Hint: See the paper by Agrawal and Chakradhar [30].

Pseudo-combinational circuit. Derive a combinational circuit by replacing all
flip-flops by shorting wires in the circuit of Figure 8.9. This is known as the
pseudo-combinational transformation, which can be applied to any cycle-free
clocked sequential circuit [463]. Derive a test for the fault D s-a-0 in the
pseudo-combinational circuit. Verify that the vector sequence obtained by
repeating this vector three times will detect the D s-a-0 fault in the original
sequential circuit. Note that the number of repetitions equals the sequential
depth.

Prove that if a combinational test vector can be obtained for a fault in the
pseudo-combinational circuit, then that vector repeated as many times as the
sequential depth will always detect the corresponding fault in the sequential
circuit. Hint: See the paper by Min and Rogers [468]

Prove that a synchronous sequential circuit that is not initializable, must be
cyclic.

Cyclic circuits. Redefine the s-graph by including PIs and POs as additional
vertices. Levelize the graph starting from PI vertices using the minimum dis-
tance rule. Draw the new types of levelized s-graphs for circuits of Figures 8.9
and 8.13. What do the depths of these graphs represent in terms of the length
of test sequences?

Race fault in asynchronous circuit. Derive a test for the s-a-1 fault at the
output of the NOT gate in the circuit of Figure 8.27. Is this a race fault?
A
=1 Q (primary output)
s-a-1
N
SN
B

Figure 8.27: Circuit for Problem 8.16.

Oscillation fault. The asynchronous circuit of Figure 8.28 is designed to have
no memory state. Derive a test for the s-a-1 fault on the C input of the NAND
gate and show that it is an oscillation fault. Redesign the fault-free function
as a combinational circuit.
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p—2Z

s-a-1

c

Figure 8.28: Circuit for Problem 8.17.

8.18 Simulation-based initialization. Using the cost function as the number of flip-
flops in the unknown state and unit Hamming distance trial vectors from an
initial vector 00, generate initialization sequences for the circuits of Figures 8.9
and 8.13. Can this procedure initialize the circuit of Figure 8.12?

8.19 CONTEST. Starting with an initial vector 00, use the Phase 1 and Phase 2
procedures of CONTEST to derive a test sequence for the serial adder circuit
to detect the s-a-0 fault shown in Figure 8.3. Even though there is a single
target fault, use the distance cost function.

8.20 CONTEST. Given an initialization vector 00, use the Phase 3 (single fault
detection) procedure of CONTEST to obtain a test sequence for the s-a-0
fault of the serial adder circuit in Figure 8.3.
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. . . Advances in semiconductor memories have been very impressive.
Their density . . . 1is ever increasing. . . . algorithms with a
test time of . . . order O(n?), where n is the number of bits in
the memory chip, are no longer acceptable for testing current . . .
multi-Mega-bit memory chips.” — Ad J. van de Goor [688].

An engineer joining the electronics industry in 1970 would have witnessed the
invention of the first Dynamic RAM (DRAM) memory chip, the Intel 1103 DRAM,
with 1024 bits. In 1993 the first papers on the 256 Mega-bit DRAM were published,
and in 1997 the first samples of the 256 Mega-bit DRAM were introduced. In this
time frame, the cost of computer memory has declined from 1 cent/bit to 120 x 1076
cents/bit. The industry is anticipating 275 Giga-bit (Gb) DRAMS in 2021, at a cost
of 0.66 x 1076 cents/bit [584], although such extrapolations of historical trends
are speculative. This extraordinary technological advance and cost reduction has
enabled the widespread use of virtual memory in personal computers, a revolution
in computer graphics, and rapid retrieval of volumes of data unimaginable in the
1960s.

Ever since Kilburn’s invention of virtual memory for the Manchester University
Ferranti Atlas computer, we have used a hierarchy of memory to give the appearance
of a huge, high-speed memory attached to every computer, when in fact this illusion
is achieved at low cost by a hierarchy of memories ranging from a high-speed, expen-
sive, small, random access memory to a low-speed, inexpensive, and large memory.
In the Ferranti Atlas, the fastest memory was magnetic core memory, medium speed
memory was a drum drive, and low-speed memory was magnetic tape. At present,
the fastest memory in the hierarchy is the static RAM in the microprocessor cache,
dynamic RAM is the off-chip main memory, and Winchester moving head disk drive
technology is at the bottom of the hierarchy. The widespread deployment of virtual
memory, and the increase in typical computer memory sizes to several Mega-bytes
has only been possible because of increasing memory chip density and cost-effective
memory testing. Virtual memory has freed tens of millions of programmers from
the need to code software in assembly language, and from the need to carefully
construct software overlays. We have used the dramatic cost reduction achieved by
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memory technology to reduce the labor content of writing software. Also, lower-cost
memory enabled the invention of the personal computer, with its major innovation
of incorporating the display memory into the processor main memory in order to
speed up image drawing and simplify graphics programming. The compound annual
growth rate in semiconductor memory world sales has been averaging at 7% [442].
Semiconductor memories are about 35% of the entire semiconductor market. In
1975, DRAM cost $ 8,000/Mbyte, but in 1985 it cost $ 500/Mbyte. It now costs
between $ 1.56/Mbyte and $ 1.88/Mbyte in 2000.
The significant types of semiconductor memory are listed below:

1. Dynamic Random Access Memory (DRAM) has the highest possible density
but a slow access time of 20 ns. Bits are stored as charge on a single capacitor,
but the memory must be refreshed, typically every 2, 4, or 6 ms, if information
is not to be lost.
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Figure 9.1: Number of bits per DRAM chip in volume production.

2. Static Random Access Memory (SRAM) has the fastest possible speed, with
a 2 ns access time. Bits are stored in cross-coupled latches, and the memory
need not be refreshed.

3. Cache DRAM (CDRAM) combines both SRAM and DRAM on the same chip,
in order to accelerate block transfer between the SRAM cache and the slow
DRAM.

4. Read-Only Memories (ROMs) have every bit content programmed by the pres-
ence or absence of a transistor at manufacturing time, and do not lose infor-
mation when power is shut off.

5. Erasable, Programmable Read-Only Memories (EPROMs) are ROMs that can
be programmed in the field. The entire contents is erased by applying ultra-
violet light, and then the EPROM can be reprogrammed.

6. Electrically Erasable, Programmable ROMs (EEPROMs) are programmable in
the field, and words in them can be selectively erased by electrical means.
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Most of the information in this chapter came from two outstanding memory testing
texts by van de Goor [688] and Mazumder and Chakraborty [442].

9.1 Memory Density and Defect Trends

Table 9.1: DRAM family characteristics over time.

Mode Bandwidth|Volt. Chip sizes Time
(Mb/s) period
FP 25 oV 256 kb/1 Mb/4 Mb/16 Mb/64 Mb|1986-97
EDO 33 — 60 3.3 /5V|4 Mb/16 Mb/64 Mb/128 Mb 1990-99
SDRAM |66 —133 (3.3 V 16 Mb/64 Mb/128 Mb/256 Mb 1995-
DDR 200 — 300 [2.5V  [128 Mb/256 Mb/512 Mb/1 Gb  [1999- |

DRDRAM][600 — 800 [2.5V  |128 Mb/144 Mb/256 Mb/ 1999-
288 Mb/512 Mb/596 Mb/1 Gb

In memory technology, the number of bits/chip quadruples roughly every 3.1
(or w) years. The bit count per chip continues to increase exponentially, and this
causes the memory price to decrease exponentially. Figure 9.1 shows the density
rate of increase. Exponential density increase implies exponential decrease in area
per memory cell, which implies an exponential decrease in the size of the capacitor
used in a DRAM to remember a single bit. Table 9.1 [164] shows how the families
of DRAMs evolved over the years. Various access methods include fast page mode
(FP), extended data output (EDO), synchronous DRAM (SDRAM), double data
rate (DDR), and direct Rambus DRAM (DRDRAM.) Table 9.2 [395, 164] quantifies
these trends. Manufacturers are now experimenting with new high dielectric con-
stant, ferroelectric materials [442] such as barium strontium titanate (BST.) These

Table 9.2: DRAM characteristics.

Memory size | Feature width | Chip area | Clock rate Supply voltage
(bits) (pm) (mm?) (MHz) (V)
16 Mb 0.35 25 66 —100 [2.50r3.0o0or3.30rb
64 Mb 0.30 40 100 — 133 250r33o0rb
128 Mb 0.23 55 100 — 800 2.5 or 3.3
256 Mb 0.17 120 100 — 400 2.5 or 3.3
512 Mb 0.13 200 100 — 400 2.5 or 3.3
1 Gb* 0.11 500 133" 1.8

* Initial samples available now, production scheduled for late 2002.
** Clock rate is the input clock rate.
! Estimated size.

materials allow a greater capacitance to be maintained in the same physical space
as before, leading to a density improvement. Present day DRAM capacitors made
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from oxynitride oxide have a dielectric constant of 5.0, but BST has a dielectric
constant of > 500. Present-day DRAM designs now have stacked capacitors, where
the storage capacitor is manufactured on top of a transistor, and are now made with
deep sub-micron feature sizes (less than 0.5 um.) These technological changes are
forcing DRAM testing to be more oriented towards the physical DRAM layout in
order to achieve acceptable fault coverage. For the future, one possible technology
is silicon-on-insulator (SOI), where individual DRAM transistors are electrically in-
sulated from each other by a dielectric layer, rather than being insulated from each
other by reverse-biased p-n junctions.

In order to keep memory prices economical, the test cost per memory chip (which
is directly related to the test time) cannot increase significantly. The number of bits
per chip continues to increase exponentially and fault sensitivity increases, so faults
become more complex. Tests for detecting the coupling faults between adjacent
memory cells are more complicated and take longer than individual cell tests. For
these reasons, we will not consider the early memory testing methods here. These
methods had test times proportional to O(n x loga(n)) or even O(n?) (n is the num-
ber of memory bits.) Table 9.3 explains why these methods are now prohibitively
expensive, so we will only consider O(n) complexity memory tests in this chapter.
The table assumes a memory cycle time of 60 ns.

Table 9.3: Test time (s) in terms of memory size n.

. Number of test algorithm operations |
n n ‘_??. x logan ‘ _ n3/2 T |
IMb [ 0.063 1.26 64.5 | 1833 hr
AMb || 0.252 5.54 5154 | 2932 hr |
16Mb || 1.01 | 24.16 115 hr | 4691.3 hr
64Mb || 4.03 104.7 917 hr | 75060 hr |
256Mb || 16.11 | 451.0 73.30 hr | 1200959.9 hr |
| 1Gb | 64.43 | 1932.8 | 586.41 hr | 19215358.4 hr |
| 2Gb [[128.9 | 39944 | 1658.61 hr | 76861433.7 hr |

Market Share Trends. Table 9.4 documents the shifting memory market as it
moves away from EEPROMs and EPROMs and towards DRAMs. Because of this
shift, we will only cover DRAM, SRAM, and ROM testing here. Interested readers
can consult van de Goor [688] for EEPROM and EPROM testing methods. Table 9.2
gives DRAM cell parameters for recent DRAM chip generations.

Defect Trends. Since we now have exponentially less charge stored per memory
cell, as well as much closer proximity of memory cells to each other, cell coupling
faults are now common and should be routinely tested for. Also, cells are becoming
more vulnerable to manufacturing process disturbances. We should always assume
that multiple memory faults will be present, and test appropriately. In addition to
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Table 9.4: Memory market share (%.)
. | 1988 | 1990 [ 1994 |
DRAMS [ 56 54 58

SRAMs Ay [ 22 |.o;m
ROMs | 8 8 | 6 |
EPROMs | 17 | 14 12
EEPROMs* | 2 2 3

“Includes flash EEPROMs.

the cell coupling faults, linked cell coupling faults (defined below) must now also
be tested for. The yield of memory chips would be nearly 0%, since every chip
has defects, if not for the practice of including redundant rows and columns in the
memory array. During initial manufacturing test, the manufacturer develops a map
of the faulty rows and columns in the array. The column and row address decoders
are then rewired using either a laser or by blowing fuses to reroute these defective
rows and columns to working spare rows and columns included in the memory.

Test Time Complexity. Memory tests should deliver the best fault coverage pos-
sible given a certain test time. Also, we must consider the distinction between
memory manufacturing test and memory end-user test. Since manufacturing test
will end with the defective memory rows and columns being rewired to spare rows
and columns, manufacturing test must also include diagnosis, which not only indi-
cates that the memory chip is defective, but also shows which location is defective.
The manufacturer may also use a variety of tests, such as initial production charac-
terization tests, to determine which failures are really occurring, versus a variety of
production tests for high-volume, high-yield production. End users might wish to
forgo DRAM testing, except that the new ULSI system-on-a-chip (SOC) technology
will include DRAM on a custom-designed chip having several microprocessors as
well. Therefore, DRAM testing also is the ASIC designer’s problem. End users
who do not include DRAM in their systems-on-a-chip will still have to perform in-
coming parts test, board level tests, and system tests on their purchased DRAM
components. Therefore, most of the tests covered here remain relevant to end users.

The major change in memory testing is that tests are now based on fault models,
and tests are now proven to have complete coverage for particular fault models. A
fault model is an abstraction of the error caused by a particular physical fault(s.)
The purpose of the fault model is to simplify the testing procedure and reduce its
cost, while still retaining the capability of detecting the presence of the modeled
fault. Thus, the fault model need not accurately model the physical fault, as long as
it still indicates the presence of the physical fault. Also, tests are now proven to be
minimal length for the given set of fault models covered by the tests. In addition,
it has been shown that memory tests with high fault coverage do not necessarily
test a high percentage of the defects (defect coverage) occurring in production [442].
This happens when the fault model does not correctly model the actual defects
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that the particular fabrication line and DRAM geometry are susceptible to. With
deep sub-micron chip feature sizes, DRAM chips are increasingly subject to pecu-
liar, layout-specific failures. Therefore, we now use inductive fault analysis [596]
to analyze the chip layout, and determine which fault models correctly model the
actual physical defects that occur. Additional layout and fabrication line specific
tests (Ippg and Ippr tests) have been added to boost the DRAM defect coverages
over those achievable by the functional tests.

9.2 Notation

nFET MOS enhancement mode transistor

pFET MOS enhancement mode transistor

0 A cell is in logical state 0

1 A cell is in logical state 1

x A cell is in logical state O or 1

A A memory address

ABF AND Bridging fault

AF Address decoder fault

ANPSF Active Neighborhood Pattern Sensitive Fault

APNPSF Active and Passive Neighborhood Pattern Sensitive Fault

B Memory width, the number of bits in a memory word

BF Bridging Fault

C A Memory Cell

CF Coupling Fault

CFdyn Dynamic Coupling Fault

CFid Idempotent Coupling Fault

CFin Inversion Coupling Fault

DRF RAM Data Retention Fault

k Size of a neighborhood

M Set of memory cells, words, or addresses

n Number of memory bits: n = 2¥

N Number of address bits

neighborhood For pattern sensitive faults, this is the immediate cluster of
cells whose pattern provokes a fault in the base cell

NPSF Neighborhood Pattern Sensitive Fault

OBF OR Bridging fault

PNPSF Passive Neighborhood Pattern Sensitive Fault

SAF Stuck-at Fault

SCF State Coupling Fault

SNPSF Static Neighborhood Pattern Sensitive Fault

SOAF Stuck-Open Address Decoder Fault

TF

Transition Fault
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9.3 Faults

Definition 9.1 Failures, errors, and faults. A system is defined here either as
a purely electronic system or a mixed electronic, electromechanical, chemical, and
photonic device system. Such systems are coming into common use through micro
electro-mechanical system (MEMS) technology that combines all of the above-listed
devices on a single chip. A common MEMS system is the air bag controller in
modern automobiles. A system failure occurs when system behavior is incorrect or
interrupted. Failures are caused by errors, which are manifestations of faults in the
system. A fault is present in the system when there is a physical difference between
good and incorrect (failing or bad) system behavior, but some time may elapse before
a fault causes a detectable system error.

9.3.1 Fault Manifestations

Faults can either be permanent or non-permanent.

Permanent. These faults are caused by the following mechanisms, and can be
modeled with a fault model, since they will exist indefinitely.

e Bad Electrical Connections (missing or added)

® Broken Components (this could be an IC mask defect or a silicon-to-metal or
a metal-to-package connection problem)

Burnt-Out Chip Wire

e Corroded Connection Between Chip and Package

Chip Logic Error

Non-Permanent. Non-permanent faults are present only part of the time, and
occur randomly. They have no well-defined fault model. These faults particularly
afflict memory integrated circuits, but memory system designers handle these prob-
lems by including information redundancy, or redundant error-correcting codes, in
each system memory location. Therefore, it is now customary to detect three-bit
errors in memory systems, and to automatically correct up to two simultaneous
bit errors in a memory system. Non-permanent faults are further subdivided into
transient and intermittent faults. Transient faults are caused by environmental con-
ditions, while intermittent faults are cause by non-environmental conditions.
Here are the common causes of transient faults:

¢ Cosmic Rays
e a-Particles (ionized Helium atoms)

e Air Pollution (causes temporary wire short or open)
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¢ Humidity (causes temporary wire short)

e Temperature (causes temporary logic malfunction)

e Pressure (causes temporary open or short circuit in wiring)

e Vibrations (causes temporary open circuit in wiring)

e Power Supply Fluctuations (causes temporary logic error due to low voltage)
¢ Electromagnetic Interference (causes signal coupling between wires)

e Static Electrical Discharges (causes memory cells to change state)

e Ground Loops (causes misinterpretation of logic values between chips)

Here are the common causes of intermittent faults:

e Loose Connections

e Aging Components (logic gate delays change and relative signal arrival times
therefore change)

e Hazards and Races in Critical Timing Paths (from bad design)
e Resistors, Capacitors, and Inductors Vary (causing timing faults)

e Physical Irregularities (a narrow wire, which causes a high resistance connec-
tion)

¢ Electrical Noise (causes memory cells to change state)

Intermittent faults can be modeled by the permanent fault models, but the test
for the intermittent fault may have to be continuously repeated until the fault is
detected.

9.3.2 Failure Mechanisms

Definition 9.2 Corrosion. This electromechanical failure is caused by the presence
of a voltage drop and various ions such as Cl~ and Na%t, which function as catalysts
for the corrosion. Higher-quality package sealing deters corrosion, but CMOS is
more susceptible to it due to lower voltages than TTL or ECL.

Definition 9.3 Electromigration occurs in Al wiring on chips, because the elec-
trons flowing in the wires collide with Al grains of materials. The grains are dislo-
cated in the direction of the electron current, which eventually burns the wire out in
the same way that an old-fashioned fuse would.

Definition 9.4 Bonding Deterioration. This happens at the spot welds of the Au
(gold) wires of the package to the Aluminum chip pads. Interdiffusion of Au-Al
causes the bond to open circuit.
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¢ Humidity (causes temporary wire short)

e Temperature (causes temporary logic malfunction)

e Pressure (causes temporary open or short circuit in wiring)

e Vibrations (causes temporary open circuit in wiring)

e Power Supply Fluctuations (causes temporary logic error due to low voltage)
¢ Electromagnetic Interference (causes signal coupling between wires)

e Static Electrical Discharges (causes memory cells to change state)

e Ground Loops (causes misinterpretation of logic values between chips)

Here are the common causes of intermittent faults:

e Loose Connections

e Aging Components (logic gate delays change and relative signal arrival times
therefore change)

e Hazards and Races in Critical Timing Paths (from bad design)
e Resistors, Capacitors, and Inductors Vary (causing timing faults)

e Physical Irregularities (a narrow wire, which causes a high resistance connec-
tion)

¢ Electrical Noise (causes memory cells to change state)

Intermittent faults can be modeled by the permanent fault models, but the test
for the intermittent fault may have to be continuously repeated until the fault is
detected.

9.3.2 Failure Mechanisms

Definition 9.2 Corrosion. This electromechanical failure is caused by the presence
of a voltage drop and various ions such as Cl~ and Na%t, which function as catalysts
for the corrosion. Higher-quality package sealing deters corrosion, but CMOS is
more susceptible to it due to lower voltages than TTL or ECL.

Definition 9.3 Electromigration occurs in Al wiring on chips, because the elec-
trons flowing in the wires collide with Al grains of materials. The grains are dislo-
cated in the direction of the electron current, which eventually burns the wire out in
the same way that an old-fashioned fuse would.

Definition 9.4 Bonding Deterioration. This happens at the spot welds of the Au
(gold) wires of the package to the Aluminum chip pads. Interdiffusion of Au-Al
causes the bond to open circuit.
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Definition 9.5 Ionic Contamination. Mobile ions in the environment, particularly
Na*t, diffuse into the semiconductor package and diffuse into the gate oxide of a FET
transistor. Here, they change the threshold (turn-on) voltage of the device, and cause
a malfunction.

Definition 9.6 Alloying. This is caused by Al atom migration from the printed
wiring on top of the Silicon chip into the Si. This failure turns into a shorted pn
Jjunction or an open contact between metal and the silicon.

Definition 9.7 Radiation and Cosmic Rays. Trace radioactive elements in the
chip package emit a-particles, which have energies of up to 8 MeV. The a-particle
collides with the Silicon chip lattice, and generates electron-hole pairs, which destroy
information in RAM cells and cause information loss. These are the major cause of
soft memory errors. Cosmic rays bombard the earth from outer space, particularly at
higher altitudes because the atmosphere is thinner, and particularly afflict memory
chips, because their transistor sizes are smaller than in logic chips. Computers
in Mexico City or Denver are much more likely to suffer from cosmic rays than
computers in New York City.

Definition 9.8 The activation energy E, of a failure mechanism describes the
temperature dependency of the mechanism. A higher E, means that the failure
is more likely to occur as temperature rises than failure mechanisms with lower
E,. Van de Goor [688] gives the activation energies for the more important failure
mechanisms in Table 9.5.

Table 9.5: Activation energies of major failure mechanisms.

|_ Failure mechanism A(tl.i\-';L.I.iQ_r1__f_'13_a_‘_ti;2"y_x‘ﬁ___|

[ Corrosion of metallization [ 0.3 —0.6 eV
Electrolytic corrosion | 08—-1.0eV
Electromigration 0.4 —0.8eV

| Bonding (purple plague) 1.0—-22¢eV
Tonic contamination 0.5—-1.0eV
Alloying (contact migration) 1.7—-18 eV

9.4 Memory Test Levels

Figure 9.2 [688] shows the chip, array, and board levels of functional memory
testing. Chip testing must be done with a memory fault model to make it economi-
cal. Memory array testing must also test the chip select and control logic. Memory
board testing must test the memory array, the refresh logic, the error detection and
correction logic, the board selector hardware, and the memory board controller.
Electrical parametric tests are also important for memory systems, and are covered
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Figure 9.2: Memory system with chip, array, and board levels.

later. Since we assume a knowledge of common memory SRAM, DRAM, and ROM
circuits, please refer to Weste and Eshraghian [718] for standard memory circuit
designs.

9.5 March Test Notation

Notation. The following notation will be used throughout the rest of this chapter.
r Memory action: A read operation
w  Memory action: A write operation
r0 Memory action: Read a 0 from the memory location
rl  Memory action: Read a 1 from the memory location
w0 Memory action: Write a 0 to the memory location
Memory action: Write a 1 to the memory location
Write a 1 to a cell containing O or the cell has a rising transition
Write a O to a cell containing 1 or the cell has a falling transition
Complement the cell contents
Increasing memory addressing order
Decreasing memory addressing order
Addressing order can be either increasing or decreasing
Write a O to a cell containing a 0
Write a 1 to a cell containing a 1

[y

L0 3
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= Write value x to a cell already containing x

Y Denotes any memory write operation: ¥ € { 1,},3,—=,7,=}
<..> Denotes a particular fault, described by ...

< I/F > I is the fault sensitizing condition V € { 1,4,3,—,7,=}

F is the faulty cell value F € {0,1,1,{,1}
<Il,..., In-1;In/F >
Denotes a fault involving n cells
I1, ... , In — 1 give fault sensitization conditions for cell 7.
In gives the conditions to sensitize the fault in cell .
If In is empty, then In/F is written as F.

Suk and Reddy [646] described the march tests, which consist of a finite operation
sequence. Abadir and Reghbati [4, 689] and van de Goor [688] precisely defined and
described these tests. The march test is applied to each cell in memory before
proceeding to the next cell, which means that if a specific pattern is applied to one
cell, then it must be applied to all cells. This is either done in increasing memory
address order ({}, or from O to n — 1) or decreasing order ({}). The address order may
be irrelevant ({}). Note, however, that the only real requirement for the march tests is
that the address orders f} and { must be the inverses of each other. An operation can
be 10, r1, w0, or wl, which were defined earlier. Consider the MATS+ [4, 362, 490]*
march test, written as { § (w0);ft (r0,wl);{ (r1,w0) }. It has the three march
elements MO: { (w0), M1: 1 (r0,wl), and M2: | (rl,w0). These are written with
commas or semicolons separating them, and the entire march sequence is enclosed
in braces. All operations of a march element are done before proceeding to the next
address.

Figure 9.3 presents the interpretation of this notation for MATS+ as a testing
algorithm. Interpretation of all subsequent march tests is left up to the reader.
For all march tests, one may interchange the { and || address ordering notation
throughout the test, and the test will still remain valid.

The march tests are a preferred method for RAM array testing, whether by
means of an external tester or through built-in self-testing (covered later in Chap-
ter 15.) Their O(n) complexity, regularity, and symmetry are the reasons for this
preference. However, tests for neighborhood pattern sensitive faults (NPSFs) cannot
be performed by march tests, because one must treat the base cell differently from
other cells in the neighborhood [442]. Note that a complete test achieves 100% fault
coverage with respect to its model. An irredundant test is complete and has the
property that removal of any test operation results in an incomplete test.

9.6 Fault Modeling

Physical examination of memory is not possible. The only other possible testing
mechanism is to compare logical behavior of faulty memory against good memory.
This requires modeling of the physical faults as logical faults. We model the memory
system as an interconnected set of functional blocks. Testing must detect and/or

* Acronym for Modified Algorithmic Test Sequence.
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MO: { March element {f (w0) }

for cell := 0 ton — 1 (or any other order) do
begin

write 0 to A [ cell ];
end;

M1: { March element 1 (r0,wl) }
for cell := 0 ton —1do
begin
read A [ cell |; { Expected value = 0 }
write 1 to A [ cell |;
end;

M2: { March element | (r1,w0) }
for cell :=n —1 down to 0 do
begin
read A [ cell ]; { Expected value = 1 }
write 0 to A [ cell |;
end;

Figure 9.3: MATS+ march test algorithm.

locate physical faults. The actual physical faults depend heavily on the circuit tech-
nology (CMOS, nMOS, ECL, TTL, etc.) and on the transistor schematic. Modeling
faults as logical faults makes the testing approach more independent of the technol-
ogy and the manufacturing process, and therefore more general. One disadvantage
of logical fault modeling is that it may not be possible to relate a failure detected
by a test to the actual physical defect, because of the high level of fault modeling.

The behavioral or black-box model of a memory system models the memory as a
state machine, which has states for all possible combinations of the memory contents.
This model is not used because of its excessive number of states, and because it
does not adequately model coupling faults. We will model memory faults using the
functional, or gray-box model. Figure 9.4 [688] shows a detailed functional memory
model, while Figure 9.5 [688] shows a simplified functional model, consisting of
an address decoder, a memory cell array, and read/write logic. The advantage
of functional models is that they have enough detail of data paths and adjacent
wiring runs in the memory to adequately model the coupling faults, which must
be tested. We will not use the logic gate model of memories, because memory cells
are designed using transistors and capacitors, and not logic gates, so the logic gate
model does not correspond to physical reality. One may also model a memory with
an electrical model, which allows detailed fault localization, at the expense of greatly
increased testing cost. We will cover electrical models later. The geometrical model
of a memory implies complete knowledge of the chip layout. This allows inductive
Sfault analysis [596] to be used during initial memory chip production when we are



9.6 Fault Modeling 265

* Address Refresh
' 4
A
AF;;E;TSS —-| Column Decoder|-= Refresh Logic
1
* yB v D
Memory E
Row ; .
(oo =
Decoder A
rray
B *
Data Flow G
—_— |Sense Ampfrﬂersl .: 'Dara Regasrer
Control Flow + * *
Data Data Read/Write and
Out In  Chip Enable

Figure 9.4: Functional memory model.

trying to redesign the memory layout to increase the memory chip yield. Inductive
fault analysis allows us to populate the layout with defects and, using Monte-Carlo
analysis, we can conclude which shorts, opens, bridging faults, and missing layers are
actually possible, given a typical defect size. The penalty of using the geometrical
model is a great increase in the fault model computation time.
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Figure 9.5: Simplified functional memory model.

9.6.1 Diagnosis Versus Testing Needs

During initial memory chip production, we would want very detailed testing and
geometrical modeling. We would perform inductive fault analysis, and diagnosis,
or fault localization, would be highly critical. A result of this analysis would be
a redesigned set of geometric masks for manufacturing the memory chip. In the
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redesigned masks, wires might be separated if they were prone to bridging or cou-
pling faults in the original design. Electrical drive strengths of transistors would
be increased in parts of the chip where signals are consistently arriving too slowly.
Finally, detailed electrical element values of the basic DRAM cell (the capacitance
C, the word-line cell width/length ratio Wy /Ly, and the strength ratios of the bit
line precharging transistor K relative to the word-line transistor K, ) would be ad-
justed to improve electrical performance, and reduce the likelihood of failure. The
result of this would be improved masks, and greatly improved memory chip yield.
At this point, the level of memory testing would be raised to the functional level, to
reduce testing cost, although some electrical testing would be continued. For end
users who purchase memory chips, diagnosis is not interesting, since once a fault is
detected by functional testing of a memory chip, the only option is to discard the
faulty chip and replace it with another one.

9.6.2 Reduced Functional Faults

Early work on functional RAM fault models was done by Thatte and Abra-
ham [659]. They proposed fault models consisting of SAFs, TFs, and CFs. We will
use van de Goor’s [689] reduced functional DRAM chip model in Figure 9.4. This
model can also be used for ROM, EPROM, or EEPROM testing by discarding some
of the blocks in the model. It can also be used for SRAM chip testing by discarding
the refresh logic block. The memory array containing n bits can be organized as
n/B addresses each containing a word of B bits, or as n addresses each containing
1 bit. In many DRAM chips, an access occurs when the Address Latch contents
change and the chip enable line is activated. The low-order address bits operate the
Column Decoder, which selects the appropriate columns of the Memory Cell Array,
while the high-order address bits operate the Row Decoder, which selects a row in
the Memory Cell Array.

During a read, the Bit Lines of the columns to be read are first precharged to a
logic 1 voltage, and then the cells in the rows to be read are activated. The memory
will then couple its capacitors representing the data in the selected row and columns
onto the bit lines for those columns. If the capacitors contain a low voltage, the
voltage on the bit lines will drop. If the capacitors contain a high voltage, the
bit line voltages hold steady. Then, the Sense Amplifiers compare the voltages on
the selected columns with reference voltages, and if the bit line voltage for a given
column is less than the reference voltage, the column is interpreted as a 0, otherwise
the column is interpreted as a 1. During a write operation, the Sense Amplifiers
are not used, but instead the Write Driver drives the columns to be written to the
desired values. When the row to be written is activated, the capacitors representing
the memory locations for those columns are coupled to the driven bit lines, and this
causes the memory capacitors to change to the voltage state represented by the bit
lines, since the bit lines are much stronger than individual memory capacitors. The
benefit of this organization is that each memory row requires only 1 word line for
addressing it, and each column requires only 1 bit line to read or write all of the
cells in that column. These bidirectional bit lines save enormous chip area and also
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reduce the number of pins on the memory chip, since the external data bus is also
bidirectional.

During memory refresh, the Refresh signal is asserted, the Data Register is
enabled, and the Column Decoder selects all columns. The Row Decoder selects
the row required by the Address Latch contents, and all bits in that row are read
and simultaneously refreshed. The refresh logic disables the Data Register. Please
refer to Weste and Eshraghian [718] or Dillinger [202] for detailed descriptions of
memory circuits, including Basic Cells, Decoders, Write Circuits, Sense Amplifiers,
and Refresh Logic.

Table 9.6 lists some of the functional faults that can occur in a memory. A cell
refers either to a memory cell or a data register. A line is any wiring connection in the
memory. When we are not interested in fault diagnosis (localization), we will model
the memory using the reduced or simplified functional model of Figure 9.5 [491, 659].
When this is done, the faults of Table 9.6 can be mapped into the reduced functional
faults of Table 9.7. These faults are sufficient [491, 659] for functional memory
testing.

Table 9.6: Subset of functional memory faults.

| [ Functional fault | | Functional fault
a | Cell stuck j | Open circuit in address line
b | Driver stuck k | Shorts between address lines
¢ | Read/write line stuck [ | Open circuit in decoder
d | Chip-select line stuck m | Wrong address access
e | Data line stuck n | Multiple simultaneous address access
f | Open circuit in data line o | Cell can be set to 0 but
| g | Short circuit between data lines not to 1 (or vice versa)
h | Crosstalk between data lines p | Pattern sensitive cell interaction
i | Address line stuck

Stuck-At Faults. The stuck-at-fault (SAF) is one in which the logic value of a cell
or line is always 0 (SAQ) or always 1 (SA1). The cell/line is always in the faulty
state and cannot be changed. Stuck-at O (stuck-at 1) faults are described by the
notation < V/0 > (< V/1 >), meaning that for all actions affecting the memory
location, its response is the given value O (or 1.)

Table 9.7: Reduced functional faults.
| Notation | Fault

| SAF Stuck-at fault
TF Transition fault
CF Coupling fault
H'l__"-SI“ | Neighborhood pattern sensitive fault |
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Van de Goor [688] gives the necessary condition for a test to detect and locate
all stuck-at faults:

From each cell, a 0 and a 1 must be read.

Figure 9.6(a) [688] shows the state transition diagram for a good memory cell. Sp
is the state where the cell contains logic 0, while S is the state where it contains
logic 1. A SAOQ fault is sensitized by a w1 operation, while a SA1 fault is sensitized
by a wO operation. After sensitization, a SAO fault is detected by a rl1 operation,
while a SA1 fault is detected by a rO operation.

wo wi w1

a) State d|agram of a good cell.

WO w?‘
w? wo W@Dw?

(b) SAQ fault. c) SA1 fault. ) <4/0> transition fault.

Figure 9.6: State transition diagram model for stuck and transition faults.

Transition Faults. The transition fault (TF) is a special case of the SAF, in which
a cell fails to make a 0 — 1 (up) transition or a 1 — 0 (down) transition when it
is written. An up transition fault is denoted as <t /0 >, while a down transition
fault is denoted as <{ /1 >. Figure 9.7 shows van de Goor’s [688] flip-flop model
for a memory cell. When a cell with a <1 /0 > transition fault can power up in the
0 state, it may appear to be a SAO fault. However, a coupling fault with another
cell can cause this faulty cell to revert to the 1 state, so the stuck-at fault cannot
model a transition fault. According to van de Goor [688], a test that must detect
and locate all transition faults has this necessary condition:

Each cell must undergo a 1 transition and a | transition, and be read
after each, before undergoing any further transitions.

Figure 9.6(d) [688] shows the state diagram for a <1 /0 > transition fault. This fault
is sensitized by the the wO operation, followed by a w1 operation. A subsequent rl
operation will detect the fault. Shorting of adjacent bit and word lines or of adjacent
cells in DRAM memory is so common that TF tests are essential for correct memory
testing.

Coupling Faults. A coupling fault (CF) means that a transition in memory bit j
causes an unwanted change in memory bit i. The 2-coupling fault is a coupling fault
involving two cells [429, 491, 646, 688]. A write operation that generates an 1 or J
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Figure 9.7: Flip-flop model of a transition fault.

transition in cell j changes the contents of cell i. The 2-coupling fault is a special
case of the k-coupling fault, which has the 2-coupling fault behavior with respect to
cells i and j, except that faulty behavior occurs only when another k — 2 cells are in a
particular state. The k cells must be restricted, as is done in the neighborhood pattern
sensitive fault, to make the k-coupling fault model practical [284, 286, 491, 506].
We will treat the inversion CF and idempotent CF, which are specialized 2-coupling
faults. Bridging and state coupling faults may involve any number of cells and lines,
and are caused by a logic level, not a transition. Another coupling fault is the
dynamic coupling fault (CFdyn), in which a read or write operation on cell j forces
cell i to O or 1

Inversion Coupling Faults. An inversion coupling fault (CFin) means that a
1 or | transition in cell j inverts the contents of cell i. Cell i is said to be coupled to
cell j, which is the coupling cell. We use the notation <1;J>for C;and Cj, where
the T means that cell C; contents were inverted. The two possible CFin types are
<t1;3> and <];1>. A test for all CFins must satisfy this necessary condition [688]:

For all cells that are coupled, each should be read after a series of possible
CFins may have occurred (due to writing into the coupling cells), and
the number of coupled cell transitions must be odd (to prevent the
CFins from masking each other.)

In Figure 9.8(a) we present the state diagram for a pair of good cells [688]. Nodes
labeled S;; represent the states of cells i and j. Figure 9.8(b) shows the modified
state diagram to represent the inversion coupling fault <1;3>. We sensitize the
fault with a 1 transition write to cell j (operation wl/j.) Fault detection occurs
when cell i is read.

Theorem 9.1: Not all linked CFins can be detected by march tests [442)].
Proof: Consider three cells i j, and k (with address relationships
Address(i) < Address(j) < Address(k).) Cell k is <t;3> coupled to cell i and
to cell j, and both i and j are visited either before or after k is visited by a march
element. Then any march element or combination of march elements can traverse
these three cells in either of these two ways:

1. Using the sequence ¢ — j — k and/or its reverse. In this case:
(1) The two CFins will mask each other for any march element marching ‘up’,
and (ii) Neither will be triggered for an element marching ‘down’. Therefore,
the march test fails to detect the linked CFins.
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wo/i, wi/j

w1/i, wo/j
(a) State diagram of two good cells.

wO/i, wo/j wo/i, w1/ wo/i, wo/j

wo/i, wi/j

wi/i, wo/j w1/, wo/j

(b) State diagram of an <{; §> CFin. (c) State diagram of an <t;1 > CFid.

Figure 9.8: State diagrams for CFin and CFid.

2. Using the sequence & — ¢ — j and/or its reverse, in which case any ‘up’ or
‘down’ march would mask the two CFins. .

Idempotent Coupling Faults. An idempotent coupling fault (CFid) is where
an 1 or | transition in cell C; sets cell C; to O or 1. This is denoted as <1;0 > or
<1;1 >, depending on whether cell i is set to O or 1, for a rising transition for cell j.

The other two idempotent coupling faults are <{;0 > and <{;1 >. A test to detect
all CFids has this necessary condition:

For all coupled cells, each should be read after a series of possible CFids
may have happened (by writing into the coupling cells), such that the
sensitized CFids do not mask each other (the coupled cells are read
while their state is opposite from the good machine state.)

A CF is asymmetric [506] when it causes the coupled cell to undergo only a tora |
transition. The CF is symmetric when the coupled cell experiences both transitions
due to the fault. The inversion coupling fault CFin <t;$> is a symmetric fault.
The CF is one-way if it is sensitized only by a rising or falling transition of the
coupling cell, and two-way if either transition sensitizes it. Figure 9.8(c) shows the
state transition diagram for the CFid fault <f;1 >.

Dynamic Coupling Faults. A dynamic coupling fault (CFdyn) occurs between
cells in different words. A read or write operation on one cell forces the contents of
the second cell either to O or 1. This is a more general case of the CFid, because a
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CFdyn can be sensitized by any read or write operation, where as a CFid can only
be sensitized by a writing a change (transition write operation) to the coupling cell.
We denote a CFdyn as < r0|w0;0 > where | denotes the or of the read and write
operations, which must be done to the coupling cell [688]. There are four CFdyn
faults: < r0lw0;0 >, < r0jw0;1 >, < r1|wl;0 >, and < rljwl;1 >.

Bridging Faults. A bridging fault (BF) is a short circuit between two or more
cells or lines. It is a bidirectional fault, so either cell/line can affect the other
cell/line. A O or 1 state of the coupling cell causes the fault, rather than a coupling
cell transition. With the AND bridging fault (ABF), the logical bridge value is
the AND of the shorted cells/lines. The four possible ABFs are < 0,0/0,0 >,
< 0,1/0,0 >, < 1,0/0,0 >, and < 1,1/1,1 >. The notation is the good machine
values for cells i and j, followed (after the slash) by their bad machine values. With
the OR bridging fault (OBF), the logical bridge value is the OR of the shorted
cells/lines. The four possible OBFs are < 0,0/0,0 >, < 0,1/1,1 >, < 1,0/1,1 >,
and < 1,1/1,1 >.

State Coupling Faults. The state coupling fault (SCF) [194] is where the cou-
pling cell/line j is in a given state y that forces the coupled cell/line i into state x.
The four SCFs are < 0;0 >, <0; 1 >, < 1;0 >, and <1;1>. Figure 9.9 [442] shows
a Mealy machine model of the state coupling fault, along with a more complete
model of the transition fault [106, 107, 169].

wO/i, wo/j wij wo/i, wijj

wi/i, wo/j
(a) State diagram of two good cells.
wo/i, wojj —~ WO/, w1/ wO/i, wo/j wij wo/i, wijj

w1/, wo/j wi/i, wo/j

(b) Diagram of state coupling fault (SCF) <1; 1>. (c) Diagram of simultaneous transition fault (TF)
<1/0> and <{/1> (cell always stays in initial state.)

Figure 9.9: State diagram model for state coupling and transition faults.
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Neighborhood Pattern Sensitive Coupling Faults. In a pattern sensitive
fault (PSF), the content of cell i (or the ability of cell i to change) is influenced
by the contents of all other memory cells, which may be either a pattern of Os and
Is or a pattern of transitions. The PSF is the most general k-coupling fault, where
k = n (all of the memory.) The neighborhood is the total number of cells involved
in this fault, where the base cell is the cell-under-test, and the deleted neighborhood
is the neighborhood without the base cell. In the PSF model, the neighborhood
could be anywhere in the memory array, whereas in a neighborhood pattern sensitive
fault (NPSF), the neighborhood must be in a single position surrounding the base
cell. All known algorithms are for NPSFs, which must now be tested for because of
reduced memory cell capacitance in high-density DRAMs.

We consider three types of NPSFs:

e With the active NPSF (ANPSF) [645] (also called dynamic [558]), the base
cell changes due to a change in the pattern of the deleted neighborhood. One
deleted neighborhood cell has a transition, while the rest of the neighborhood
(including the base cell) has a given pattern. An ANPSF test has this necessary
condition [688]:

Each base cell must be read in state 0 and state 1, for all possible
deleted neighborhood pattern changes.

A Type-1 neighborhood [644] (see Figure 9.10) has four deleted neighborhood
cells. We describe a fault as Cj; < do,dy,ds,ds;b >. Cjjis the base cell
location, dyp, di, d3, and d4 are the deleted neighborhood patterns, and b is
the fault effect in the base cell. Cj; < 0,],1,1;1 > denotes an ANPSF fault
where the base cell C;; is initially O, d; experiences a | transition, while do,
d3, and dy4 contain 011. The fault effect is to switch the base cell to 1. When
the base cell becomes 0, we write this as C;; < 0,4,1,1;0 > and when the
base cell is inverted, we write this as C;; < 0,1,1,1;3>.

1] (] Neighborhood Cells J
. 110 ]
H
i OHH Il Base Cell 112[3
i 14

1 B Deleted Neighborhood| ||

Figure 9.10: Type-1 neighborhood definition.

A Type-2 neighborhood [644] (see Figure 9.11) has eight deleted neighborhood
cells, and is a more complex fault model than a Type-1 neighborhood. The
Type-1 neighborhood assumes either that diagonal cell couplings are insignifi-
cant or that if there is a diagonal cell coupling, then the fault will also cause a
vertical or horizontal cell coupling, which the Type-1 neighborhood can model.
A Type-2 neighborhood is needed when diagonal couplings are significant, and
do not necessarily cause a vertical/horizontal coupling.

e A passive NPSF (PNPSF) [645] means that a certain neighborhood pattern
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Figure 9.11: Type-2 neighborhood definition.

prevents the base cell from changing. The necessary condition to detect and
locate a PNPSF fault is [688]:

Each base cell must be written and read in state 0 and in state 1,
for all deleted neighborhood pattern permutations.

We introduce the notation 1 /0 (| /1) for the base cell fault effect to indicate
that the base cell cannot be changed from O (or 1.) The fault preventing the
base cell C;; from changing from O is denoted as C;; < 0,0,1,1;1 /0 >. If
it cannot change from 1, we write this as C;; < 0,0,1,1;] /1 >.If it cannot
change regardless of content, we write this as C;; < 0,0,1,1;] /z >.

* With a static NPSF (SNPSF) [558], the base cell is forced into a particular
state when the deleted neighborhood contains a particular pattern. This differs
from the ANPSF in subtle way, because there need not be a transition in the
deleted neighborhood to sensitize an SNPSF fault. The necessary condition
is [688]:

Each base cell must be read in state 0 and in state 1, for all deleted
neighborhood pattern permutations.

A SNPSF in a Type-1 neighborhood where C; ; is forced to 0 when dg through
d4 contain 0101 is C;; < 0,1,0,1; —/0 >. When C;; is forced to 1, we write
C;; <0,1,0,1;—/1 >.

C, AX Cx
A, 0—i o C, A c A
y Y y
Fault 1 Fault 2 Fault 3 Fault 4

No Cell No Address to | Multiple Cells | Multiple Addresses
Accessed for Ax Access Cell C,; Accessed with Ay for Cell CX

Figure 9.12: Address decoder faults.

Address Decoder Faults. An address decoder fault (AF) represents an address
decoding error, in which we assume that the decoder logic does not become sequen-
tial [491, 659]. We also assume that the fault is the same during both read and write
operations. We discuss only bit-oriented memory, in which each word contains only
one bit. Consult van de Goor [688] for the multi-bit word case. Van de Goor [688]
classifies these faults into four cases: Fault 1: No cell is accessed for a certain ad-
dress, Fault 2: No address can access a certain cell, Fault 3: With a particular
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address, multiple cells are simultaneously accessed, and Fault 4: A particular cell
can be accessed with multiple addresses. Figure 9.12 [688] illustrates these faults.
Finally, all address decoders built out of CMOS logic gates (most are at present)
can also exhibit CMOS stuck-open faults [463]. Consult van de Goor [688] for this
particular test. Figure 9.13 [688] shows how multiple numbers of address faults are
combined (and these must be tested for.) Because there are as many addresses as
there are cells, none of the address decoder faults can stand alone.

A A A
A, B x0—14° Cx|Ax 0—=0 C,|Ax o—=0 C,
1 oG, o C,|A c |a o
y y|7y of—o ¥y oy

FaultA (1+2) Fault B (1 + 3)| Fault C (2 + 4)] Fault D (3 + 4)

Figure 9.13: Combinations of AFs that must be tested.

A
Av I-OCV , O Cv
A C A Cc |A C|A o—moC
o w w| x x| v 2%y
A o— C A C |A C |A C
o/ X ke y "yl w %W
A C A C |A o—»0oC |A cC
= y vyl z O, " x o~
A A
z z z
Fault C Fault D1 Fault D2 Fault D3

Figure 9.14: Illustration of conditions for proof.

Table 9.8: Conditions for address decoder fault detection.
[ Condition | March element | Condition | March element |

g 1 [ fC=,...wv3) 2 [ 4 (r=,...,v3) |

Theorem 9.2: A march test satisfying Conditions 1 and 2 in Table 9.8 detects all
address decoder faults [688].

1. The ... in a march element shows any number of read or write operations.
2. Before the Condition 1 element, there must be a wx march element.

3. The value of x can be chosen freely as O or 1, but it must be the same through-
out the test.

Proof (by enumerating all cases) [688]:

o Sufficiency.



9.6 Fault Modeling 275

— Faults A and B: Faults A and B (see Figure 9.14) are detected by every
test that detects SAFs in the memory cell array. When address Ag is
written and read, cell C; will appear either SAO or SA1. Therefore,
either Condition 1 or Condition 2 will detect the fault.

— Fault C: Fault C is detected by first initializing the entire memory to an
expected value h (which may be x or ) Any subsequent march element

operation that reads the expected value 4 and ends by writing % detects
fault C:

* Elements marching f# will write 2 to 4,. Reading A, detects the
fault (see Figure 9.14.)

* Elements marching | will write A to A,. Reading A, detects the
fault (see Figure 9.14.)

Therefore, any one of Conditions 1 or 2 will detect fault C.

— Fault D: The memory may return a random result when a fault causes
multiple cells to be read simultaneously for a given address (due to noise.)
For fault D to be detected in this scenario, we assume that the result of
reading A, is unpredictable, since addressing location x causes multiple
simultaneous reads. The fault must therefore be generated when A is
written, and detected when either A, or Ay is read. This can be done
with either 1+ or § marches.

* Condition 1: 1 (rz,...,wZ) detects cases D; and Dy. When 4, is
written with Z, cells Cy ... C; are also written with Z. This is caught
when Cy is read, because T will be read when x is expected.

* Condition 2: | (1Z,...,wz) detects cases D; and D3. When Az
is written with x, cells Cy,...C, are also written with x. This is
detected when C), is read, because x is read while T is expected.

The sufficient case is now proven.

® Necessity. We remove one operation at a time from the two conditions, and
prove that any operation removal invalidates the test.

— Leaving out rx from Condition 1 leaves a test that is unable to detect
faults A or B when they always return the value Z.

— Leaving out rZ from Condition 2 gives a test that is unable to detect
faults A or B when they always return x.

— Leaving out rx orwZ from Condition 1 gives a test that is unable to
detect fault Ds.

— Leaving out the rT or wx from Condition 2 results in a test that is unable
to detect fault Ds.

— Leaving out both write operations results in a test than cannot detect
faults C and D;.

QE.D.
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Read/Write Logic Faults. Van de Goor and others [491, 659, 688] give a proof
that SAFs, TFs, CFs, and NPSFs in the read/write logic block of the memory can be
detected by tests for SAFs, TFs, CFs, and NPSFs in the memory array. Therefore,
we will drop the Read/Write Logic Block from our Reduced Functional Memory
System model.

9.6.3 Relation Between Fault Models and Physical Defects

Reduced Functional Fault Modeling. We reprint van de Goor’s [688] discussion
of the mapping of physical defects into the reduced functional faults. Table 9.9
shows the reduced functional fault in the left column and the covered functional
fault in the right column. Address decoder faults (AFs) will be covered later. A
special case occurs when the read/write chip control line is stuck at ‘read’. The
memory cells cannot be written, so they all appear to be stuck. If the line is stuck
at ‘write’, the memory can be written, but during a read either all Os or all 1s will
be read, depending on the technology. So, fault ¢ is covered by the SAF model.

Table 9.9: Mapping of functional faults onto reduced functional faults.

Reduced Functional fault
functional fault
SAF a | Cell stuck
SAF b | Driver stuck
SAF ¢ | Read/write line stuck
| SAF d | Chip-select line stuck
SAF e | Data line stuck
SAF f | Open circuit in data line
oF g | Short circuit between data lines
CF h | Crosstalk between data lines
| AF ¢ | Address line stuck
AF j | Open circuit in address line
AF k | Shorts between address lines
AF [ | Open circuit in decoder
AF m | Wrong address access
AF n | Multiple simultaneous address access
TF 0 Jell can be set to 0 but not to 1 (or vice versa)
NPSF p | Pattern sensitive cell interaction

Examples of Fault Modeling. We reprint van de Goor’s [688] excellent discussion.
Figure 9.15 [688] shows some SRAM cell defects. Defect g (inverse node shorted to
Vbp) causes a SAO fault. Defect r (true node shorted to Vgg) causes a SAQ fault.
Defect s (open true node gate) causes a SAQO fault. Defect ¢ (an open word line (WL))
causes all cells after the WL fault to be inaccessible (AF.) When such cells are read,
the BL and BL signals are not driven (since the open WL prevents activation of
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Qs and Qg.) If a single-input read circuit is used, this maps into a SAF fault for the
inaccessible cells. For a differential amplifier read circuit, this may also be a SAF
fault (depending on the design.)

DD Yoo
"I
I
] q w - ﬁ E]
1 t
® . o\— WL ® - WL
o
L. _-Q Q el -1 . — Ty
u - 1 § ! 2 rf- I
n
BL Vss BL Bl Vss BL

Figure 9.15: Static RAM cell with physical defects.

Defect u (a short between the true node and BL) will pull BL down if the cell
contains a 0, but will not affect BL if the cell contains 1. Cells along BL will enter
state O when the cell with defect u contains 0. This is the state coupling fault
< 0;0 >. Defect v (short between inverse node and FI—J) is similar, as is the state
coupling fault < 1; 1 >. Defect w (open BL) prevents cells after the open defect
from passing a logic O value on BL. Cells after this defect containing 0 will be
correctly read. When they contain 1, the result depends on the type of read circuit
(if it is single-input, this is a SAF.)

With defects x and y, a new transistor is created due to polysilicon defects [194].
With defect y and logic 0 in the cell, the cell is disconnected from BL, and this is
a <t /0 > transition fault. Defect x is a <} /1 > transition fault.

From van de Goor [688], another example of DRAM defects is presented in the
single-device DRAM cell array of Figure 9.16. Defect aa is a shorted capacitor,
which is a SAO fault. Defect bb is a capacitor-WL short, which is a SA1 fault.
Defect cc, a short between two WLs, is an AND bridging fault between cell pairs
located in the same column for the two shorted WLs. Defect dd is a state coupling
fault. Defect ee is an AND bridging fault with all cells in the same column. Defect
Jf. a short between two bit lines, is an AND bridging fault between pairs of cells
on the same word line and on the shorted bit lines.

A short between a WL and a BL causes the cell at the crosspoint to be SA1 [688],
as follows. During a read, the WL is driven high (for cell selection), so BL becomes
1. A w1 operation successfully writes a 1 in the crosspoint cell, while a w0 operation
has no effect, since the fault changes the BL data to 1. The crosspoint appears to
be < 1; 1 > coupled with all cells in the same column, as well as coupled with all
cells in the same row.

The present, extremely high density of 256 Mbit DRAM chips makes all of these
above defects quite likely. Therefore, correct DRAM testing requires testing for ALL
of the reduced functional faults.
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Figure 9.16: DRAM cell array with physical defects.

9.6.4 Multiple Fault Models

When coupling faults are used, we also assume that any number of the various
different faults can occur simultaneously, which frequently happens in chip manu-
facturing.

Linkage. Faults may also be linked [506], meaning that a fault may influence the
behavior of other faults. Unlinked faults do not influence the behavior of other
faults.

Fault Masking Example. Figure 9.17(a) [688] shows two coupling faults. The
first fault is cell ¢ <1;1 > coupled to j, and the second is & <f;0 > coupled to
[. The march test { § (w0); 1+ (r0,wl); (w0, wl);§ (rl) } will detect these two
faults, provided that i # k. However, the test fails to detect the combination of
the faults when ¢ = k (see Figure 9.17(b).) Linkage causes the test to pronounce
the circuit as good. This is called fault masking. However, the linked faults will be
detected by van de Goor’s [688] march test { MO :§ (w0); M1 :f (r0,wl); M2 :{
(w0, wl); M3 :f+ (r1,w0,wl) }. The <t;1 > CF is detected by the rO operation
of march element M1. The <t;0 > CF is detected by the rl operation of march
element M3. The linked fault is detected by the rl operation of M3 when it operates
on cell i.

Figure 9.18 shows the fault hierarchy. Fault m pointing to fault » means that a
test for fault m also detects fault n. It is now necessary to test for linked faults of
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(a) Unlinked faults. (b) Linked faults.

Figure 9.17: Example illustrating masking of coupling faults.

different types in the current manufacturing environment.

Linked TF  Linked TF
APNPSF CFid Linked CFid  and CFin  and CFid

SNPSF ANPSF PNPSF

TF
/ Certain CFins linked with CFids
SAF SAF SCF SOF CFdyn DRF

AF

Figure 9.18: Fault hierarchy.

Fault Combinations.

Linked, Similar Type Faults. Since the SAF involves only one cell, and only
one SAF can happen at a time in a single cell, then SAFs cannot be linked with
other SAFs. By a similar argument, linked transition faults cannot occur in any one

cell.
HUL%OT‘H&T%H
Case 1 Case 2 Case 3 Case 4 Case 5 Case 6

Figure 9.19: Definition of linked coupling faults.

Coupling faults require careful analysis, as shown in Figure 9.19. The notation
is that an arrow from fault j to fault i means that fault j affects fault i (i is the
coupled cell, while j is the coupling cell.) Cases 1, 2, 3, and 5 represented unlinked
faults, because each of the coupled cells is only coupled to a single other cell, and
there is only one type of coupling. Case 4 is a linked fault because a cell is coupled
to multiple cells, and Case 6 is a linked fault because there are multiple coupling
mechanisms.

Generally, linked CFins cannot be detected by march tests [688]. However, tests
for idempotent CFs (CFids) will detect inversion CFs (CFins) [688]. A CFid fault



280 Chapter 9. MEMORY TEST

may have the same effect as a CFin fault. Consider when memory contains all Os,
and then a <1;1 > CFid fault has the same effect as a <f; > CFin fault. As a result,
not all CFids linked with CFins are detectable by march tests. Figure 9.20(a) shows
a non-maskable linked pair of faults, while Figure 9.20(b) shows a maskable linked
pair of faults. CFids linked with CFins are not detectable by march tests when an
odd number of CFin coupling cells are present (in increasing address order) between
the coupling cell of the CFid and the coupled cell of the CFid, and the CFin coupling
cells sensitize faults in the same sense (1 or }) as the CFid. In Figure 9.20(b), there
is one CFin cell, and both the CFin and CFid faults are sensitized by the same 1
transition.

<’;:> <t: 1>
<t; 1> <t >
! Y | Y
O @]
i J k i J k

(a) Non-maskable faults. (b) Maskable faults.

Figure 9.20: Fault masking through linkage.

Neighborhood Pattern Sensitive Faults are only caused by patterns in a cell’s
deleted neighborhood, and during their tests, the base cell is read after each unique
deleted neighborhood pattern is applied. Therefore, NPSFs are unlinked. The com-
bination of tests for active and passive NPSFs (APNPSFs) covers all NPSFs (in-
cluding SNPSFs.) The base cell is forced to a particular value by a SNPSF. This
fault can be detected by a test for an ANPSF (when the base cell is changed to the
particular value) and a test for a PNPSF (the base cell already has its forced value,
and as a result cannot be changed.)

Linked, Different Type Faults. In the fault hierarchy, if a test for a fault
higher in the hierarchy is run, it will cover faults at a lower hierarchical level, so
they need not be tested for separately. Tests for TFs and CFs read the O or 1 state
of every cell in the memory, so they also satisfy the condition for testing the SAFs.
This is true even when TFs and CFs are linked with the SAF. Since tests for all
NPSFs always read every cell in state O or 1, they also detect SAFs. A SAF in the
base cell masks a NPSF, but a NPSF never masks a SAF in the base cell. So, tests
for ANPSFs, PNPSFs, or SNPSFs always detect SAFs, even when the SAFs are
linked to the NPSFs. However, TFs linked with CFs require a new test. This is
because the TF may mask a CF, while the CF masks the TF. A TF linked with a
NPSF cannot always be detected by the test for the NPSF. However, TFs can be
detected when linked with PNPSFs by a test either for PNPSFs or APNPSFs.

Linked Address Decoder Faults. Table 9.10 gives the conditions for detecting
AFs linked with other faults.
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Table 9.10: Tests for linked AFs.
| Fault | Test required _}
AFs linked with SAFs | Any test for AFs )
AFs linked with TFs | Any AF test that reads every cell after writing it to 0,
and reads every cell after writing it to 1
AF's linked with CFs | Any CFid and/or CFin test that can find AFs in the
absence of CFs "
AFs linked with NPSFs | AFs may mask the NPSFs. Test first for NPSFs, and
then apply a separate test for AF's

9.6.5 Frequency of Faults

Table 9.11 [170] lists common faults found in DRAMs and SRAMs. Note that
the possible faults differ between these two types of memory. In a DRAM, a read
operation is followed by a write-back refresh cycle. Both reads and transition writes
are both likely to trigger DRAM faults. It was once assumed that SRAM read
operations were fault-free [442]. However, an examination of Table 9.11 shows many
cases where an SRAM will be faulty during a read operation. Since a DRAM stores
charge for a bit on a capacitor, while an SRAM uses a cross-coupled pair of inverters,
the DRAM is far more susceptible than the SRAM to various charge leakage fault
mechanisms caused by leakage currents.

Veenstra [697] presents several tables of fault frequency data in SRAM chips.
Figure 9.21 [697] shows the relationship between the test and the achieved fault
coverage. The fault model included SAFs, CFids, and SNPSFs. The poor per-
formance of the MATS and MARCHING 1/0 tests shows that 100% stuck fault
coverage still leads to many failures. The CF tests (MARCH A, MARCH B, and
MARCH C) are best because they detect a large number of physical faults. The TL-
SNPSF1G SNPSF test performs poorly, because pattern sensitive faults are unlikely
in low-density SRAMs.

Test Fault Coverage
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Figure 9.21: Influence of test on fault coverage in SRAMs.

Veenstra [697] also investigated the influence of addressing order on detecting
dynamic faults such as sense amplifier recovery and write recovery faults. Fig-
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Table 9.11: SRAM and DRAM faults.

| DRAM or SRAM faults | Fault model |
Shorts and opens in the memory cell array SAF, SCF
Shorts and opens in the address decoder AF
Access time failures in the address decoder Functional
Fault
Stray coupling capacitances between adjacent cells CF
Bit line shorted to word line (causes excessive Ippg current) [455,
456, 596)
Transistor gate shorted to channel (causes excessive Ippg cur-
rent) [455, 456, 596]
Transistor stuck-open fault (causes excessive Ippg current) [455, SOF
456, 596]
Pattern sensitive faults (cause excessive Ipp power supply cur- PSF
rent) [643]:
Diode-connected transistor short between 2 cells
Open transistor drain
Gate oxide short
Bridging fault
[ Faults found only in SRAM Fault model |
Open-circuited pull-up device (causes data loss) [442] DRF
Excessive coupling capacitance between bit lines [357] CF
| Faults found only in DRAM Fault model |
Data retention fault (sleeping sickness) DRF
Refresh line stuck-at fault SAF
Bit-line voltage imbalance fault [442] due to weak inversion cur- PSF
rents
Coupling between word and bit lines CF
Single-ended bit-line voltage shift PSF
Precharge and decoder clock overlap AF
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ure 9.22 [697] shows his results. The various MATS+i tests generate sequential
addresses along the same word line, along the same bit line (column), with incre-
ments different from 1 along the same word or bit line, and by accessing a different
word and bit line on every address. From the superior performance of the march
tests, one can conclude that coupling fault tests are best for testing the recovery
faults. DRFs are detected when the addressing order follows the word lines, but
write recovery faults are detected when the order follows the bit lines.

Test Fault Coverage

MATS+0
MATS+1
MATS+2
MATS+3
MATS+4
MATS+5
MATS+6

Wafer 1
& Wafer 2

S
March B %%‘Jﬁh&t SEEEEEE 351
0% 40% 50% 60% 70% 80% 90% 100%

Figure 9.22: Influence of addressing order on fault coverage in SRAMs.

Dekker [193] shows data on faults caused for various spot defect sizes. The
critical area is the chip area where the spot defect may damage the active part of
the layout (see Table 9.12.) The critical path length is the length of parallel wires,
which are separated by a dimension equal to the spot defect size. The probability of
a short is determined by the length of the wires. From his result, one can conclude
that CFids and TFs are a problem only on long wires.

Table 9.12: Critical path length as a function of fault class.

Fault class Spot defect size (um)
_ [ <2]<3[<5[<7[<9[ <2 [ <9
[ Stuck-at 78 [ 213 [ 227 [ 269 | 269 [ 51.3% | 49.8%
Stuck-open 32 | 64 | 64 | 64 | 64 || 21.0% | 11.9%
Transition 0 36 | 38 | 38 | 38 0% 7.0%
State coupling 15 | 15 | 51 | 71 | 71 || 9.9% | 13.2%
Idemp. coupling || 0 0 0 0 18 0% 3.3%
Data retention 27 | 29 | 80 | 80 | 80 | 17.8% | 14.8%
| Total | 152 ] 357 | 460 | 522 [ 540 | 100% | 100%

Validation of Dekker’s fault model with a scanning electron microscope is shown
in Table 9.13 [195]. Observe that transition faults rarely occurred, while idempotent
coupling faults occurred frequently (due to certain address decoder faults.) Note
that 1.6% of the faults could not be classified.
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Table 9.13: Validation of fault model.
Cluster | Number of devices “ Fault class |

0 i 714 ! Stuck-at and Total failure |
1 169 [ Stuck-open
2 , 18 (| Idemp. coupling
3 9 | State coupling
4 8 ?
3] 5 ?
. 6 26 Data retention
| 14 2 ?

9.7 Memory Testing
9.7.1 Functional RAM Testing with March Tests

Nomenclature. This subsection is only concerned with layout-independent RAM
testing. We establish a defect model for the RAM, based on the most likely layout
and design defects that we predict. We abstract this defect model into a functional
fault model, and this leads to the reduced functional faults. We refer to unlinked
inversion coupling faults as CFins, unlinked idempotent coupling faults as CFids,
and linked idempotent coupling faults as linked CFids.

Mapping AFs into Functional Memory Array Tests. March tests are capable
of detecting AFs. However, NPSF tests are not capable of detecting AFs, and
therefore must be augmented with an Address Decoder test. A march test can
detect all address decoder faults if it satisfies these conditions:

¢ It must read the value x (0 or 1) from cell 0, write T to cell O, read the value
x from cell 1, write T to cell 1, and so on for the entire memory.

® It must read the value T (0O or 1) fromcelln — 1, write x to celln — 1, read the
value Z from cell n — 2, write x to cell n — 2, and so on for the entire memory.

These can be summarized by saying that the march test must contain these two
march elements: 1 (rz, ..., wZ) and {§ (1T, ..., wz). The basic principle is that as the
memory writing and examination operation moves through memory, any address
decoder fault that causes unexpected accesses of memory locations will cause those
locations to be written to an unexpected value. As the march test proceeds, it will
discover those locations and report a fault.

Tests. Table 9.14 summarizes which faults and linkages are covered by all of the
march tests. Table 9.15 presents the actual march tests. As mentioned previously,
the addressing orders can be interchanged. Note that in a march test that detects
all faults of a particular type it is permissible to complement the data values for all
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of the read and write operations provided that when a march test has to detect AFs,
a read operation accessing multiple cells on the physical memory produces a random
result. If, instead, the multiple read operation produces either the AND or OR of
read data values, then the data values of march test read and write operations cannot
be complemented without reducing address fault coverage. Van de Goor [688] has
provided detailed proofs that these march algorithms detect the listed faults, and
that the march algorithms are of minimal length.

The MATS march test can be used for complete AF coverage when a fault
causing multiple memory cells to be read simultaneously returns the OR of the
memory word values. If, instead, the memory technology returns the AND of the
multiple memory cells during a faulty read, then all Os and 1s in the MATS algorithm
should be interchanged to obtain complete AF fault coverage. If the faulty memory
behavior is unknown during multiple simultaneous reads, use the MATS+ march
test instead.

Table 9.14: Irredundant march test summary.

Algorithm Fault coverage Oper-
SAF| AF [TF|CF|[CF|CF|SCF Linked faults ation
in t id |[dyn count
MATS All [Some] [ | h 4-n
 MATS+ | All[ All g 5-n
MATS++ || All| All [All] | 6-n
MARCH X | All| All [AL[AL 6-n
MARCH C—|| All| Al [An[AN[AL[AL] Al 10-n
MARCH A || All| All |All|Al All linked CFids, Some | 15-n

CFins linked with CFids
MARCH Y | All| All [All[All | All TFslinked | 8-n

] with CFins
MARCH B || All| All [All[All All linked CFids, 17-n
All TFs linked with
CFids or CFins, Some
CF'ins linked with CFids

Figure 9.23 shows the behavior of the MATS+ march test when cell (2, 1) has
a SAQ fault. MATS+ has march elements M0, M1, and M2. The fault is detected
by march element M2 as it moves from the highest memory address downward and
expects to read a 1 in cell (2, 1), but instead gets a 0. Figure 9.24 shows how
MATS+ detects the fault cell (2, 1) SAl. The fault is detected by march element
M1 as it moves from the lowest memory address upward and expects to read a 0
in cell (2, 1), but instead gets a 1. Figure 9.25 shows how MATS+ detects the
multiple address decoder fault, where cell (2, 1) is unaddressable, and address (2,
1) maps instead to an access of cell (3, 1). This is multiple fault type C, which is a
combination of address decoder faults 2 and 4. Since all writes to cell (2, 1) have no
effect, and any read of cell (2, 1) produces a random result, the defective cell will be
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Table 9.15: Irredundant march test algorithms.

L:_f\lg(n‘ithm | e Description [ Ref. ]
~ MATS T m(}} 11 (r0,wl); § (r1) } (362, 490]
MATS+ {§ (wO); fr (r0,w1); § (r1,w0) } 4, 736]
MATS++ {§ (wO); (m wl); § (rl,w0,r0)} | [688] |
MARCHX | {{ (w0); ¢ (r0,wl);§ (r1,w0);$ (r0) } | [68§]

MARCH C— (¢ {uD (70, wl);  (r1, wO); [429]
Y (r0,wl); § (r1,w0);§ (r0) }
MARCH A { § (w0); 1 (r0, wl, w0, wl); t (rl, w0, wl); [646]
U (r l,u.:U,u.],iLU)._U, (r0, wl,w0) }
MARCHY | {{ (w0); % (r0,wl,r1);{ (r1,w0,70);{ (r0) } [688]
MARCH B {8 (w0); ft (r0, w1, r1, w0, 70, wl); (646]
f (r1,w0,wl); | (r1, w0, wl, w0); 4 (r0, wl, w0) } | |

detected either by march element M1 when it reads cell (2, 1) (if the read returns
a 1 when a 0 was expected), or by march element M2 when it reads cell (2, 1) (if
the read returns a O when a 1 was expected.) In Figure 9.25(e), march element M1
writes a 1 to cell (2, 1), but that instead has the effect of writing cell (3, 1). This is
detected when element M1 operates on cell (3, 1), because it first reads a 0 (but gets
an unexpected 1), and then it writes a 1 to the cell. If, instead, the address of cell
(3, 1) mapped into an access of cell (2, 1), then march element M2 would detect this
error as it descended from highest to lowest addresses in memory. It would expect
to read a 1 from cell (2, 1), but would get a O instead.

000 111 000
000 111 000
000 TL1=] 000
(a) Good machine (b) Good machine (c) Good machine
after MO. after M1. after M2.
000 111 000
000 011 000
000 111 000
(d) Bad machine (e) Bad machine (f) Bad machine
after MO. after M1. after M2.

Figure 9.23: MATS+ detection of cell (2, 1) SAO fault.

9.7.2 Testing RAM Neighborhood Pattern-Sensitive Faults

Assumptions and Testing Requirements. We always assume that read opera-
tions of memory cells are fault-free in the NPSF testing algorithms in order to make
them practical. Note, in particular, that this is not necessarily true for present-
day DRAM technology. Here is the necessary condition to detect and locate an
active neighborhood pattern sensitive fault (ANPSF): Each base cell must be read
in state 0 and state 1, for all possible transitions in the deleted neighborhood pat-
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000 111 000
000 R ) 000
000 111 000
(a) Good machine (b) Good machine (c) Good machine
after MO. after M1. after M2.
000 111 000
100 111 100
000 111 000
(d) Bad machine (e) Bad machine (f) Bad machine
after MO. after M1. after M2.

Figure 9.24: MATS+ detection of cell (2, 1) SA1 fault.

000 111 000

000 111 000

000 111 000

(a) Good machine (b) Good machine (€) Good machine
after MO. after M1. after M2.
000 111 111 000
X00 X00 X11 X00
000 100 111 00o0
(d) Bad machine  (e) Bad machine (f) Bad machine  (g) Bad machine
after MO. after M1 for cell (2, 1). after M1. after M2.

Figure 9.25: MATS+ detection of cell (2, 1) multiple address decoder faults.

tern [688]. There are two different possible values for the base cell (0 and 1), k — 1
ways of choosing the deleted neighborhood cell which must undergo one of two
possible transitions (1 or |), and 2¥~2 possibilities for the remaining neighbor-
hood cell contents. The total number of active neighborhood patterns (ANPs) is
2% (k—1) x2x 252 = (k— 1) x 2%. Table 9.16 [688] shows all possible patterns
for a Type-1 neighborhood.

Here is the necessary condition to detect and locate a passive neighborhood pat-
tern sensitive fault (PNPSF): For each of the 25— deleted neighborhood patterns,
the two possible transitions 1 and | must be verified. Therefore, the total number
of PNPSFs is 2 x 26—1 = 2F (see Table 9.16 [688].) The total pattern count for
APNPSFs is therefore (k —1) x 25 + 2k = k x 2k

Here is the necessary condition to detect and locate a static neighborhood pattern
sensitive fault (SNPSF): We must apply the 2¥ combinations of Os and 1s to the k-
cell neighborhood, and verify by reading each cell that each pattern can be stored.
Hayes [286] states that transition writes, non-transition writes, and read operations
can cause PSFs.

Optimal Write Sequences. 1t is essential to minimize the number of writes during
NPSF testing, in order to obtain the shortest possible test.

Eulerian and Hamiltonian Sequences. A Hamiltonian sequence is used for
writing during SNPSF tests. Patterns in a k-bit Hamiltonian sequence differ by only
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Table 9.16: Active (ANP) and passive (PNP) neighborhood patterns.

00000000000000001111111111111111
T A
00001111000011110000111100001111
00110011001100110011001100110011
01010101010101010101010101010101

00000000000000001111111111111111
00001111000011110000111100001111
00110011001100110011001100110011
01010101010101010101010101010101

R R e A NN R AR ANA

00000000000000001111111111111111
00001111000011110000111100001111
LR A A A o M AR A AR AR
00110011001100110011001100110011
01010101010101010101010101010101

T
00000000111111110000000011111111

00001111000011110000111100001111
00110011001100110011001100110011
01010101010101010101010101010101

b | 00000000000000001111111111111111
00001111000011110000111100001111
00110011001100110011001100110011

T
01010101010101010101010101010101

= W = O

1 bit from their preceding pattern, as this minimizes the number of writes needed
to generate the patterns. The Gray code is a Hamiltonian sequence. ANPSFs,
PNPSFs, and APNPSFs are tested with an Eulerian sequence. An Eulerian graph
has a node for each k-bit pattern of Os and 1s and there is an arc between two
nodes, if and only if they differ by exactly one bit [688]. When two nodes are
connected, they are connected by only two arcs (see Figure 9.26 [688].) The arcs in
this graph correspond to active neighborhood patterns (ANPs), passive neighborhood
patterns (PNPs), and active and passive neighborhood patterns (APNPs) of a k-bit
neighborhood. An Eulerian sequence traverses each arc in the graph exactly once,
while a Hamiltonian sequence traverses each node in the graph exactly once. We
use these sequences to obtain the minimal number of pattern writes.

Figure 9.26: Eulerian graph.

A Hamiltonian sequence lets one apply all 2¢ SNPs to a neighborhood with k
initial writes for the first pattern, followed by 2¥ — 1 writes for the remaining 2% — 1
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patterns. An Eulerian sequence lets one apply all & x 2¢ APNPs to a neighborhood
with k writes to initialize the neighborhood, and 1 additional write for each of the
k x 2 APNPs.

Testing Neighborhoods Simultaneously. When a cell is written, we change &
different neighborhoods (Type-1 or Type-2.) We wish to test the neighborhoods
simultaneously, using the filing and two-group methods.

Tiling Method. The riling method totally covers memory with non-overlapping
neighborhoods. This is known as a tiling group, and the set of all neighborhoods in
the group is called the tiling neighborhoods [688]. Figure 9.10 [688] depicts this for
a 5-element Type-1 neighborhood. Cell 2 is always the base cell, and the deleted
neighborhood cells are numbered as shown. Figure 9.11 [688] shows the tiling for
a 9-element Type-2 neighborhood, where cell 4 is the base cell. In a Type-1 neigh-
borhood, when we tessellate the neighborhoods, we have % base cells. However,
while we are applying all of the test patterns to the § base cells 2, it turns out
that we also apply the appropriate patterns to the memory when cells 0 are base
cells, cells 1 are base cells, cells 3 are base cells, and cells 4 are base cells. This
reduces the pattern length from n x 2% patterns to 7 X 2k patterns. Under this
method, each cell is simultaneously a base cell and a deleted neighborhood cell for
other base cells (see Figure 9.27 [688].) A similar argument and reduction holds
for Type-2 neighborhoods. This argument breaks down when we test ANPSFs and
PNPSFs separately, because with those patterns the & cells in the neighborhood are
not treated identically.

Figure 9.27: Base cell 0, 1, 2, 3, and 4 Type-1 tiling neighborhoods.

Two-Group Method. For the two-group method, a cell is simultaneously a base
cell in one group and a deleted cell in the other group, and vice versa (see Fig-
ure 9.28 [688].) With this duality property, cells are divided into two groups, group-1
and group-2, in a checkerboard pattern. Base cells of group-1 are deleted neighbor-
hood cells of group-2, and vice versa. Each group has n/2 base cells » and n/2
deleted neighborhood cells formed by 4 subgroups A, B, C, and D. This only works
for Type-1 neighborhoods, because in Type-2, 9 cell neighborhoods, there are both
middle cells 1, 3, 5, and 7 and corner cells 0, 2, 6, and 8. Unfortunately, duality (a
cell is either a base cell or a deleted neighborhood cell) does not hold here.
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AbBbAbBbp bAbBbAbB
bCbDbCbD CpDbBCHDDb
BbAbBbAD bBbAbBbA
bpDbCbDbC DpbCbDbCbh
AbBbAbBb| |bAbB bAbB
bCbDbCbHD CbhbDb cbDp
BbA bBbAb bBbADbBbA
bDbCbDbC DbCbDbCb
(a) Labels of cells of (b) Labels of cells of
group-1. group-2.

Figure 9.28: Cell labels in the two-group method.

Basic Algorithms. Figure 9.29 [688] presents the basic NPSF fault location al-
gorithm and Figure 9.30 [688] presents the basic fault detection algorithm. Ta-
ble 9.17 [688] gives algorithm performance metrics and Table 9.18 [688] summarizes
the detailed NPSF algorithms presented here.

Step 1: write base-cells with 0;

Step 2: loop
apply a pattern; { it could change the base-cell from
Otol.}
read base-celf,
endloop;
Step 3: write base-cells with 1;
Step 4: loop
apply a pattern; {it could change the base-cell from
1t0 0. }

read base-cell;
endloop;

Figure 9.29: NPSF location algorithm.

APNPSF Testing Algorithms. We will discuss the TLAPNPSF1G algorithm,
which uses the two-group method and writes onto cells in group-1 or group-2 with
the same label. Table 9.19 [688] shows the length 64 optimal 4-bit Eulerian graph
sequence used by this algorithm. This table gives the deleted active neighborhood
patterns (DANPs), which are the active neighborhood patterns (ANPs) without the
base cell values. The algorithm has two passes: the first initializes base cells of
groups 1 (2) with Is (0s) in a checkerboard fashion. The second pass initializes base
cells with all Os (see Figure 9.31 [688].)

Step (1) initializes the memory for the first pass, and then reads all cells to
verify the initialization. In Step (2), we apply two different Eulerian sequences, one
starting with all Os and the other starting with all 1s. This is needed because all
cells in group-1 are initialized to 1 and those in group-2 are initialized to 0. The
statement write(s,j),j € {1,2} changes the contents of the deleted neighborhood
of all cells in group-j. The 1 or | symbol in entry i of Table 9.19 determines which
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Step 1: write base-cells with 0;
Step 2: loop
apply a pattern; { it could change the base-cell from
0tol. }
read base-cell,
endloop;
Step 3: write base-cells with 1;
Step 4: loop
apply a pattern; {it could change the base-cell from
1to0.}
endloop;
read base-cell,
Figure 9.30: NPSF detection algorithm.
Table 9.17: NPSF testing algorithm summary.
Algorithm Fault Fault coverage Oper-
loca- | SAF | TF NPSF ation
tion? A [ P ] S count
TDANPSF1G No L D 163.5 - n
TLAPNPSF1G | Yes L L|L|L|L| 195.5-n
TLAPNPSF2T | Yes L L [L|L 5122 -n
TLAPNPSFIT | Yes L L [L|L 194 -n
TLSNPSF1G Yes L L| 435-n
TLSNPSF1T Yes L L| 392-n
TLSNPSF2T | Yes | L L | 5697 -n
TDSNPSF1G No L D | 36.125-n

L: Locates faults.

D: Detects faults.

Table 9.18: NPSF testing algorithms.

| Algorithm | Neighborhood | Method | Fault location | Figure | k | Ref. |
TDANPSF1G Type-1 2 Group No None | 5 | [646]
TLAPNPSF1G Type-1 2 Group Yes 9.31 |5 | [688]
TLAPNPSF2T Type-2 Tiling Yes None | 9 | [688]
TLAPNPSFIT Type-1 Tiling Yes None | 5 | [688]
TLSNPSF1G Type-1 2 Group Yes None | 5 | [688]
TLSNPSFIT Type-1 Tiling Yes 9.32 | 5| [189]
TLSNPSF2T Type-2 Tiling Yes None | 9 | [688]
TDSNPSF1G Type-1 2 Group No None | 5 | [688]
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cell A; is changed. The inverse of write(i,j) for cells of the other group (3 — j)
is write((i + 52 + 33p + 58¢) mod 65,3 — j), wherep = 0,g = Ofor 1 <7 < 12;
p=14g=0for 13 <:<32;p=0,g=1for 33 <¢<52;andp = 1,¢g = 1 for
53 < ¢ < 64. The Step (2) read operations check various NPSFs. The one at label
L2 checks for PNPSFs of group-2. The one at L3 tests the base cells of group-1
for ANPSFs. Checks are made for PNPSFs (ANPSFs) at label L4 (L5) for group-1
(group-2.)

At Step (3), the group-1 base cells are initialized again to Os and read along
with base cells in group-2 (which are already 0.) At Step (4), a single Eulerian
sequence is traced by write(i, 1), followed by 4 successive read operations to test
PNPSFs, ANPSFs, PNPSFs, and ANPSFs for group-2, group-1, group-1, and group-
2, respectively. Therefore, all possible APNPSFs with an initial base cell value of
1 in group-1 cells are tested during Steps (1) and (2). All possible APNPSFs with
an initial base cell value of O in group-1 cells are tested during Steps (3) and (4).
The strength of this algorithm is that it generates all ANPs and PNPs for each
neighborhood, and tests any cell whose contents change or that is affected by a
change in another cell. Tests are done before and after the changes are made.

Table 9.19: Optimal write sequence for TLAPNPSF1G.

Oper | DANP || Oper | DANP || Oper | DANP || Oper | DANP

0134 0134 0134 0134
1 0001 17 0100 33 0010 49 1040
2 0011 18 1100 34 0011 50 1100
3 0111 19 1101 35 1011 51 1110
4 0141 20 | 1111 36 | 1111 52 | 1117
5 010} 21 1111 37 1111 53 111}
6 0110 22 0114 38 1011 54 1110
i 1110 23 0J10 39 001 99 1100
8 1110 24 1010 40 0040 96 1010
9 1010 25 | 1110 || 41 | 1000 57 | 1017
10 0110 26 1110 42 10071 58 10)1
11 0111 27 0110 43 1101 59 1001
12 1111 28 0101 44 1101 60 0101
13 11}1 29 0111 45 0J01 61 1101
14 1104 30 011 46 1001 62 1101
15 4100 31 001 47 1011 63 100}
16 000 32 000) 48 101} 64 1000

SNPSF Testing Algorithms. TLSNPSFIT [189] is an algorithm that locates
SNPSFs, using the tiling method and a 5-bit Hamiltonian sequence (k = 5.) It
writes the seed pattern with n writes (see Figure 9.32), and then uses a Hamiltonian
sequence in each of 7 tiling neighborhoods to write the remaining 2k — 1 successive
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(1) 1initialize all cells-1 with 1 and cells-2 with 0;
L1: read them out,
(2) p:=0;q:=0;
fori:=1to 64 do
begin
ifi =13 thenp:=1,¢:=0; { Allcells-2are 0, j =64 }
ifi =33 thenp:=0,g:=1; { Allcells-2are 1, j =52}
ifi =53 thenp:=1,¢g:=1; { Allcells-2are0, j =32}
write (i, 1); { Write deleted neighborhood cells of group-1 }
L2: read all cells written by this write operation;
{ Test group-2 for PNPSFs }
L3: read all cells-1; { Test group-1 for ANPSFs }
J = (i+ 52+ p=*33+ q*58) mod 65;
write (7, 2); { This is the inverse of write (i, 1) }
L4: read all cells written by this write operation;
{ Test group-1 for PNPSFs }
L5: read all cells-2; { Test group-2 for ANPSFs }
end;
(3) write O in all cells-1,
read all cells-1 and all cells-2;
(4) { NPSF test with initial value of base cells: cells-1 =0 and cells-2 =0 }
for::=1to 64 do
begin
write (i, 1); { Write deleted neighborhood cells of group-1 }
L6: read all cells written by this write operation;
{ Test group-2 for PNPSFs }
L7: read all cells-1; { Test group-1 for ANPSFs }
write (i, 2); { This is the inverse of write (i, 1) }
L8: read all cells written by this write operation;
{ Test group-1 for PNPSFs }
L9: read all cells-2; { Test group-2 for ANPSFs }
end;

Figure 9.31: TLAPNPSF1G algorithm.
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patterns in (2¥ — 1) x % cell writes. The total complexity is 39.2n. This algorithm
can also be used on a Type-2 neighborhood.

(1) initialize all cells with 0; read 0 from all cells;
(2) forj:=1to2F—-1do
begin
write pattern no. j of the chosen Hamiltonian sequence;
{ This is done by flipping a bit (i.e., cell) of patternno. 5 — 1 }
read all cells;
end;

Figure 9.32: TLSNPSFIT algorithm.

9.7.3 Testing RAM Technology and Layout-Related Faults

The problems with the prior memory testing approaches are that DRAMs may
be repaired or may have their address lines deliberately scrambled. As a result,
consecutive addresses may not be adjacent, so the previously described coupling
fault tests will not be effective. Also, the Gigabit DRAMS have new kinds of defects,
which the march or NPSF tests may not cover. It is now common to use inductive
fault analysis (IFA) [420, 596] to model a single defect per memory cell. Here is the
procedure:

1. Generate defect sizes, locations, and layers based on what might actually hap-
pen in the real fabrication line.

2. Place the defects on a model of the layout.
3. Extract the schematic and electrical parameters for the defective cell.

4. Evaluate the results of testing the defective cell, possibly performing Monte-
Carlo analysis using a tool such as VLASIC [711].

Dekker performed this analysis [193, 194, 195] and found faults caused by actual
defects modeled as broken wires, shorts between wires, missing contacts, extra con-
tacts, and newly-created parasitic transistors. He mapped these defects into the
following functional faults:

1. SAF in a memory cell.

N

A stuck-open fault (SOF) in a memory cell.
3. A TF in a memory cell.
4. A state coupling fault (SCF) between two memory cells.

5. A CFid between two cells.
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6. A data retention fault (DRF), caused by a broken pull-up device, in which the
cell loses its contents over time [193, 688].

He proposed the augmented march test IFA-9 [193] to test for these faults in com-
binational read/write logic. The new march element, Delay, means wait for 100 ms
before continuing, in order to test for data retention faults (sleeping sickness). The
extension to sequential read/write logic is IFA-13 [193], which also tests for SOFs.
These tests are summarized in Table 9.20 and described in Table 9.21. The fault
model was validated with a scanning electron microscope.

Table 9.20: TFA augmented march test summary.

Algorithm Actual physical defect fault coverage Operation
SAF ] TF ] AF [ SOF ] SCF ] CFid I DRF count
IFA-9 All | All | All All All All | 12 n + Delays
IFA-13 All | All | ALl | Al | All | Al All | 16 - n + Delays
MARCH G | All | All | All All | 23-n + Delays

All linked CFids
All TFs linked with CFids or CFins
Some CFins linked with CFids

Table 9.21: IFA augmented march test algorithms.
Algorithm [ Description ] Ref. |
IFA-9 { f (w0); f (r0,wl); f (r1,w0); 4 (r0, wl); (193]
I (r1,w0); Delay; ft (r0, wl); Delay; {t (r1) }
IFA-13 {1t (wO0); 1t (r0,wl,r1); {4 (r1,w0,70); (r0,wl,r1); | [193]
I (r1,w0,7r0); Delay; t (r0,wl); Delay; f+ (r1) }
MARCH G {{ (w0); 1 (r0,wl, rl, w0,r0,wl); [532]
1 (r1, w0, wl); | (r1, w0, wl, w0);{ (r0, wl, w0);
Delay; { (r0,wl,r1); Delay; § (r1,w0,70) }

Dekker [195] proposed these new fault models, and Meershoek [456] validated
Dekker’s fault models of Table 9.13. He compared the IFA march test performance
against conventional march tests in Table 9.22. A higher score in this table signifies a
greater fault coverage of the actual layout and fabrication process faults that occur.
Meershoek has proposed a shorter IFA-6 test, and it performed very slightly worse
than the IFA-13 test in this table, in that it failed 3792 defective devices, while
IFA-13 failed 3795 defective devices. Analysis showed that IFA-13 can detect the
single CFid faults <t;0 >, <ft;1 >, <;0 >, and <];1 > whereas IFA-6 can only
detect linked coupling faults, in which both cells influence each other.

9.7.4 RAM Test Hierarchy

Multiple faults are most likely, as is fault linkage, during DRAM manufacturing.
Table 9.23 summarizes which tests to use when a given set of faults is expected during
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Table 9.22: Validation of IFA tests.

Test Score || Test time
MATS+ 7 5-n

MATS+ and Delay H 18 8-n+2- Delay
MARCH C | 61 11-n

MARCH C and Delay 89 14-n+ 2 - Delay
[FA-9 and Delay | 91 12-n+ 2 - Delay
[FA-13 | 80 [ 13-n

IFA-13 and Delay H 92 16 -n+ 2. Delay

memory production.

9.7.5 Cache RAM Chip Testing

Cache DRAM (CDRAM) [205, 742] is a promising high-speed memory that
combines static RAM and dynamic RAM onto the same chip. This essentially
combines the cache memory and the slower main memory of a virtual memory
system on a single chip, which lessens the bus data transfer bottleneck when a block
must be transferred between main memory and the cache. Since the bus is now an
internal chip bus, rather than a chip-to-chip bus, it runs many times faster. There
are additional applications of cache DRAM, such as multi-media or mass storage
replacement [634], as well.

Figure 9.33 [365] shows the cache DRAM functional block diagram. Its orga-
nization is 256K words x 16 bits of DRAM core, 8 words x 16 bits of read data
buffer (RB), 8 words x 16 bits of write data buffer (WB), and 1K words x 16 bits of
SRAM. The DRAM and SRAM parts can operate concurrently and independently,
if desired, because address pins for the SRAM and the DRAM are completely sep-
arated (As0-9 versus AdO-9) in order to improve system performance. Also, SRAM
and DRAM control pins are also separated (CCO#, CC1#, WE#, CMs#, RAS#,
CAS#, DTD#, CMd#.)

256 KX 16
et | Ad0-9
DRAM Core

r8x16

T8x 16
Y

wB2 16

war 16| AB
> DQo-15

A
sxie] FEI0X

8 Y] As0-2

1K X 16

SRAM |e—<_] As3-9

Figure 9.33: Block diagram of 256K x 16 b Cache DRAM.
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Table 9.23: Test hierarchy.

| Faults in memory

Unlinked fault test

Linked fault test |

SAF MATS, MATS+ | MATS, MATS+
TF MATS++ MATS++
CFin MARCH X T
CFid MARCH C— MARCH A
CFdyn MARCH C—
SCF MARCH C-
SOF IFA-13
DRF IFA-13
ANPSF TLAPNPSF1G
PNPSF TLAPNPSF1G
SNPSF TLAPNPSF1G or

TLSNPSF1T
AF MATS, MATS+, MATS++, IFA-13

MARCH X, C—, A, B,or Y

AF + SAF + TF MATS++ MATS++
AF 4 SAF + CFin MARCH X MARCH X
AF + SAF + CFid MARCH C—- MARCH A
AF + SAF + CFin + CFid MARCH C—- MARCH A 1
AF + SAF + TF + CFin MARCH X MARCH Y 7
AF + SAF + TF + CFid MARCH C— MARCH B
AF + SAF + TF + CFin + CFid MARCH C— MARCH B 1
AF + SAF + TF + CFin + CFid + CF- MARCH C—
dyn + SCF
SAF + ANPSF TLAPNPSF1G
SAF + TF + PNPSF TLAPNPSF1G
SAF + SNPSF TLAPNPSFI1G or

TLSNPSF1T
SAF + TF + APNPSF + SNPSF TLAPNPSF1G
AF + SAF + SOF + TF + SCF + CFid IFA-13

+ DRF

i Linked CFins cannot be tested by march tests.
1 We assume that CFins are not linked to other CFins.
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Tests Performed.

1. DRAM Functional Test. Konishi [365] connects the data input/output lines
to the SRAM, the WB, and the RB, and not to the DRAM core. As a result,
data to and from the DRAM moves as a 16 bit x 8 word block, via the WB
and the RB. When DRAM core memory cells are tested, the RB and the WB
are also automatically tested. SRAM address bits AsO-2 select 1 of 8 words
in the data buffers as the DRAM column address. An additional signal WE#
was provided to control the WB and the RB. In other respects, testing the
DRAM core proceeds similarly to testing a 256K x 16 synchronous DRAM
with a burst length of 8. Stalnaker [634] recommends the use of standard
pattern libraries, such as march and scan tests.

2. SRAM Functional Test takes negligible time, and is equivalent to testing a 1K
x16 synchronous SRAM.

3. Data Transfer Test. The data transfer between the DRAM and the RB or
WB is tested, and also the data transfer between the SRAM and the RB or
WRB is tested.

4. High-Speed Operation Test is performed at frequencies of up to 100 MHz. The
dual pattern generators (PGs) and the pin multiplexing features of the ATE
are used. In order to operate a driver at 100 MHz with a 50 MHz clock
in the ATE, two clock pin data lines are multiplexed together as one, with
one ATE PG dedicated to each. This is called pin multiplexing. This allows
100 MHz clock rate testing with a 50 MHz ATE, which is a significant cost
saving.

5. Concurrent Operation Test. Before this test, every chip component was veri-
fied. All that remains is to test the data transfer from the DRAM to the RB
while the SRAM is being accessed (this is also known as a contention test.)
The dual ATE PGs are used, one to generate the SRAM address and control
signals, and the other to generate the corresponding DRAM signals.

6. Cache Miss Test [634]. During a cache (SRAM) read cycle, the hardware
compares the row address to the cache directory. If the addresses match, we
have a cache “HIT,” and the data will be read from the cache at its fast access
time. For a cache write cycle, data can be read from the cache (to free up
a cache block) and both the DRAM array and the SRAM cache are written
when the WE# signal is pulsed. When the row address is not in the cache
directory, we have a cache “MISS,” and this operation becomes similar to a
normal DRAM cycle. For a read operation, data from the new row is loaded
into the cache and the cache directory is updated. For a write cycle, the new
data is written into the DRAM, but not into the cache. Testing requires that
simple patterns be written to verify each of these “HIT” or “MISS” conditions.
It is only necessary to maintain the cache directory with one address register
while using the other address register for DRAM memory writing.
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Testing Extremely Fast DRAMS. The Rambus” DRAMs now have the fastest
pin bandwidth of any available DRAM, since they combine a large DRAM with an
extremely fast bus. The problem of testing these devices is to utilize conventional
page-mode memory testers to avoid a massive investment in extremely expensive
ATE [240].

Their approach was to utilize existing ATE for die-sort, burn-in, final test, and
failure analysis. Rambus utilizes high-speed ATE only for the final test of the high-
speed interface logic. This approach requires design-for-testability (DFT) hardware
to be put on the Rambus™ DRAM. A special test mode allows direct memory core
access from the pins, which bypasses the high-speed bus and allows existing ATE to
be used for memory testing. Secondly, a phase-locked loop (PLL) bypass mechanism
is added to allow testing of the DRAM protocol logic by low-speed, conventional
memory testers.

For final test, the Rambus™ DRAM interface is verified at-speed at 500 MHz
using a Hewlett-Packard HP-8300, model F660 tester, which can clock at rates up to
660 MHz. The data pin rate must be 2 ns/bit, and this imposes a 100 ps accuracy
requirement on the tester. This final test is low cost, because it only is applied to
the interface logic, and therefore uses < 100K vectors. Various timing and voltage
corner tests require only a few seconds of tester time, so the added test cost is a few
cents per device.

Gasbarro [239] believes that high-speed DRAM will become more prevalent, and
that tester costs may actually decline, because memory testers can be built to take
advantage of the high-speed port into the DRAM. Also, new testers may be designed
to test both the core and the interface at speed. Also, a dramatic ATE cost reduction
is possible by using high-speed DRAM chips within the ATE itself.

However, the analog aspects of high-speed DRAM testing are daunting [240].
These test issues were addressed:

1. The device-under-test (DUT) socket had to be redesigned for low inductance.

2. Long cables from device to tester degrade analog signals, and had to be short-
ened.

3. Noise causes jitter in the DRAM PLL, which requires testing.

4. Very high ATE accuracy is required, so the DUT fixture utilized a dual trans-
mission line (DTL) with impedances matched with both the driver and the
receiver. Rambus [240] designed a 50 €2 micro-strip probe card on which the
DRAM device was mounted either by directly clamping its leads to the micro-
strip or by using a 3 GHz bandwidth socket and a custom, open-cavity ceramic
package. A time domain reflectometer (TDR) with +80 psaccuracy in the
ATE was calibrated to both drivers and receivers. However, the shorting de-
vice on the probe card had to be redesigned to reduce an unacceptable 300 ps
error. Also, the receiving end of the transmission line had to be terminated at
the logic V}, voltage, rather than Vgg, to further reduce error. The trace length
had to be shortened by redesigning the probe board, and a new probe board
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dielectric had to be used to make the high frequency loss acceptable. These
corrections brought the error from an unacceptable 300 ps to an acceptable
+120 ps.

5. The tester had to be adjusted to test various critical paths in the high-speed
interface for propagation delay.

6. The TDR had to be used to characterize the DRAM pin capacitance.

This experience illustrates the complexity and high engineering expertise required
for high-speed delay testing with an external ATE.

9.7.6 Functional ROM Chip Testing

ROM testing differs from RAM testing, in that the correct data that the ROM
should contain is already known. The SAF model used for ROMs is sometimes a
restricted SAF model in that only undirectional SA faults [604] can occur, meaning
that any given chip will either have only SAO faults or only SA1 faults. This is based
on a ROM fault model where only “opens” occur, which are missing connections
resulting in either all SAQ faults or all SA1 faults. The ROM functional testing
model is that of Figure 9.5 with the write logic deleted from the read/write logic
block. Please review Appendix A on cyclic redundancy code (CRC) theory before
reading further.

The preferred ROM testing method is to cycle the ROM through all of its ad-
dresses and compress the output bit stream at the ROM outputs using a linear
feedback shift register (LFSR) in the automatic test equipment (ATE). This system
is based on cyclic redundancy codes (CRCs). The LFSR treats the output data
stream(s) from the circuit as a Boolean polynomial(s), where the first bit received
over time is the 2° position coefficient, the next is the 2! position coefficient, and
so on. In this system, shifting by one clock period is equivalent to multiplying a
signal by x. The LFSR (or multiple-input signature register (MISR) if there are
multiple bits in each ROM word) divides the polynomial representing the Boolean
output stream from the circuit by a primitive polynomial, and produces the Boolean
number corresponding to the remainder of this polynomial division. After reading
out all of the ROM data, the ATE accesses the ROM location containing the CRC
code for the ROM. If the accessed ROM CRC code does not agree with the one
computed while reading out the data, then the ROM is faulty.

Table 9.24 [688] compares the ROM testing effectiveness of parity checking,
checksumming over Modulo-2¥*+8 checksumming over Modulo-2%, and a CRC.
Parity requires storage of parity bits in the ROM, checksumming requires storage of
check sums in the ROM, and the CRC method requires storage of the CRC in the
ROM. Redundancy measures the hardware overhead percentage to store these extra
bits. Notice that G(x), the generator polynomial for the CRC, must have more than
one non-zero term, must contain the term 1, must include the factor x +1, and must
satisfy the condition ((z* + 1)/G(z)) # 0. Clearly, the CRC method is far superior
to the others, usually in hardware redundancy and always in fault coverage, so we
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do not even discuss any other methods. CRC coding should always be used for
ROM testing.

Table 9.24: Comparison of ROM chip tests.

ROM chip f Redundancy t Fault coverage |
test | General L\f =10; B=38
[Parity |i 1/(B+1) 0.1111 | Single-bit errors,
checking [ odd-bit errors
Modulo-2V+B || (N + B)/(B - 2V)|0.0022 All unidirectional
checksum errors

Various types of
Modulo-25 1/(2M) {0.0010 unidirectional errors
checksum depending on columns
CRC with Single-bit errors, double-bit|
CCITT 16/(B - 2V) 0.0020 errors, odd-bit errors,
polynomial multiple adjacent errors

t For a ROM of 2V data words of B bits each.

9.7.7 Electrical Parametric Testing

Figure 9.34 [442] shows a typical RAM system organization. Electrical test-
ing is done without an understanding/analysis of the underlying fabrication process
and chip layout. The exceptions to this are the technology and layout-related para-

metric faults: sleeping sickness and voltage imbalance in the divided RAM bit-line
architecture.

DC Parametric Tests.

Voltage Bump Test. Power supply voltage fluctuations (voltage bumps) can
cause the RAM to read out erroneous data, and DRAMs are rigorously tested for
this. A positive voltage bump happens when Ve during a write exceeds Voo during
a read (a read error.) DRAM capacitors have 40 to 50 fF, and this test measures
whether any of those capacitors are shorted to the supply rail. A positive voltage
bump causes Os to be stored at too high a voltage, so they read out as 1s. Storage
of 1s is not affected.
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Figure 9.34: RAM system organization.

Method:

1. Zero out memory.
Increase the power supply above Voo in steps of 0.01 V. For each voltage
setting, read the memory. Stop as soon as a 1 is read from any location, and
record this supply voltage as Viigh.

3. Fill the memory with 1s.

4. Slowly decrease the supply below Ve in steps of 0.01 V. For each setting,
read the memory. Stop as soon as a 0 is read from any location, and record
this supply voltage as Vjgy.

Possible test outcomes:

1. Vhigh and Vi, are inconsistent with data book values (fails.)

DC parametric tests are simple and inexpensive, and measure worst case loading.
They are inadequate as functional or timing tests, and only test a few devices
connected to the terminals, leaving the rest of the chip untested.

Leakage Test.

This finds the worst case input leakage current (input leakage)

or tristated output leakage current (tristated leakage.)
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Method:
1. Apply a high to chip select, to deselect the chip.
2.  Apply a high to output enable, and a low to write enable (set the chip pins
to be tristated.)
3. Force a logic high on each data-out line and measure Ipz (output leakage.)
4. Force a low voltage on each data-out line and measure Ipz.
5. Select the chip (apply a low to chip select.)
6. Set the chip in read mode, force a high logic voltage on each address and

data-in line, and measure I7j.
7. Set the chip in read mode, force a low logic voltage on each address and
data-in line, and measure I;.
Possible test outcomes:
1. Ipz <10 pA and Iy < 10 pA (passes.)
Ioz > 10 pA (fails.)
3. Iy > 10 pA (fails.)

>3

AC Parametric Tests. In AC parametric testing for SRAMs and DRAMs, we
apply alternating voltages at some set of frequencies to the chip and measure the
terminal impedance or dynamic resistance (reactance.) We select a DC bias level for
these tests, which determine chip delays caused by input and output capacitances.
However, the tests give no information on functional data or DC parameters.

Address Set-Up Time Sensitivity. This tests for excessive address decoder
delay.

Method:

1. For every cell:
a. Write a 1 in the first memory cell.
b. Flip each address bit and write a 0 at the new address.
c. Flip each bit back again and read the original cell.
d. Repeat Steps a-c with complementary data.
Possible test outcomes:
1. The data read from the cell does not match the most recently written data
to the cell (fails — excessive address set-up time.)

Access Time Tests. These tests characterize the RAM time delay between set-
ting up a new address and retrieving its data. We can characterize the access time
from an address with an external tester.
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Method:
Split the memory into two halves.
Write Os in one half and 1s in the other half.
Read the entire memory and compare it to the expected values.
Alternate between addresses in the two halves.

all-ol N -

Possible test outcomes:

1. Speed up the read access time until reading fails, and then record the access
time delay.

We can characterize the access time using a functional march test.
Characterization method:

1. Repeat the MATS++ test (or some other march test), with increasingly
shorter access times, until memory fails. The true access time is between
the times for the next-to-last and last tests.

Alternate characterization method:

1. Run a superset of the MARCH C— test. This measures access time, by
successively reading two different addresses with opposite data (the worst
case, since it captures address decoder + read logic delay.) Do this with
increasingly shorter access times, until memory fails.

Production test method:

1. Run the MATS++ march test at the specified access time, and see if the

memory fails.

Running Time Tests. These tests measure the fastest speeds for read/write
operations.

Method:
1. Perform read operations of Os and 1s from alternating addresses at a specified
rapid speed.

Alternate characterization method:
1. Alternate read operations at increasingly rapid speeds until an operation
fails.

Tests for Sense Amplifier Recovery Fault. Sense amplifiers can become satu-
rated after reading/writing a long string of identical data values, at which point
they are too slow to read the opposite data value.

Method:

1. Write the repeating pattern dddddddd to memory locations (d is 0 or 1.)
Read a long string of 0Os (1s) starting at the first location up to the location
with d.

Read a single 1 (0) from the location with the d.

4. Repeat Steps 2 and 3, but writing rather than reading in Step 2.

b

Test for Write Recovery Fault. Write recovery faults occur when a write is fol-
lowed by a read/write at a different address. The two types are read-after-write and
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write-after-write.

Method:

1. Write a 0 at address a.

Complement all address bits and write a 1 at address @.

Complement all address bits and read address a (reading a 1 indicates a
fault.)

4. Repeat Steps 1 through 3 for each cell in one-half of the memory.

5. Repeat Steps 1 through 4 with complementary data.

Dual-Port SRAM Tests. Dual-ported SRAMs and DRAMs permit simultaneous
access by two independent sets of address, control, and input/output lines. A video
DRAM chip uses one port for the CPU and the other port for raster scan hardware
for a PC or work station color display.

Standby Current Test.

Test method:
1. Check all 4 possibilities for the voltage combinations at the two ports. Four
additional combinations come from each port having either TTL or CMOS
level inputs.

Possible test outcomes:
1. The test fails if one port does not meet the current specification.

Circuit-Dependent Tests. Most memory testers cannot provide dual pattern
generation and dual timing checking for dual-ported devices, so one of two ad hoc
testing solutions is needed.

1. Tie one port address bus to the complement of the other. Advantage: There
is no address contention. Disadvantages: This cannot test port arbitration
circuits (no contention), and inverter delays reduce test timing accuracy.

2. X/Y Separation of Ports. Use the X address drivers to manipulate the left
port, and the Y address drivers for the right one. This requires a tester with
twice as many pins as the device, and with 6 clock drivers. Advantage: There
is independent and simultaneous testing of both ports. Disadvantages: It is
difficult to write topologically correct patterns into memory, and it is difficult
to meet the address format control requirements. Additional testing needs:
Software is needed to ensure writing of topologically correct patterns, and
special test hardware is needed for format control for contention testing.

Interrupt test method:
1. Simultaneously write data into the interrupt location and monitor
the INT output of the other port.

Arbitration Test. In multi-port RAMs, there is a contention circuit that con-
tinuously monitors addresses applied to the two ports, and activates a BUSY flag
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when they match. A set of semaphore latches controls which port gets read and
which port gets write access when the two ports are in contention (access the same
RAM address.) The contention circuit sets the semaphores, and arbitration depends
only on relative signal timings.

1. Contention testing [535]. Each chip has a timing parameter called the arbitra-
tion priority set-up time (Tgps), which is the minimum time that the address
applied to one port must be stable before the same address arrives at the
other port, in order for the first to receive priority. The contention test must
ensure that Tops = 5 ns. If the tester has separate X and Y timing generators,
this can be guaranteed. Otherwise, we must use address formatting (see Fig-
ure 9.35 [442, 535].) We disable the Y-complementer exactly when the address
has stopped arriving, so that the Y address leads the X address by Tg,;.

B Period Length _ ‘ Period Length
Address Address - Address Address B
Start Stop Both ports enabled Start Stop Both ports enabled

X i : X : :
address address

\ Time (nsec) ——= . Time (nsec) ———
: ( ) ! ( ) Y-complementer,disabled

Y ' v : :
address| | ! address| |} :

Time (nsec) ——= Time (nsec) ——=

Figure 9.35: X/Y port separation for dual-port RAM testing.

2. Semaphore testing.

Method: |
1. For each port, request, verify, and release each semaphore latch. |

9.8 Summary

No single type of test (march, NPSF, DC parametric, AC parametric) is suffi-
cient for current RAM testing needs, so a combination of various tests is used. Also,
inductive fault analysis is now necessary, to ensure that the actual defects that are
occurring are mapped into a fault model, and then appropriate tests can be selected
for that fault model. A reader interested in testing of word-oriented memories may
refer to the Appendix C in van de Goor’s book [688] for a brief discussion, or to the
recent literture’ for details.

TA. J. van de Goor and I. B. S. Tlili, “March Tests for Word-Oriented Memories,” Proc. Design
Automation and Test in Europe (DATE) Conf., Feb. 1998, pp. 501-508; and I. B. S. Tlili and A. J.
van de Goor, Tests for Word-Oriented Memories, Report No. 1-68340-44(1977)08, Delft University
of Technology, Dept. of Electrical Eng., Delft, The Netherlands.



Problems 307

Problems

9.1

9.2

9.3

94

9.5

9.6

9.7

9.8

9.9

9.10

State coupling faults. Prove that the following MARCH C- test catches state
coupling faults.

{ MO :§ (w0); M1 :t (r0,wl); M2 1 (r1,w0);
M3 | (r0,wl); M4 :{ (r1,w0); M5 :{ (r0) } (9.1)

Address decoder faults. Prove that a test for a neighborhood pattern sensitive
fault cannot detect the address decoder fault, in which addresses a and b both
access the contents Cy of location b. When location a is accessed, the memory
produces a random combination of the contents of locations a and » (Hint:
Try a proof by counter-example.)

Transition faults. What would happen if there were a 1 fransition fault (<t
/0 >) on the CS signal of a DRAM?

Port arbitration faults. Design a test for a Cache DRAM fault that causes
the port arbitration hardware to be broken, such that both the SRAM and
the DRAM access ports are allowed to write to the same location at the same
time.

ROM testing. Analyze the time complexity of the CRC ROM testing algo-
rithm.

Graphs. What is the difference between a Hamiltonian and an Eulerian graph
traversal?

Stuck-open faults. Prove that the following IFA-13 march test algorithm de-
tects all stuck-open faults in the memory.

{  (w0);  (r0, wl,r1); ¢ (r1,w0,70); 4 (r0,wl,rl);
4 (r1,w0,70); Delay; 1 (r0, wl); Delay; ft (r1) } (9.2)

Test types. Why are separate Probe and Contact Tests done during Electrical
RAM chip Testing? The alternative would be to combine these tests with the
Functional and Layout-Related Test.

Idempotent coupling faults. Rigorously prove that the MARCH C- test de-
tects all idempotent coupling faults. Indicate the testing time complexity for
MARCH C- in terms of n, the number of bits in the memory.

Fault modeling. Define the fault models for any eight of the following faults:

(a) State Coupling faults.
(b) Inversion Coupling faults.

(c) Idempotent Coupling faults.
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9.11

9.12

9.13

9.14

9.15

9.16

9.17

9.18

9.19

9.20

9.21

9.22

9.23

(d) Dynamic Coupling faults.

(e) Transition faults.

(f) Active Neighborhood Pattern Sensitive faults.
(g) Passive Neighborhood Pattern Sensitive faults.
(h) Static Neighborhood Pattern Sensitive faults.

(1) Data Retention faults.

(j) Address Decoder faults.

Memory test algorithms. Rigorously prove that the MARCH C- test detects
all inversion coupling faults <f;$>. Indicate the testing time complexity for
MARCH C- in terms of n, the number of bits in the memory.

Stuck-at faults. Rigorously prove that MATS++ catches all stuck-at faults.

Dynamic coupling faults. Rigorously prove that the MARCH C- test detects
all dynamic coupling faults.

Data retention faults. Rigorously prove that the IFA-13 [193] test catches all
data retention faults.

SRAM physical faults. What is the appropriate fault model(s) for a bit line
shorted to a word line in an SRAM?

DRAM physical faults. What is the appropriate fault model(s) for two cell
capacitors shorted together in a DRAM?

Neighborhood PSFs. Why cannot the two group method be used with Type-2
neighborhoods for a pattern sensitive fault test?

Data retention faults. What physical DRAM layout defect leads to a Data
Retention Fault (sleeping sickness)?

Write recovery faults. What physical circuit problem leads to a sense amplifier
Write Recovery Fault?

Bridging faults. Prove that a march test for a CFid will also detect the AND
and OR bridging faults.

State coupling faults. Prove that a CFid march test will also detect state
coupling faults.

Neighborhood PSFs. Write the steps (in pseudo-code) for a PNPSF test to
detect the faults < 1,0,1,0;1 /0 > and < 0,1,0,1;] /1 > using the two-group
method and Type-1 neighborhoods. Your test need not be the optimal one.

Neighborhood PSFs. Write the steps (in pseudo-code) for a PNPSF test to
detect the faults < 0,0,0,0;1 /0 > and < 1,1,1,1;] /1 > using the two-group
method and Type-1 neighborhoods. Your test need not be the optimal one.
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DSP-BASED ANALOG AND
MIXED-SIGNAL TEST

“In the last few years, digital signal processing (DSP) has profoundly
altered the design and use of automatic test equipment (ATE.) .
the ATE computer, instead of simply controlling and monitoring

hardware instruments, can now emulate and replace them.”
— Matthew Mahoney [412].

The goals of testing are to discard defective devices and learn information to
improve the fabrication process yield and reduce costs [699]. A perfect test fails all
unacceptable units and passes all acceptable units. Perfect analog tests are overly
expensive, so a practical test minimizes the number of bad units passed and the
number of good units failed. Test processes are also used to sort parts into bins,
according to their performance. Analog testing is more difficult than digital testing,
because of the continuous range of analog circuit parameters, and the lack of well-
accepted fault models.

10.1 Analog and Mixed-Signal Circuit Trends

Why do we need increased emphasis on analog testing? ICs with analog, digital,
and mixed-signal circuits on the same substrate are now common [321]. Designers
want to integrate analog and digital devices on the same chip to reduce circuit
packaging and assembly costs. Applications include wireless communication, net-
working, multi-media information processing (sometimes in a personal computer),
process control, and real-time control systems. The growth in these applications
areas is explosive. Mixed-signal hardware systems have digital cores, frequently for
digital signal processing, surrounded by analog filters, A/D converters (ADCs), and
D/A converters (DACs.) Figure 10.1 shows the mixed-signal circuit testing problem.
The analog portions interface the digital chip portions to the real world. Analog
transistors and components are vastly larger than digital transistors, but the ana-
log circuit contains fewer than 100 devices, whereas the digital part now contains
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Figure 10.1: Mixed-signal testing problem and system-on-a-chip.

millions of devices. Mixed-signal circuits make the testing cost even more of a prob-
lem. Analog circuit signal observability is reduced in a mixed-signal system. Also,
analog test has become a larger part of the system cost [584]. For micro electro-
mechanical systems (MEMS), both mechanical and electromechanical components
are integrated onto a single substrate with the analog and digital electronic signal
processing system. An example is the air-bag controller chip now found in new
automobiles, where various accelerometers exist on the same chip as the electronics
that processes their signals. The advantage of this, from a system point of view, is
reduced distance between the transducer and the point at which the measurement
is taken. This leads to a more reliable measurement, since there is less opportunity
for noise to interfere with the parameter reading. Other systems include chemical
and optical sensors. At present, testing costs for analog circuits exceed 30% of the
manufacturing cost of these circuits. Even more disconcerting is the certainty that
these costs will rise in the near future. Analog automatic test equipment (ATE) is
inherently much more costly than digital circuit ATE [465].

Designers are also moving from non-linear to linear analog circuits in their de-
signs, since linear analog circuits are much easier to design and test than non-linear
ones. Instead, designers move the non-linear signal processing function into a DSP
processor in the digital part of the system. The benefits of this move are:

1. More accuracy, because a DSP signal processor has more accuracy and avoids
various errors and information loss due to unwanted analog components or to
analog components that are operating outside of their specifications.

2. Easier design and testing, because the remaining analog circuit portion is
linear. However, incoming analog signals need linear filtering and A/D con-
version, so there is a limit to how much analog circuitry can be eliminated.
Also, there are significant tradeoffs between analog and digital implementa-
tions. An analog implementation of a filter can use significantly less power
than a DSP processor, and it may be much faster. This could be critical for
portable, wireless devices.
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In addition, analog designers now may operate their analog MOSFET circuits
in the saturation transistor region, rather than the linear transistor region. This
is because channel length modulation in the saturation region provides a linear
variation of channel current with respect to the drain-to-source voltage (Vgs), and
the device behavior in saturation is often more linear than its behavior in the so-
called linear transistor region. The saturation mode can be modeled as a current
source in parallel with a resistor. However, this change introduces an additional
testing requirement: We need to test for DC biasing faults in analog circuits, to
ensure that the transistor operates in the intended transistor mode.

Contrast with Digital Testing. We repeat Vinnakota’s contrast of analog testing
with digital testing to illustrate the various problems [699].

1. Size is not a limitation. Analog circuits have relatively few devices, at most 50
to 100, unlike digital circuits, which have reached 50 million transistors. The
number of analog inputs and outputs is small.

2. Modeling is far more difficult than in digital circuits:

® There is no widely-accepted analog fault model like the digital stuck-at
and path-delay fault models.

® There is infinite analog signal range, and a range of good signal values.

® Acceptable signal tolerances depend on process variations and measure-
ment inaccuracies.

® Modeling accuracy during analog fault simulation is crucial, unlike during
digital fault simulation.

* Analog circuits include noise, which must be modeled and also tested for.

® Measurement error occurs, due to the load on the ATE pin, impedance
of the pin, random noise, etc.

® Capacitive coupling between digital and analog circuit substrates in a
mixed-signal circuit (MSC) is another source of noise.

® Absolute analog component tolerances can vary by + 20%, but relative
component matching can be as good as £ 0.1%. Circuit functionality is
designed to depend on component ratios [699].

* A multiple fault model is mandatory, but faults in multiple components
can cancel each other’s effect, so not every multiple fault is a real fault.
The multiple fault set is too large to enumerate.

® There is no unique direction of information flow in an analog circuit,
whereas there usually is in digital CMOS circuits, with the excep-
tion of CMOS C-switch busses. The C-switch realizes a simple con-
nect/disconnect switch between two sub-circuits [699].

3. Decomposability: Sub-components cannot be tested individually in an analog
IC in the way that they can be in a digital IC.
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4. Test busses are much harder to realize in analog than in digital circuits:

* Transporting an analog signal to an output pin may alter the analog
signal and the circuit functionality.

* Reconfiguring an analog circuit during test is often unacceptable, unlike
the case of digital circuit testing. The reconfiguration hardware can un-
acceptably change the analog circuit transfer function, even when it is
turned off.

5. Testing Methods:

* Both analog and digital circuits have structural ATPG methods, but be-
cause of a lack of well-accepted analog fault models and the lack of a map-
ping between structural analog faults and analog specifications, structural
analog ATPG is not widely used.

* Specification-based (functional) test methods exist for both analog and
digital circuits. However, functional testing is rarely used for digital
circuits, because the number of tests is intractable. Conversely, in analog
testing, specification-based tests are most often used, because they are
tractable and need no fault model.

* Digital circuits can be tested separately for logic functionality (stuck-
faults) and timing performance (path-delay faults.) However, these two
types of tests cannot be separated in analog circuits, and are combined.

Present-Day Analog Testing Methods. Present analog circuit testing relies
mostly on DSP-based analog testers. These instruments overcame the limits of
purely analog instruments, and gave these additional benefits:

® Accuracy: The DSP-based ATE is nearly always more accurate than a pure
analog test instrument, because the error in a set of waveform samples is
much less after digital signal processing than the error in an individual sam-
ple. Crosstalk, noise, and signal drift are greatly reduced in the DSP-based
tester, because analog waveforms are digitized at the earliest opportunity.
Non-linearity in analog components is significantly reduced in the DSP-based
tester, because the DSP processor is not subject to various analog device lin-
earity errors, except in the front-end circuit. This contains a sample-and-hold
device and a high-speed A/D converter (ADC), which have only linear analog
subcircuits, so accuracy is improved. Aging of components is far less of a
problem, because digital components are more likely to retain their specified
performance as they age than analog components are. Thermal effects are
less troublesome in the DSP-based tester than in the pure analog ATE. Ana-
log components can exhibit a non-linear fluctuation in their transfer function
with temperature.

® Speed: The DSP-based tester can acquire one set of samples for a device-
under-test (DUT) using one relay switching period, one sampling period, and
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one settling time. Then, analysis using a discrete Fourier transform (DFT)
or fast Fourier transform (FFT) can produce many different emulated analog
test instrument measurements. For multiple measurements, the DSP-based
tester is more time efficient than using multiple analog instruments, provided
that one needs to make multiple measurements. For example, the DSP-based
ATE can do one FFT calculation, and then derive many emulated instrument
measurements from that. The DSP-based tester eliminates some filter settling
time that is inherent in the analog ATE.

* Ease of Operation: Testing is more repeatable between DSP-based ATE, be-
cause more of it is digital, rather than analog. Calibration of DSP-based ATE
is simpler, again because more of the instrument is digital, rather than analog.
Software can store offsets and gain adjustment factors and apply these auto-
matically when measurements begin. Calibration is much more repeatable
than with a pure analog tester. The DSP-based ATE has reduced mainte-
nance, again because more of it is digital, rather than analog, so there are
fewer continuous variable electrical adjustments to be made by a technician.

* Modeling Convenience: The DSP-based ATE can more readily model the ideal
and flawed device than the pure analog ATE. The DSP-based ATE is extremely
flexible. The operator can change test conditions from a computer console,
rather than by adjusting many analog controls on the instrument.

® More Measurement Information: The DSP-based ATE provides additional
information along with the desired parameter, e.g., the DSP peak detector
reports not only the peak value, but also the peak location in time [412].

® Size and Power: A general-purpose DSP-based ATE is smaller, cheaper, and
uses less power than a conventional analog ATE.

However, the DSP-based ATE also has the following liabilities:

1. It is expensive, although the cost is coming down because of VLSI technology.
The number of required bits of precision and the bandwidth requirement lead
to a costly digital signal processor. The large number of required FFT com-
putations for functional measurements and the precision components required
also compound the expense. For mixed-signal ATE, however, the main cost is
becoming the digital pins.

2. When only making one measurement, a conventional purely analog tester is
significantly cheaper. The DSP-based ATE is advantageous when multiple
measurements must be made, which is almost always the case.

3. The flexibility of the instrument is a problem for unskilled operators. They
need to know instrument theory.

4. The test engineer is required to know physical and mathematical principles
underlying each test, the test error sources, and the DUT error sources.



314

Chapter 10. DSP-BASED ANALOG AND MIXED-SIGNAL TEST

In the future, these trends will become pronounced:

L.

Virtual test is a method that simulates the effect of the combination of a DSP-
based analog tester, measurement error, and a proposed test waveform for a
DUT to see if the waveform really does test the DUT effectively. The benefit
is that we avoid tying up a very expensive ATE for waveform evaluation.
However, it is still mostly in the research stage.

Present-day, chip-area-intensive ADC self-testing mechanisms will evolve to
require far less chip-area.

We will continue to reduce the cost of DSP-based ATEs by using VLSI tech-
nology in the ATE. Possibly structural analog circuit testing, rather than func-
tional testing with the DSP-based ATE, can reduce cost. However, for this to
happen, we must first establish a mapping between the proposed structural
analog circuit fault models and the specification tests currently used.

New methods will be invented to reduce the time that an analog circuit must
sit in the DSP-based ATE. Reduced time means less testing cost.

. Industry will move to automatic analog test waveform generation methods,

in order to reduce the non-recurring engineering cost of designing the test-
ing mechanism. At present, analog test engineers must manually craft test
waveforms.

10.2 Definitions

ADC — An analog-to-digital converter.

ATE — An automatic test equipment.

Catastrophic Fault — An analog component either shorted or completely open.
DAC - A digital-to-analog converter.

DFT - Discrete Fourier transform.

Dither — A useful oscillation of small amplitude, introduced to overcome the
effects of friction, hysteresis, or clogging [339].

DUT — An analog device-under-test.
FFT — Fast Fourier transform.

Frequency Division Multiplexing — Assigning different frequency zones to sig-
nals originally having the same frequency zone (usually for wireless transmis-
sion.)

Glitch Area — The area in the DAC output represented by glitching pulses.
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® Heterodyning — The process of receiving a high-frequency wave, where it is
combined in a non-linear device (often an analog multiplier or a band-pass
filter) so that the output contains frequencies equal to the sum and difference
of the combining frequencies.

® [ntermodulation (IM) — A situation where the non-linear response of an analog
device gives rise to a spectral line that is at a frequency that is the sum or
difference of two tone frequencies (sinusoids at different frequencies) in the
analog stimulus waveform to the device. This often indicates unwanted signal
multiplication in the device.

* [ntrinsic Parameter — A parameter defining a specification of the DUT.

® Jitter — Time-related, abrupt spurious variations in the duration of any speci-
fied interval of a repetitive wave. This is frequently applied to the position of
clock edges during time measurement, but jitter can also occur in amplitude,
frequency, or phase measurements. The jitter can be measured as average,
root-mean-square, or peak-to-peak measurements [339].

® ks/s — Kilo-samples per second.

®* Measurement — The result of measuring an output parameter of an analog
circuit and quantifying it with a number. We can deduce properties of the
device for testing purposes from measurements.

* Measurement Error — The error introduced into a measured signal by the
process of measuring it.

® Multi-Tone Testing — A method of analog testing where the DUT is stimulated
by a composite analog test waveform composed of multiple tones, each of which
is a pure sinusoid with individual frequency, phase, and amplitude.

* Noise — Low-level electrical disturbances that usually corrupt the least signif-
icant bits of any digitized analog measurement.

® Non-Deterministic Device — An analog device whose behavior can be measured
in the continuous variable domain, but with the problems that measurements
are not exactly repeatable due to electrical noise in the device or in the mea-
surement system.

* Parametric Fault — An analog component whose value deviates from its spec-
ified value by at least the element tolerance.

® Pass/Fail Test — A simple test that indicates whether a device should be
accepted (or not), by comparing its behavior against another device. This
test has the advantage of not requiring a measurement.

® Phase-Locked Loop (PLL) — A clocking circuit with feedback so that it auto-
matically adjusts the output clock to keep it at the desired phase relationship
to the input clock.
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Pink Noise — Random noise whose spectrum has a negative slope of 10 dB per
decade [339].

Primitive Band — The frequency band 0 < f < NA/2 that contains all infor-
mation about the sampled waveform.

Primitive Frequency (A) — 1/unit test period. All tone frequencies during
multi-tone testing must be a multiple of A.

Quantization Error — The error introduced into a measured signal by the
process of discretely sampling it.

Quantum Voltage — The voltage corresponding to a flip of the least significant
bit of the converter.

s/s — Samples per second.

Settling Time — The time needed for the reconstruction filter on the DAC
output to settle to its correct value.

Single-Tone Testing — A method of analog testing where the DUT is stimulated
by a single, pure sinusoid analog test waveform.

Test — A combination of a stimulus waveform for testing, along with a mea-
surement of an accessible device voltage or current, with an error folerance
for the measurement. The DUT fails the test if the measurement falls outside
the tolerance. The test is used to grade and sort devices, to determine their
acceptability for a given application.

Tone — A pure sinusoid of frequency f, amplitude A, and phase ¢ that is a
component of an analog test waveform. Each component of the test can have
a different frequency, amplitude, and phase.

Transmission Parameter — (also called performance parameter) A test parame-
ter that indicates how the channel where the analog circuit is embedded affects
a multi-tone test signal.

UTP - The unit test period, a common joint period for all test signals and
sampling during DSP-based testing of an analog device.

White Noise — Random or impulsive noise that has a flat frequency spectrum
in the frequency range of interest [339].
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10.3 Functional DSP-Based Testing

Nearly all analog circuits are presently tested using functional DSP-based tests
applied by DSP-based automatic test equipment. These ATEs use emulated in-
struments, derived from FFT or DFT calculations, rather than actual analog in-
struments, in order to reduce measurement error and eliminate undesirable filter
settling times during testing.

10.3.1 Concept

The basic concept of DSP-based testing is to replace purely analog instru-
ments with a high-speed A/D converter, a memory for storing readings, and a
DSP-processor controlled by software routines. Figure 10.2 [412] shows the conven-
tional analog ATE from the 1930s and 1940s. Note that there was no frequency-time
synchronization between the stimulus generation and response analysis parts of the
conventional instrument. Conversely, Figure 10.3 [412] shows the present-day DSP-
based test system, in which the waveform synthesizer and the response analyzer
are synchronized. DSP has replaced the conventional analog instruments, and can
emulate a wide variety of existing instruments. We view this instrument as process-
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ing numerical vectors, rather than as actually measuring voltages or currents. The
vectors can represent sampled waveforms, frequency spectra, filter responses, etc.
The test engineer creates a series of vectors as the test waveform. The waveform
synthesizer feeds the vectors to a DAC, usually in a continuous loop. The DAC
output is de-glitched (hazards are removed) and passed through a reconstruction
filter to obtain continuous, band-limited waveforms. The filter output is applied to
the DUT, which generates response output analog signals. The waveform digitizer
digitizes the analog response coming from the DUT using a high-speed A/D con-
verter, and stores the samples in a RAM. When the DUT is a mixed-signal circuit,
digital device outputs are collected digitally in the receive memory and digital test
waveforms are sent to the DUT from send memory. The DSP-based ATE has a
burst mode vector transmission capability, in which a large number of vectors can
be transmitted, along with a starting address and a vector length. This is also
called vector bus architecture, and typically it takes 1 ms to transfer 1000 16-bit
integers. For comparison, it takes about 5 ms to connect or disconnect a test circuit
by switching relays.

Example 10.1 Consider an example [412] of an audio amplifier needing testing
for gain and distortion at 1000 Hz. The test involves connecting an audio synthe-
sizer to the DUT, connecting an audio digitizer to the DUT output, and waiting for
all circuits to settle to steady-state output. With a DSP-based ATE, the waveform
is then digitized and analyzed by the DSP-processor. With an analog-based ATE,
the signal is analyzed by an analog detector circuit that produces a DC voltage pro-
portional to the magnitude of the parameter. The voltage from the detector is then
digitized. So, digitization occurs before analysis in the DSP-based ATE, but after
analysis in the conventional ATE. The analysis time is usually large compared to the
intrinsic test time, during which the actual measurement is made. Table 10.1 [412]
compares these times. The conventional ATE must repeat this entire sequence for
every frequency component to be measured, whereas the DSP-based ATE will use
the FFT for simultaneously analyzing multiple spectral lines in roughly 4 to 20 ms.
Some measurements require capture of many cycles of the parameter, but for sim-
ple analog tests, only a few cycles are needed, and this can be achieved in 30 ms.
The DSP-based ATE will have a speed advantage when the DUT must be tested
for many parameters, because relay switching, loading and starting the synthesizer,
and digitization of the DUT response are done only once, unlike in the conventional
ATE. Also, the DSP-based ATE can overlap DSP array processing of a measurement
with DUT handling, relay switching, digitizing, etc. The DSP-based ATE has higher
throughput. If 10 parameters were evaluated, the DSP-based tester would take 3.5 ms
per test, on average, whereas the conventional tester would take 50 ms per test. Also,
it is easier to filter out power line and ripple components from measurements in the
DSP-based ATE before processing the samples.
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Table 10.1: Time comparison for analog vs. DSP-based ATE.

Component of 1 kHz Conventional | DSP-based ATE
amplitude measurement analog ATE

Relay switching 5 ms 5 ms
Load & start synthesizer N/A 5 ms
Synthesizer + DUT settling N/A 1 ms
Filter + detector + DUT settling || 35 ms N/A
Digitization interval N/A 1 ms
Transfer time N/A 1 ms
Computer overhead 10 ms N/A
DSP processing/overhead N/A 15 ms
Total H 50 ms 28 ms

10.3.2 Mechanism of DSP-Based Testers

The DSP-based ATE is nearly always more accurate than analog ATE. In
particular, it is more accurate for non-linear analog circuit measurements, because
vector processing increases the accuracy of a set of vectors compared to the accuracy
of an individual sample.

We need a very fast array processor with a pipeline in the DSP processor. We
also need much higher precision in the DSP processor arithmetic than the precision
in the vector samples, because the DSP processor multiplies and divides the various
samples. Vectors have many samples, /N, so signal-to-quantization noise of the entire
vector can be better than that of a single sample by as much as v/N [412]. Given 1024
uniformly distributed samples over a prime number of signal cycles, quantization
noise in any one spectral location is reduced 32 times, or nearly 30 dB. This
gives five additional bits of resolution. Even more mathematical precision is needed
because many DSP algorithms produce cumulative error. A rule of thumb [412]
is that the mathematical processor should have at least three decimal orders of
precision beyond what is desired in the end result. This translates into 31 bits of
precision, so internal computational processes in the DSP-based analog tester need
more precision than 32-bit floating point — they must have 40 or 64 bits, which
requires double-precision floating point arithmetic.

Phase-Lock Synchronization Requirement. Vector samples must fall in exactly
the right places in the right time interval, or testing will be very inaccurate. The dig-
itizing window must be coordinated precisely with each clock, signal, and distortion
component. This is implemented with a common reference frequency, controlled by
a phase-locked loop (PLL). This reference frequency is divided into master clocks,
which are further conceptually divided by programmable ratios to ensure uniformly
distributed clocks and precisely timed windows. This also allows rates and times to
be programmed in integer ratios, usually involving prime numbers. This is called
M/N synchronization [412], integer-ratio synchronization, or prime-ratio locking.
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Synchronization gives the DSP system a coherence property, in which all frequency
and time functions are programmably related in exact whole-number ratios. We
must restrict waveform analysis to a whole number of cycles, which provides highly
repeatable results, and makes phase and delay measurements practical in produc-
tion. Rosenfeld [549] lucidly covers ATE clock programming, and also proposes an
alternative scheme using a low-frequency master clock and programmable frequency
multipliers to achieve M/N synchronization.

10.3.3 Waveform Synthesis

Figure 10.4 [412] shows the waveform synthesizer part of the DSP-based ATE.
It has a programmable reconstruction filter for a 16-bit DAC to produce continuous
analog waveforms, by eliminating staircasing in the analog output signal. We also
need sin(x)/x (sinc) correction applied to the signal spectrum during digital pat-
tern synthesis (for the reason why, see Section 10.5.2.) Clocking of the pattern will
be from one of the clock dividers following the phase-locked loop that generates the
10 MHz signal. Figure 105 shows the Pacemaker (PM) phase-locked loop clock gen-
erator with 8 clock dividers PMI-8 (only two are shown here) for the LTX FUSION
ATE. The waveform source (WS) unit (shown as DAC) and the waveform measure
(WM) unit (shown as ADC) use this clock generator to synchronize themselves.
Note that the test head is the actual test fixture with the DUT in it. Switching
the clock from one divider to the other provides a phase-continuous frequency-shift
keyed (FSK) signal. In addition, a practical synthesizer needs a subdivided local
memory in order to switch on-the-fly from one wave shape to another.

We send the waveform from the DAC through programmable course and fine
attenuators to set the proper level. These attenuators keep the DAC working at
its full-scale value to minimize quantization noise. This also allows us to add a
programmable DC offset to the synthesized signal.

Frequency synchronization requires that clocking for the digital pins, analog
waveform synthesizer, and analog waveform sampler be derived from a single crystal
reference. This allows different modules in the ATE to use different frequencies,
which have known fixed integer ratio relationships between them. All of the clocking
for the WS and WM comes from the Pacemaker, and is chosen for the waveform
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source unit in the LTX enVision++ operating system language. This language
includes the Cadence test programming language (TPL) [407], and has the following
syntax for selecting the master clock:

1
2

frequency times

. to <double>
period

set master clock <integer>

The vertical bars denote choices, one of which must be selected. The Fusion unit has
multiple clock generators, all operating from the same 10 MHz reference frequency.
The times option allows the user to program the master clocks in terms of primitive
periods (discussed later), with an integer scalar. It has this syntax for setting up
the clock connections to pins and the clock division rate:

clock ws main mem with pm clock <wordls> divide by <word2>
or for the waveform measure unit with:
set wm to pm clk <wordls divide by <word2>

where < wordl > refers to PM line 1 to 8 and < word2 > ranges from 2 to 256. The
digital pin master clock (DP MASTER CLOCK) in the Pacemaker can be connected
to the PM lines 1-8 with this command:

internal reference

doubled reference
sourcel
source2

connect dp master clock to pm line <wordi>
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The enVision++ operating system provides a rich set of graphical debugging tools
for stepping the tester through the TPL, setting breakpoints, etc. The Cadence TPL
has arich set of data types (integer, boolean, float, double, pin), storage classes (con-
stant, local, static, global) and aggregate types (sets, lists, strings, arrays, multisite.)
The language syntax most resembles that of VHDL.

10.3.4 Waveform Sampling and Digitization

Figure 10.6 [412] shows a conceptual version of the waveform digitizer. A typical
unit achieves over 100 ks/s (kilosamples/s.) It is complex, and contains a differen-
tial buffer, a programmable-gain amplifier (PGA), and a programmable anti-aliasing
filter. It needs a built-in track-hold circuit in the analog-to-digital converter (ADC.)
A typical instrument has three independent PLLs, which are needed in telecommu-
nications testing to generate and coordinate several different clock rates at once. It
needs independent output dividers on each PLL to allow coherent clocking of devices
at different rates from this single PLL.

10.4 Static ADC and DAC Testing Methods

At present, we use specialized testing methods for ADC and digital/analog
converter (DAC) testing. ADCs are not inverses of DACs, so each requires different
definitions of parameters and different tests. The ideal ADC discards data, while
the ideal DAC does not lose information. This can be seen in Figure 10.7(a) where
the ideal ADC transfer function has an uncertain domain of input voltages that
map into a specific digitized range value. Any voltage within that input range maps
into the same output code. The ideal DAC of Figure 10.7(b) has no such domain
uncertainty. The ADC and DAC, therefore, are not inverse functions of each other.
The ADC cannot be tested by a DC test and examination of the digitized output for
correct codes, because noise, statistical converter behavior, and converter slew rate
errors may cause such a test to pass defective ADCs, or to fail good ADCs. ADC
testing is non-deterministic and must involve more statistical analysis than DAC
testing. Even good ADCs have noise and occasional bursts of extraneous (sparkle)
codes. Figure 10.7 [288] shows the ideal transfer functions of good ADCs and DACs,
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Figure 10.7: Ideal ADC (a) and DAC (b) transfer functions.

while Figure 10.8 [288] shows a DC offset error, Figure 10.9 [288] shows a gain error,
and Figure 10.10 [412] shows DAC non-linearity errors. Another term for the DAC

transfer function is the transfer map, since the DAC transfer function consists of
discrete points.

10.4.1 Transmission vs. Intrinsic Parameters

Mahoney [412] defines transmission parameters (or performance parameters),
which indicate how the channel where the converter is embedded affects a multi-tone
test signal. The gain, signal-to-distortion ratio, intermodulation (IM) distortion,

noise power ratio (NPR), differential phase shift, and envelope delay distortion are
transmission parameters.

Intrinsic parameters define the specifications of the DUT. The full scale range
(FSR) of the converter input voltage, the gain, the number of bits, the static lin-
earity (differential and integral), the maximum clock rate, and the code format are
common to ADCs and DACs. The settling time and the glitch area are relevant only
to DACs. Settling time indicates how long the reconstruction filter on the DAC
output takes to settle to its correct value. Glitch area is the area in the DAC out-
put represented by glitching pulses. As frequencies and conversion rates increase,
transmission parameters become more useful than intrinsic parameters for testing.
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10.4.2 Uncertainty and Distortion in Ideal ADCs

Mahoney [412] shows how even an ideal ADC has uncertainty and distortion.
Rotate Figure 10.7(a) so that the transfer slope is horizontal, and then the error
function is discernible as a sawtooth waveform. Recall that the step widths of the
ADC are statistical, and that there is uncertainty as to where the actual voltages
cause a change to the next code. The RMS uncertainty of quantization is the RMS
amplitude of this sawtooth, and is also the RMS distortion value introduced into
analog signals transmitted through the converter. The sawtooth has a peak-to-peak
height of 1 LSB, and the waveform power is 1/12 LSB squared. When Q is the
quantum (LSB) voltage, then the RMS quantization distortion voltage is:

D= % V,RMS (10.1)

V12
There are 2™ code levels in the FSR of an n-bit linear, binary ADC, but the two end
steps have no outer bounds. AT&T uses the convention of assigning virtual edges,
or decision levels where edges occur if the transfer function continued beyond the
FSR points. These edges represent clipping levels of the ADC.
When one applies a sinusoid to the ideal ADC such that the peaks just touch
the virtual edges, then the RMS amplitude becomes:

) . Qx2"
FS Sine Amplitude = V,RMS (10.2)
V8
By dividing the RMS amplitude into the RMS quantization distortion, we get:
-1
[2" x V15] (10.3)
Converting this to decibels, one obtains:
Relative Distortion Level in dB = —(6.02 n + 1.761) (10.4)

To reiterate, this is the ADC distortion relative to a full-scale sinusoid level (only
in linear conversion.) The distortion power is independent of signal level as long as
the signal is at least several LSBs in amplitude. Distortion power can approximate
the signal-to-noise ratio, after an adjustment to reflect the test signal actual power.

10.4.3 DAC Transfer Function Error

It is inaccurate to estimate offset and gain errors using only the two end points of
the converter transfer characteristic. Instead, the vertical intercept of the transfer
characteristic at the y-axis and the slope of the best-fit straight line are better
indicators.  Differential non-linearity (DNL) measures the difference between the
actual and linearized increments for each step in the converter transfer curve. The
differential linearity error (DLE) function lists step-by-step the differences between
actual converter increments and linearized increments (actual vertical projections
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Figure 10.11: Example sampled converter transfer function.

onto the best-fit reference line.) DNL is defined as the root-mean-square value of
the DLE function or alternatively as the DLE function value for the worst step.
We calculate increment step values, and then subtract the slope x step width of the
best-fit line from these steps. Integral non-linearity (INL) measures the difference
between the reference line and the actual converter transfer function. The integral
linearity error (ILE) function is computed by integrating the different DLE error
vectors from the lowest code through the code of interest, in order of increasing
codes. INL is the root-mean-square value of the ILE function. Superposition error
results from non-constant bit weights in DACs. Time-related errors occur in DACs
because they are subject to random noise, so the real DAC has fuzzy vertical lines in
its transfer function. Some designs have hysteresis, and some have glitching or even
ringing at analog outputs due to variations in timings between currents switching off
and those turning on. Finally, RC rolloff of analog circuits brings about a settling
output delay before steady-state is achieved.

10.4.4 ADC Transfer Function Error

The ADC DLE is a plot of how each code step width differs from the ideal step
width. Differential linearity is defined differently from DACs, because the ADC has
comparators, and the DAC does not. For known decision levels, we compute the
statistical step (the quantum size for each code) and subtract the average step size.
This yields a plot of DLE values. If the DLE is less than -1, the code is instead
declared as missing. Typically we compute the DLE without actually finding code
edges by tallying the code in a histogram, which is the number of times each digital
output code appears. The ADC ILE is the integration of these code step width dif-
ferences from the ideal converter characteristic, measured using the best-fit straight
line. Figure 10.11 shows the ADC ideal and measured transfer characteristics, and
Table 10.2 shows the DLE and ILE functions. The transfer characteristic shows
how each code step width differs from the ideal step width. Assume that each small
X axis division represents a sample in Figure 10.11. Table 10.2 gives the statistics
for the first five codes of this converter. Each matrix (7, D, C, E) is indexed by
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Table 10.2: Statistics for converter in Figure 10.11.

[ Code tally (counts) T (0) (1) T (2) T (3) T (4) |
3+3=6 5 4 11 8
DLE (LSB fraction) D (0) D(1) [ D@2 [ D@B) [ D4
-0.1176 | -0.2647 | -0.4118 | 0.6176 | 0.1765
| DNL (RMS LSB) 0.3650
Transfer characteristic C (0) C (1) @ C (3) C (4)
(counts) i 5.5 10 17.5 27
ILE (LSB fraction) E (0) E (1) EQ2 [ EB | E@
0 -0.19115 | -0.5294 | -0.4265 | -0.02945
| INL (RMS LSB) ~0.3161

the output ADC code. The ideal step width is 6, and the average actual step width
is 6.8.

10.4.5 Flash ADC Testing Methods

Flash A/D converters operate at 20 to 100 Mega samples/s (Ms/s), and even
up to 250 Ms/s. They are code-dominated converters, so each step can have an
error different from any other step. There are no major carries in the converter,
so each code must be tested. The input signal frequency and wave shape affect
dynamic linearity. Figure 10.12 shows the flash ADC. Normally, the flash converter
decoding logic consists of a bank of flip-flops that latch the comparator thermometer
code, followed by a digital priority encoder (implemented here as NOR gates.) This
converter type can produce binary output codes unrelated to the best-fit horizon,
usually a few least significant bits (LSBs) off, and called a glitch code. However,
many false codes may be all zeros or all ones and are then known as sparkle codes
because they produce bright pixels in video displays. The ADC functions as its own
digitizer during test.

Static Linear Histogram Technique with a Triangle Wave

For DLE and ADC transfer function measurement we use a very slow triangle
wave that ramps from just below the minimum full-scale voltage to a voltage just
above the maximum full-scale voltage and back down again. The analog triangle
wave must be slow to increase the tally resolution, or there will be quantization
error in the DLE function of the measured converter transfer function. The ramp
should be slow enough so that for each code, it will be digitized roughly 10 times
before the ramp moves to the next code. We want to ensure that each code of the
ADC is fully tested. Also, the ramp may be repeated for up to 150 periods, since
the converter behaves statistically and we want its average behavior. We sample
the codes coherently using the methods described earlier. Then, the step width is
directly proportional to the tally of each code [412]. Let L be the 8-bit ADC output
vector, so K is the tally (count) of all 256 unique codes, while T is the tally of the
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Figure 10.12: Typical flash ADC.

254 valid (double-bounded) steps (discarding codes 0 and 255.) The following code
fragments are written in the LTX Cadence language, a test programming language
for the LTX FUSION ATE family.

local
double: K [256]
double: L [2048] -- Array of size sample_size
double: T [256]
end_local
for 1 =1 to sample_size
K [L[ilJl] =K [ L [i]] + 1 -- Increment the count
-- of the array element
-- corresponding to the captured code
end_for
T = K [1:254]

T is the code histogram (see Figure 10.13 [412].) The histogram has no notion of
the code ordering — we could permute the occurrence of the codes produced by the
ADC in time, and this histogram remains the same. This is a known weakness of
the histogram technique. To find DLE, we subtract the average count from each
tally, and express that in units of LSBs.

A = avg (T)

A=A [1] -- (the average)

D=-A+T

D=/ A D -- (to convert to units of LSBs)
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Figure 10.13: Linear histogram of 8-bit flash ADC. ©1987 IEEE.

We repeat the test waveform 100 to 150 times. One problem is that the histogram
ignores non-monotonic ADC codes — the sparkle and glitch codes. Figure 10.14 [412]
shows the DLE (D) of an 8-bit ADC [412]. Step inequality is caused by random
displacements of decision levels due to comparator noise. However, this test will
detect missing converter codes.

If the transfer function is monotonic, which will be true when the ramp is slow
and comparator noise is minimal, then T represents the derivative function of the
ADC transfer curve, since it gives the code step widths in their order of occurrence.
We integrate T to obtain the ADC transfer function, C, which is the list of code
centers relative to the center of the first step.

C [1] = <CONSTANT>
for i=2 to 254 do

C[il=C[i-1]+ (T[]l +TI[i-11)7/ 2
end_for

8-BIT ADC DIFFERENTIAL LINEARITY ERROR (DLE)
HISTOGRAM OF 2048 COUNTS

+0.67 LSB

nmm l,ﬂl uﬂ M" W MN i M ot

AMSDLE=021LSB -1LSB -=-=-----

Figure 10.14: DLE of 8-bit flash ADC. ©1987 1EEE.

Derivation of Integral Linearity Error(ILE.) Matrix E is the ILE function of
the ADC. We compute it from the DLE vector (D), by integration using the center
of the first step as a reference.



330 Chapter 10. DSP-BASED ANALOG AND MIXED-SIGNAL TEST

ILE CALCULATED FROM 4096-POINT
HISTOGRAM FROM PREVIOUS ADC

AVERAGE = }0.52 LSB

!

ENDPOINT LINE '-‘ r*.l
Wl g Eo -
RAMS ILE = 0. 59 WM J_

STDDEV. =0.27
RANGE =-1.19 TO + 0.20
RANGE RELATIVE TO AVERAGE =-0.67 TO +0.72 LSB

Figure 10.15: ILE of 8-bit flash ADC. ©1987 IEEE.

E[1]l =0
for =2 to 254 do

E[[L] =E[i-11+ D {1 +D [i ~-11) / 2
end_for

Figure 10.15 [412] shows the ILE. One problem with this ILE computation is that it
loses evidence of missing codes. The weighted code center method, in which codes
are weighted by the position range of their occurrence in the histogram, solves this
problem (see Mahoney for details [412].)

High-Frequency Histogram Technique with a Sine Wave

We need a high-frequency test for ADCs to catch the sparkle and glitch codes.
At high f, triangle waves are hard to generate, so we use a sine wave, and coher-
ently test the converter with the previously-described DSP technique. The dynamic
linearity of the ADC worsens with increasing input slew rate, and this test detects
such problems, and also lets us examine the spectral response of the converter. Note
that steps around the center of the input range receive less than average resolution,
so N must be 2 to 4 times that needed for a good linear (triangle wave) histogram,
N = 4096 may be adequate, but 8 K to 16 K is better for 8-bit ADCs. Vector T
is again the tally of sinusoidal code counts. Since this histogram is non-linear, the
computation must also use a different scalar reference for each of the 254 steps in
the histogram (vector 72.) 72 is the reference step width for each code for an ideal
converter with the sinusoidal input applied. 72 is computed by finding the offset
and amplitude of the best-fit sinusoid.
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Figure 10.16: Sinusoidal histogram of 8-bit flash ADC. ©1987 1IEEE.

N = Number of counts, including end codes
N1 = Number of maximum code counts
N2 = Number of zero code counts
c1 = cos (180 * N1 / N)
c2 = cos (180 * N2 / N)
Vo = 127 * (C2 - C1) / (C2 + C1)
Signal Offset = VO LSBs
v = (127 - V0) / C1
Signal Amplitude = V LSBs
We can now compute D, the dynamic DLE, as follows:
D=T1-T2
D=D/ T2

Figure 10.16 [412] shows the sinusoidal histogram for an 8-bit flash ADC. The his-
togram is sampled coherently using M prime relative to N. M must not be low, or
elements of matrices 71 and 72 will be nearly equal in value, leading to roundoff
errors. This may cause the ILE error curve to tilt upward, which it must not do.
This error can be eliminated by averaging D and subtracting the average from D,
to force integration to produce a proper ILE curve.

We avoid quantizing the reference tally, by making it a list of floating-point refer-
ence widths for each step. In the following example, asn is the arc sine mathematical
function. We use vector 73, computed below, in place of 72:

for i =1 to 254 do
T3 [i] = (N / 180) * (asn ((i - 127 - V0O) / V)
- asn ((i - 128 -Vv0) / V) )
end _for

This complicated calculation merely ensures that 73 contains, for each code, the
floating point step width. Figure 10.17 [412] shows the correct ILE function com-
puted this way.
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Figure 10.17: ILE derived from sinusoidal histogram. ©1987 IEEE.

10.4.6 DAC Testing Methods

For testing the simpler and slower D/A converters, it suffices to digitize the
output steps of the DAC, average them, and compute the DNL and INL. For high-
performance DACs, however, approaches such as the following must be used to
ensure a high-quality product.

Need for Indirect Voltage Measurement. Mahoney [411] describes a procedure
for computing INL for a DAC. A 16-bit D/A converter has a step size of 15 parts
per million (ppm), which requires a measurement error below 2 ppm. It is necessary
to use indirect measurement to achieve this. DAC transfer function errors (see
Figure 10.10) appear as vertical displacements of the points. A direct measurement
of the DAC transfer map is inappropriate for these reasons:

* A 16-bit DAC has 65,536 codes, while a 24-bit DAC has 16,777,216 codes. It
takes too long to look at all of these codes — we need only look at a subset.

* A direct measurement demands excessive accuracy, since we restrict measure-
ment error to +=1/10 LSB.

We can measure each interval in the transfer map, but we cannot measure each step
directly, because the voltages defining it happen at different time instants.

Vz: smaller adjacent voltage Vy: larger adjacent voltage

C: repeatable measurement error | e: nonrepeatable peak measurement error
(voltmeter tracking error, drift, noise, etc.)

We want to find (Vy 4 C +e) — (V; + C 4+ ¢) = V,, — V;, £ 2¢. For 14 bits, the step
size becomes 61 ppm (610 pV in a 10 V range DAC.) We limit 2e to 61 pV to keep
measurement error to 6.1 ppm, so e is only 30.5 uV —this is too hard and expen-
sive to do. The solution is to use indirect measurement, and shun measurements
with large absolute values with respect to the differences being computed. Random
noise aggravates this problem — e.g., 10 uV RMS Gaussian noise would reach the
30.5 pV error limit above. We decrease bandwidth to avoid this problem by using
a controllable bandwidth test fixture, although this lengthens testing time.
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Figure 10.18: Differential fixture concept. ©1987 IEEE.
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Approach. We only measure the V,,—V; difference, not the absolute Vj and not V,
by comparing the difference to a biased, programmable supply V; (see Figures 10.18
and 10.19 [411].) V; need not be accurate — just stable, quiet, and resolvable within
a few millivolts. We measure V; — V, and V;, — Vj, which is of the same order as the
difference Vy — V. V; should be a 0.1% accuracy programmable DC source, with
even better resolution. We amplify the V — V, difference measurement 100 times
with a low noise instrumentation amplifier, and then send it through a balanced,
shielded cable to the system voltmeter. The benefits of this are:

The voltmeter and amplifier offset cancel at the instrumentation amplifier.
Gain error only happens in the difference (of order 1 LSB.)

The range setting and location of the two readings determine the voltmeter
tracking error (non-linearity), and we have greatly reduced the range setting.
As an example, we measure a 610 uV step, which with 100x magnification
leads to a voltmeter range of 0.5 V. With a 0.02% (200 ppm) voltmeter
tracking accuracy for full scale range, we get only £100 puV worst case error,
which is +1 pV reflected back at the DUT, or 1/600 LSB.

We reduce tracking error further by keeping the two readings close together.

Since the voltmeter and cabling noise after preamplification is 100 uV RMS,
this is only 1 £V RMS reflected back at the DUT.

The major accuracy limitation is the DUT output random noise.
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Table 10.3: Necessary equations.
By, = contribution of LSB = V4, /(2" — 1)
B; = contribution of bit i = FSR/2' = 2"'B,

FSR — full scale range electrical span — FSR — 1 LSB (since
e; = bit error = V; — B; FSR is the one bit beyond the MSB)
(4+) — positive error set (=) — negative error set

To reduce noise, we average a number of readings at the voltmeter (provided that
the noise effects on samples are independent.) We use an 8000 s/s sampling rate,
and average 100 samples. Digital crosstalk is eliminated by silencing the digital bus
for 1 ms before operating the voltmeter.

0000111111
log voltage change caused by one code increment in bit i, where 1 (MSB) <=

t <= n (LSB). From all measured As,we reconstruct the DAC point map. Er-
ror is the difference between the actual bit contribution and the nominal value.
Vinez = 2 Vi = )" B; so }_ e; = 0 meaning that errors have both positive and nega-
tive signs and sum to 0. When positive and negative errors are grouped separately,
Y (+)+ ¥ (=) = 0. The two sums define the limits of integral non-linearity (INL),
and are averaged to limit the effect of measurement error:

Derivation of INL Measure. The method measures A; =4 {M},the ana-

T -E0)
INL =S (10.5)

So, INL comes from the difference of sets V; and B;, which come from the increment
voltage set A; measured at the test fixture.
The algorithm removes non-noise errors:

® The large denominator 2" — 1 is twice the size of the positive coefficients and
twice the negative coefficient sum. An error of 1% in a A; value causes only
1/2% error in DNL.

* The sum of coefficients in the numerator is zero, so if all A;s have the same
constant error, it vanishes in e;.

® In Equation 10.5, if all A; change by the same proportional error, the numera-
tor and denominator change by the same proportion, so the INL is still correct
(this eliminates voltmeter and amplifier gain error during measurement.) The
remaining errors are random noise and amplifier/voltmeter tracking error.

V; is obtained from summing the immediately preceding step, Az, and binary
multiples of all lower-order As [411]. The first n elements of the series:

1+14+2+4+8+ 16+...
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Table 10.4: Delta values measured during 5-bit DAC testing.

Coeflicient Magnitudes Denomi-
bit A [ Ay | Az | Ay | As nator
1 415 -1 | =2 | —4 | -8
2 -8 [+16| -1 | =2 | —4
3 —4 | -8 | +15| -1 | -2 31
4 -2 | -4 | -8 ]+15] -1
5 -1 -2 | -4 | -8 | +15

are the coefficients. Figure 10.19 shows how this technique, with a 5-bit converter,
leads to these equations:

Vi = A1+ Ay+2A3+440,4 + 8A5 (10.6)
Vo = Ao+ 1A35+2A4+4A4

Vs = 143+ 1A4+2A5

Vi = 1A4+1A4

Vs = 1Aj

First, we find Vipaz = > Vi = 1A1 + 282 +4A3 + ... We next find the B; using

equations in Table 10.3. We next obtain the MSB error:

(2" = 1)A1 — Ap — 243 — 4484 — (2772)A,
ALY |

ey =

(10.7)

So, for the n = 5 example:

_15A1 — Ag — 203 — 404 — 8A5
- 31

€1

The remaining e; coefficients [411] are given by a circular shift of the numerator
coefficients, as seen in Table 10.4. After each e; is calculated, the positive and
negative values are separately grouped, and the two sums are generated to compute
INL. Mahoney’s method can measure non-linearity to 3 ppm of full scale, but the
absolute accuracy requirement is only 1%.

Souders and Flach describe the National Institute of Standards service for high-
precision DAC and ADC calibration [626] for testing purposes.

10.5 Realizing Emulated Instruments Using Fourier Trans-
forms

Conventional analog measurement instruments have the weakness of using a
central ADC as the master DC voltmeter, and for measuring AC parameters, this
ADC is preceded by a detector as shown in Figure 10.20 [412]. The detector dimin-
ishes AC measurement accuracy, because analog detectors usually employ at least
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one non-linear function (square law, square root, logarithm, exponential, rectifica-
tion, clipping, multiplication/division by another waveform.) Unfortunately, analog
circuits cannot reproduce non-linear characteristics nearly as well as linear ones, so
the typical accuracy is 0.1 to 1%. Calibration is also a problem. In addition, the
detector has a long time constant, low-pass filter to produce a smooth DC output,
which slows down testing. Analog detectors may take 25 to 100 periods at the
lowest-rated frequency to settle to 0.1%.
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Figure 10.20: Digitization in the conventional analog ATE. ©1987 IEEE.

In the DSP-based ATE of Figure 10.21 [412], instead the detector is placed after
the ADC, rather than before the ADC, and is implemented as a software program
in a DSP processor. This is called an emulated instrument. Since there are no
longer any non-linear analog functions in the analog portion of the ATE, accuracy
is improved and both AC and DC measurements will now have similar accuracy.
Also, statistical techniques can boost dynamic accuracy beyond the accuracy of
individual samples. In addition, the DSP-based ATE will synchronize the detector
with the signal source. This greatly increases detection speed and eliminates ripple,
because the filter in the detector is replaced with a timed integrator whose integration
interval must exactly span a whole number of cycles. In the continuous domain, DC,
absolute average AC, and true root mean square (RMS) measurements are given by
the following equations, respectively:

1
V(DC) = — / Vindt (10.8)
PJp
abs. 1
v == | [Vinldt 10.9
(g) 5 | 1Vl (10.9)
TRANSLATION SIMULATION
AD DSP PROCESSOR
PUT. o inTerrace ™ iNSTACMENT

EMULATED ,-°
ATE INSTRUMENT

Figure 10.21: Digitization in the DSP-based analog ATE. ©1987 IEEE.
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V(RMS) = /= / VZdt (10.10)

Here, P is the fest period or integration interval. The integrator eliminates any filter
settling time, and speeds up measurement.

Coherent Measurement. Coherent measurement means that we must process ex-
actly an integer number of periods of the sampled waveform. Since emulated instru-
ments in the DSP-based ATE operate on digitized waveform samples and use timed
integration, rather than filtering, we must use the following discrete waveform equa-
tions (analogous to Equations 10.8 through 10.10):

1 N
V(DC) = NZV (10.11)

=1

N
V<avg> ¥ ZlV (10.12)

V(RMS) = (10.13)

2|~
MMZ

where N is the number of samples.

Unit Test Period. The integration interval P must contain an integer number of
signal cycles (M) and an integer number of sampling intervals (N.) DSP algorithms
often restrict M and N to certain ratios, and certain DUTs use sampling (e.g., a
switched-capacitor filter), so this imposes a clock coordination requirement between
the DUT and the ATE, which further restricts M/N. Digitization often requires
sampling over multiple signal cycles to improve accuracy. In Figure 10.22, we define
the unit test period (UTP) as the interval over which unique signal information is
spread. The UTP contains M signal cycles and N sampling intervals, where M
and N must be relatively prime. In coherent sampling, the sequence of recorded
sample values (vectors) ultimately repeats itself, and an infinite coherent vector is
numerically periodic [412]. Let Fybe the tone frequency, and F, be the sampling
rate.

Example 10.2 Consider a circuit test [412] where the unit test period (UTP)
is 257 signal cycles, or 256 samples. Relatively prime rate ratios produce uniform,
high-resolution sampling without using high sampling rates or incremental time-delay
circuits. We clock the digitizer at 50 ks/s, but must lock the sine wave generator at
257/256 times this rate. We use two clock dividers, PMy and PMas, in the ATE.
The voltage-controlled oscillator (VCO) is set to 257 x 50 kHz (12850 kHz), and
register PMy is set to divide by 257. The result is delayed a programmable amount
by the phase delay register in PMa and used as an ADC strobe. The external sine
wave generator is then locked by setting divider PMy to 256, producing an output
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The sample sequence repeats itself regularly in coherent testing.
The Unit Test Period contains N samples, and M signal cycles.
Here, there are 3 signal cycles, so M = 3.
There are 16 sampling intervals, so N = 16.
Here, the primitive period is 16, since that is the shortest number of
A periods that gives an integral number of waveform cycles.
M and N must be relatively prime.

Figure 10.22: The unit test period. ©1987 IEEE.

of 50 kHz x 257/256 = 50.1953125 ks/s. We use one PLL as a common clocking
source for dividers to minimize clock jitter.

Example 10.3 Derivation of UTP for CODEC testing. A CODEC encoder is the
serial ADC used in digital telephony (see Section 10.6.) AT&T standards dictate a
sampling rate of 8000 s/s and a working audio frequency range of 300 to 3400 Hz.
We will measure gain and signal-to-distortion ratio with a single tone, or sinusoidal
waveform, at a test frequency of 1000 Hz. The CODEC output is converted to
parallel and collected until N words are received. A DSP algorithm in the ATE
computes the power of the fundamental tone and the total power of the remaining
spectrum. The CODEC has an 8-bit floating point (FP) p law A/D converter with
255 unique codes (see Section 10.6.) There must be at least as many samples, but
with a sinusoidal test waveform, there must be more samples, because the p law step
distribution does not match the amplitude distribution. AT&T requires N > 400.
Then:

F, = 1000 Hz

F, = 8000 s/s

P = 50ms

M = 50 cycles

N = 400 samples

With these test parameters, we immediately encounter the problem that samples fall
on the test waveform at only certain phases so that after eight samples, the pattern
repeats. This means that only 8 of the 255 CODEC steps will be evaluated, so testing
will not discern much about the CODEC transfer characteristic. If the first sample
falls at 22.5°, only 4 steps are sampled. Therefore, we see that M and N must be
relatively prime, which we achieve by factoring out 50 to get:

M = 1cycle
N = 8samples
UTP(P) = 1ms
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Here, with Fy = 1000 Hz, the only information that we really get is obtained in the
first eight samples. With P = 50 ms, the information of the eight samples is simply
repeated 50 times.

Since the 400 samples must fall uniformly over the entire CODEC transfer curve,
we could set Fg = 400 ks/s. This is impossibly fast for the CODEC, so another
solution is to adjust Fy slightly, so that the signal is sampled at different points.
Without coherent sampling (signal synchronization), this becomes similar to random
sampling [412]. Mahoney states that 