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Infroduction

By now you’ve seen all the hype, read all the books, and discovered all the won-
ders of Java. But most of us still use C++ or C to create our hard-core applications,
saving Java for our Web pages or leaving it to HTML jocks to fiddle with. Doing
so denies us the opportunity to use a programming language that makes interfac-
ing with a computer infinitely easier, with less frustration and faster results.

Java is much more than “Dancing Dukes” or a programming language for Web
pages. It is a strong alternative to the masochistic programming of the past, in
which countless months were spent debugging compared to the mere days it took
to code the initial concept. Java allows us to spend more time in the conceptual
phase of software design, thinking up new and creative ways to bring the vast
knowledge of the Internet and its many users to our desktop.

Today, our information, and its steady flow, is garnered from the Internet and the
millions of fellow computer users around the world. Up until now, you've no
doubt designed programs to interface with that knowledge using C or C++. Java
will change all of that. In addition to its ability to create adorable and functional
user interfaces quickly and easily is Java’s ability to easily connect to the Internet.
Java is, after all, the Internet Language.

What This Book Is All About

Advanced Java Networking is designed to present you with a myriad of alternatives
to connect your applications to the Internet. It is neither a programming reference
nor a marketing brochure. We'll leave that to the geeks and marketeers to battle
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out. Instead, we wanted to explore each alternative without marketing bias or
engineering snobbery.

One part of the engineering community will tell you that sockets are the only true
way to communicate information over a network. Another segment will say that
Java-only applications relying on Remote Method Invocation (RMI) will solve all
your communication problems. Then, of course, there is the Common Object
Request Broker Architecture (CORBA) camp. We'll discuss these alternatives, and
we will also explore aspects of server-side programming in which we use a Web
server as a mechanism to generate dynamic Web pages that can be connected to
databases (and just about anything else). We present an honest account of each
alternative and guidelines for choosing what’s best for your business or program-
ming needs. In addition to the hundreds of lines of sample code we supply to
help you start from scratch with Java communication, we place an additional
emphasis on migration of your existing desktop-centric applications to an Inter-
net-ready world.

Who Should Read This Book

This book is not for beginning programmers nor is it an introductory Java text. We
assume that you have a strong object-oriented programming background, prefer-
ably in Java. You should have a strong grasp of such Java fundamentals as how to
create a class, how to compile and execute programs on your native system, and
how to deploy Java applications. Furthermore, you should understand a good
deal of the terminology of the object-oriented world.

How to Read This Book

We've conceived this book in parts, with each part further divided in chapters.
Each part addresses one aspect of Internet programming, be it Java Fundamen-
tals; Core Networking such as RMI, CORBA, or Java Database Connectivity
(JDBC); Advanced Networking like Beans and Web Servers; general Java Net-
working information, including a special chapter on Internet security that
addresses simple Applet Security restrictions; or more complex subjects such as
Directory Services and JNDI. We have also included a short chapter that is an
introduction to TCP/IP and how the Internet works. I have found this invaluable
as the very first thing that we cover in the Internet Programming course I teach.

Finally, we want to show you that Java programming is much more than an ani-
mation floating by a Web page or interactive Internet content. Java is a language
that can hold its own in the world of desktop applications and the examples in the
book typically are written as applications rather than as applets. We make no
effort to contain our enthusiasm for Java and certainly don't apologize for our
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delight in working with it. We hope that you will come to love this language as
much as we have.

Conventions

We use the monospaced Courier font to denote source code and type out our
code listings. If you see a Courier word within a sentence (for example “Java
vectors are cool”), it is the name of a class or object. We are also firm believers in
the step-by-step approach to code samples. Therefore, we have generally shown
the entire code listing and the additions from the previous instance of it. The
changes are in Courier Bold. For example, the first time we show a code snippet,
it looks like this:

public class Dick

{
}

And when we make an addition it is bolded:

public class Dick

( String loves = "Bobbie";

}

Also, when we show a command prompt, the part you type is also bolded:
$prompt% dir c:\games

There are sidebars throughout this book that highlight certain parts of the text, as
follows.

* Tips inform you of a special or unique way to accomplish something in Java
networking.

e Alerts tell you of any bugs or “gotchas” that you should be aware of while
programming your applications.

e Notes simply point out any information that might be useful to you in your
network programming endeavors.

Fixes and Updates

We would also like to take a moment to apologize in advance for any errors. This
book has been a total blast to write, and we might have gotten caught up in our
own excitement here and there. In any event, we hope you have fun reading
about and exploring the Java networked world!

The CD-ROM that accompanies this book (see “About the CD-ROM,” at the back
of the book for details regarding the CD-ROM) contains several of the applica-
tions that we have developed in this book. Additionally, a special Web page has
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been created. To access that Web page, please load the file named index.html,
found in the root directory of the CD-ROM, into your browser. Click on the
PH-PTR logo, which will take you to:

http://www.phptr.com

To err is human, and the authors of this book are as human as can be. Despite
testing every example thoroughly, both from an installation and compilation
perspective, problems can occur. If we find a problem with any of the
programming examples in this book, we will post a fix as soon as possible

on our Web site,

Thanks a Million!

About the time that Prashant Sridharan wrote the first edition of this book, I
started teaching an undergraduate course titled (innocently enough) Internet Pro-
gramming (CS-328). My personal goals for the course were that it would be Java
based and that it would cover TCP/IP, sockets programming, the use of data-
bases, and distributed object programming. In 1997, there were textbooks on net-
working and textbooks on Java, but there were no textbooks on networking using
Java. I found Prashant’s book in the trade book section of our local bookstore.
Topically, it was almost a perfect fit for the course outline that I had developed.
(S-328 began in the fall of 1997, with Prashant’s book as its text. The course has
been immensely popular and has been offered to a full house of juniors and
seniors every semester since.

Writing the second edition of this book has been a balancing act that has been
frustrating at times; rewarding in the support of colleagues, friends, and family;
and—to see one’s efforts in print—quite satisfying. I had never had the slightest
desire to tackle the task of authoring a book, especially a technology-based book.
As an adjunct faculty member in the Computer Science Department in the T. J.
Watson School of Engineering and Applied Science at Binghamton University
(State University of New York) for the last 25 years, I have taught many different
programming courses and used texts by many authors, from many sources. [
found that, after using the same textbook for several semesters, I would have col-
lected a list of corrections and suggestions for improvements and updates in
order to keep the course material current.

After four semesters (two years—a long time in the life of Java) with the first edi-
tion, I decided that the material in the book was getting a little stale. After all, Java
had progressed to JDK 1.1.7 and the examples in the book were still JDK 1.0.
Many of the predictions made about the course that Java would take had not
materialized. The book cried out for a second edition. Like any good instructor, I
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phoned the publisher and eventually was put in touch with Mark Taub. I asked
Mark when the second edition would be out and was told that he wished that he
could tell me: Prashant no longer worked for Sun and had taken a new job at
Microsoft (now there’s a defection for you) and didn’t have the time required for a
second edition. Mark then did something I never expected and asked innocently,
“You seem to know what the book needs and you’ve been using it for quite a
while, would you be interested in tackling the second edition?”

After much soul searching and discussion with my wife and my associates in aca-
demia, Les Lander, Margaret Iwobi, and Eileene Head, [ called Mark back. I told
Mark that despite my doubts, my associates thought that it would be a good
opportunity for growth (and what else did I have to do with my time?). Conve-
niently, they seemed to forget that 1 work fulltime as an Advisory Programmer at
Lockheed Martin Federal Systems, Owego, New York, where ] am also the site
Webmaster.

It has been a busy 10 months since my first contact with Mark. I've really had fun
doing this and am really grateful to Mark and Prentice Hall for giving me the
opportunity to investigate and write about Java Networking (one of my favorite
topics). I'm grateful, too, for the help Anne Trowbridge of Prentice Hall gave me
with the CD-ROM that accompanies the book.

There are a number of people that I must credit for their help with getting this
book to market. First and foremost is my wife, Bobbie, to whom I have been mar-
ried for 32 years. She has patiently supported me through more projects than |
care to count.

1 owe special thanks to associates at Lockheed Martin: first to my manager Mary-
Lou Marcotte for letting me divvy up last year’s vacation in the strange way that ]
did to complete the writing. MaryLou, It's hard adjusting to a normal schedule
again.

Scott Rush, our sijte electronic security guru helped me with the chapter on Java
security.

My very special thanks go to Noah Ternullo. Noah is both a work associate and
one our graduate students at the university. C5-328 is an undergraduate course;
however, because it is an Internet-based course, it attracts a lot of graduate stu-
dents. Graduate students wanting to take CS-328 must register for Independent
Study, successfully complete the course, and do an additional research project in a
mutually agreed upon topic in Java networking. They present their project (along
with a paper) to the class at the end of the semester. At the time Noah was a grad-
uate student in my class, Sun had just announced JINI, and he decided that that
was what he wanted to research. The night that Noah did the class presentation,
he and a friend dragged three PCs into the classroom from their cars and set
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everything up. One machine was running Linux; another, NT; and the third, W95.
The presentation was not only a great demonstration of Java portability, but a
really good demonstration of JINI. I was so impressed that I invited Noah to write
the chapter on JINL I hope that his contribution to this text will help him fulfill his
dreams for entering a doctoral program.

Special thanks also go to my course assistant for CS-328, Edwin Chiu. Edwin has
been with me through five semesters and has now earned his bachelor’s degree
and is currently applying to graduate schools. Edwin tackled the conversion of
the Internet Appointment Calendar from Joe to the Visibroker Orb.

Additional thanks go to Peter DeAngelis of Lockheed Martin for coming to our
aid when it looked like Visibroker had gotten the best of us and to Elaine Murray
for her review of the general information part of the CORBA chapter.

Last, but not least I owe a real debt to the production team from BooksCraft: Don
MacLaren, Bill Hartman, and Sara Black. Without Don gently reminding me of
production schedules we wouldn’t be at this point.

Finally, let us not forget Prashant Sridharan. [ owe Prashant the greatest thanks
both for writing an excellent first edition and then for changing jobs so that I
could write the second edition. Much of what Prashant wrote in the first edition is
still included, still applicable.

We, Prashant and ], both had a lot of fun bringing this book to you. We hope that
you'll find it as useful as we found it fun.
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Our tour of Java networking begins with a simple and quick tutorial on
several of the advanced features of the Java programming language. From there,
we dive straight into the application programming interfaces (APIs) associated
with connecting Java objects across disparate machines and networks. Each of
these APIs has both strengths and weaknesses, and we certainly highlight the
strengths while exposing the weaknesses. Finally, we describe the tools necessary
to provide a safe environment for your Java applications, without sacrificing the
power of the language itself. Our discussion begins here, with the fastest object-
oriented tutorial this side of the Mississippi.

Basic Java

When beginners first take to C++, their primal screams can be heard for miles.
Often, emergency crews are dispatched immediately to prevent the serious inju-
ries that are typically endured when beginners are first confronted with the
dreaded *pointer->. Enough to make a grown man cry, C++ is a powerful yet
incredibly difficult language.

Enter Java. Java is object-oriented, modular, elegant, and—in the hands of a
master—quite poetic! Java code can be beautiful and powerful, fun and exciting,
and, most importantly, incredibly useful!

This chapter focuses on some of the advanced concepts you need to grasp in order
to support your further endeavors using Java. Throughout the discussion, you will
see sample code that highlights some of Java’s inherently object-oriented features:
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encapsulation and information hiding, modularity, inheritance, and elegance. We
intend this chapter to provide you with a base of terminology, not a comprehen-

sive Java language tutorial. Beginners should be forewarned: This book assumes
you know the language.

Much of what is discussed in this chapter is the fundamental design aspects of an
object-oriented language. For seasoned programmers, the urge to skip this chap-
ter will be strong. However, many of the advanced features of Java, as well as the
architectural decisions that must be made for a Java networked application, are
based on the fundamental concepts we describe in this chapter and are of great
importance to both veteran and rookie networking programmers alike.

Object-Oriented Design Using Java

In Java, you declare classes as a collection of operations performed on a set of
data. Because data cannot be passed by reference (Java is a pointer-free lan-
guage—Ilet the cheering begin!), Java classes are needed to contain data so that it
can be modified within other classes.

Classes vs. Interfaces. The prevailing assumption about Java is that you are
unable to separate implementations from interfaces. However, this assumption is
false. Java provides an interface component that is similar to its class counterpart
except that it is not permitted to have member functions. Indeed, other objects
that will implement its method and variable definitions, as illustrated in the fol-
lowing snippet, must reuse this interface.
public interface MyAdvancedJavalnterface
{

public abstract void methodOne();

void methodTwo () ;
}
public class MyAdvancedJavaClass implements MyAdvancedJavalnterface
{

MyAdvancedJavaClass ()

(

}

public void methodOne ()
{

}

public void methodTwo ()
{
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All member functions declared within interfaces are, by default, public and
abstract. This means that they are available for public consumption and must be
implemented in a class before they can be used. Furthermore, interfaces do not
have constructors and must be extended before they can be used.

Data Members. Good object-oriented style dictates that all data members of a
class should be declared private, hidden from any operations other than those
included in the class itself. But, any experienced object-oriented (OO) program-
mer will tell you in no uncertain terms that this is often stupid and inane for small
classes. Because structs are not available in Java, you can group data into one con-
tainer by using a class. Whether you subscribe to the artificially enforced private-
data-member scheme of C++ or the language-enforced scheme of Smalltalk is
entirely up to you. Java, however, assumes that data members are public unless
otherwise instructed, as the following snippet suggests.
public class MyAdvancedJavaClass
{

public int numItems;

private int itemArrayl[];
Y

Methods. Another important component of the Java class is the operation, or
method. Methods allow outside classes to perform operations on the data con-
tained in your class. By forcing other classes to utilize your data through the
classes, you enforce implementation hiding. It doesn’t matter to other classes that
your collection of data is an array, for as far as those classes are concerned, it could
be a Vector. Somewhere down the line, you could change the implementation to a
HashTable if efficiency becomes a concern. The bottom line is that the classes that
use your methods don’t care, and don’t need to know, so long as the method sig-
nature (the method name and its accompanying parameters) remains the same.
The following code shows how a method can be introduced within a class.
public class MyAdvancedJavaClass
{

public int numItems;

private int itemArrayl(]:

public void addItem{int item )

{

itemArray(numItems] = item;

numItems++;

}:

Constructors. But, there is one small problem with this example. The data is
never initialized! This is where the notion of constructors comes in. Constructors set

@-
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up a class for use. Classes don’t need to specify a constructor; indeed a constructor
is, by default, simply a function call to nothing. In this case, however, our class must
call a constructor because our data needs to be initialized before it can be used.

In Java, everything is inherited from the superclass Object. All Objects must be
initialized, or allocated, before they are used. For example, the declaration

public int numItems;

specifies an integer value. The int is a primitive type, but just like an Object, and
therefore int needs to be initialized. We can do so in the declaration itself

public int numItems = 0;
or we can use the constructor and initialize the array as well

public class MyAdvancedJavaClass
{

public int numItems;

private int itemArrayl[]:

MyAdvancedJavaClass{}
{
numItems = 0;
itemArray = new int[10];
}
public void addItem(int item)
{
itemArray (numItems] = item;
numltems++;
Yi
Yi
Keep in mind that initializing a variable at its declaration affords little flexibility
for any classes or methods that subsequently will use your object. A constructor
can be modified easily to accept incoming data as well, enabling you to modify
your object depending on the context of its use:

public class MyAdvancedJavaClass
{

public int numltems;

private int itemArrayl(]:

MyaAdvancedJavaClass (int initialvalue, int arrayLength)
{
numitems = initialvalue;
itemArray = new int[arrayLength];
}
public void addItem(int item)

{

itemArray [numItems] = item;
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numItems++;
};
Y

An object is allowed to have several constructors, so long as no two constructors
have the same method signature (parameter list):

public class MyAdvancedJavaClass
{

public int numItems;

private int itemArrayl(]:

MyAdvancedJavaClass ()
{
numItems = 0;
itemArray = new int(10];

}

MyAdvancedJavaClass (int initialValue, int arrayLength)
{

numItems = initialValue;

itemArray = new int[arrayLength];
}

public void addItem(int item)
{
itemArray[numitems] = item;
numltems++;
}:
}i

Sometimes, confusion may arise when there are several constructors that all do
the same thing, but with different sets of data. In Java, constructors are allowed to
call themselves, eliminate duplicate code, and enable you to consolidate all your
constructor code in one place:

MyAdvancedJavaClass()
{
/* Instead of...
numltems = 0;
itemArray = new int[10];
*/
// call the more specific constructor
thes (0, 10);
}

MyAdvancedJavaClass(int initialvalue, int arraylength)
{

numItems = initialValue;
itemArray = new int[arrayLength];

-3
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Constructors are powerful tools. They enable you to create classes and use them
dynamically without any significant hard-coding. As we will see, good construc-
tor design is essential to an object-oriented architecture that works.

Creating and Initializing an Object. We mentioned earlier that all Java
classes inherit from the Object superclass. The constructor for an Object is invoked
using the new operation. This initialization operation is used at object creation and
is not used again during the object’s lifecycle. One example of an object being ini-
tialized is the array initialization in our sample class. The new operation first allo-
cates memory for the object and then invokes the object’s constructor.

Because we created two kinds of constructors, our sample class can be invoked in
one of two ways:

myAdvancedJavalInstancel = new MyAdvancedJavaClass():
myAdvancedJavalnstance2 = new MyAdvancedJavaClass(10, 100);

The first instance of our class js initialized to the default values 0 and 10. When we
invoked the new operation on this instance, the new operation set the values
appropriately, and created a new instance of Array within the class instance. The
second instance of our class set numitems to 10 and created a 100-item Array.

As you can see, this kind of dynamic class creation is very flexible. We could just
as easily create another instance of our class with entirely different (or the same)
initial values. This is one of the basic principles of object-oriented design
espoused by languages such as Java.

Each instance of the object maintains a similar-looking but entirely different set of
variables. Changing the values in one instance does not result in a change in the
values of the variables of the other instances. Remember, an instance of a class is
like your BMW 328i convertible. As the analogy in Figure 1-1 illustrates, it looks
as cool as every other BMW 328i, but just because you modify yours to remove
the annoying electronic inhibition of speed, that doesn’t mean every other Beemer
also will be changed!

Applying Good Object-Oriented Design Skills

Maybe you're tired of driving your minivan because your husband (or wife)
makes you! What you really want is a BMW Z3 roadster. So, you drive your behe-
moth Toyota van down to the nearest BMW dealer and trade it in for the Z3. Now,
because you have a different car, does that mean you have to learn how to drive
all over again? This is obviously not the case (unless you just traded in a Volvo, in
which case you have to learn to drive to begin with). That’s because the world,
yes the same world that brought you Elvis and Hillary Clinton, is inherently
object-oriented.
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BMW

MyBMW HerBMW . YourBMW

of BMW
Figure 1-1 Just as customizing your BMW makes it different

from other BMWSs, modifying variables in one instance doesn't
change them in all instances.

Instances

Inheritance. Your Z3, and every other car on the road, is a car, pure and simple.
All cars have accelerators, brakes, steering wheels, and, even though you don'’t
use them in a Beemer, turn signals. If we take this analogy further, we can say that
every car inherits from the same “base class,” as illustrated in Figure 1-2.

A base class is a special kind of object that forms the foundation for other classes.
In Java, a base class is usually inherited later on. Think of derived classes as
“kinds of” base classes. In other words, “a BMW Z3 is a kind of car.” With that in
mind, we create the following class structure:

public class Car

{
}

Car

Subaru

Justy VW Bug

BMW Z3

Figure 1-2 In any object-oriented environment. classes
inherit the characteristics of their base classes.
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public class BMWZ3 extends Car
{
}

The extends keyword tells the BMWZ3 class to utilize the properties, values, and
behavior of the Car base class. But there is one small problem. Can you ever drive
a generic “car”? No, because there is no such thing. There are always kinds of
cars, but never a specific thing that is known simply as a car. Java gives us the
notion of an “abstract base class.”

An abstract base class is, quite simply, a class that must be inherited from. It can
never be used as a stand-alone class. In Java, the abstract keyword gives a class
this unique property.
public abstract class Car
{

int topSpeegd;
}
public class BMWZ3 extends Car
{
}
In this situation, the Car class can never be instantiated or used as is. It must be
inherited. When the BMWZ3 class inherits from Car, it also obtains all the vari-
ables and methods within the Car class. So, our BMWZ3 class gets to use top-
Speed as if it were its own member variable.

Somewhere in your code you might want to check what type of variable you are
using. Java provides the instanceof keyword to enable you to inquire as to what

the abstract base class of an object is. For example, the following two code snip-

pets would return the value true:

BMWZ3 bmwvariable:;
FordTaurus fordvariable;

if (bmwVariable instanceof Car)

if (fordvariable instanceof Object)

whereas the following code snippet would return the value false.

if (bmwVariable instanceof PandaBear)

Notice that Java’s inheritance model is quite simple. In C++, objects are allowed to
inherit from one or more abstract base classes and can be made to inherit the
implementation of those interfaces as well. Java, as a matter of simplicity, does not
allow this, nor does it plan to at any time in the future. There are ways to get
around multiple implementation inheritance, but they do not really involve inher-
itance at all. The bottom line is that if you need to use multiple implementation
inheritance, you probably won’t want to use Java.
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Code Reuse. Let's say that you are putting together your son’s bicycle on
Christmas morning. The instructions call for you to use a Phillips-head screw-
driver. You take the screwdriver out of the toolbox, use it, and put it back. A few
minutes later, you need the screwdriver again. Surely you would use the same
screwdriver, not go to the hardware store and buy a new one!

Likewise, code reuse is of vital importance to the programumer on a tight schedule.
You will need to streamline your code so that you can distribute commonly used
tasks to specific modules. For example, many of the online demonstrations we
provide with this book include animation examples. Rather than recreate the ani-
mation routines, we reused the same set of animation tools we developed before-
hand. Because we coded the animators with reuse in mind, we were able to take
advantage of a strong interface design and an effective inheritance scheme.

OOP—Strong, Efficient, and Effective

Whew! Whether this is your first foray using the Java language or your 101st, all
of your design begins in this one place. There are three steps to creating an object
that you can use time and again:

1. Strong interface design
2. Efficient class implementation
3. Effective inheritance

With the fundamentals of object-oriented programming under your belt, you are
ready to explore the simplicity with which you can create programs in Java that
handle input and output. The Java I/O routines are not only easy, but extremely
powerful. Bringing your C++ 1/0 to Java will result in as little functional loss as
migrating object-oriented design techniques to Java from C++.

Java I/O Routines

Java provides several tools for the input and output of data, ranging from the
Abstract Window Toolkit (AWT) or the Swing Components to the core System
functions of Java classes. The AWT is exactly what it says it is: a set of compo-
nents for designing windows and graphical user interfaces that uses the peer
components of the underlying operating system for their implementation. The
Swing Components do the same thing, but rather than using the peer compo-
nents of the host operation system, all the components are 100% pure Java com-
ponents and can take on the look and feel of the components of the host operating
system or have their own “custom” look and feel. The core System classes are
built-in routines for gathering and disseminating information from Java objects.

This section highlights some of the input and output routines provided by the
core Java capabilities as well as the Swing Components and Abstract Window

-
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Toolkit. As we delve further into the realm of networked programming, we will
discover that much of what drives our decisions on a networked architecture will
be that which is detailed in this section. Because input and output are the most
important actions a computer program performs, we must develop a strong
understanding of the I/ O capabilities and limitations of Java.

Streams

Imagine your grandfather fishing in a stream. He knows that as long as he stays
there, he’s going to get a bite. Somewhere, somehow, sometime a fish is going to
come down that stream, and your grandfather is going to get it.

Just as your grandfather is the consumer of fish, your applications are either con-
sumers or providers of data. In Java, all input and output routines are handled
through streams. An input stream is simply a flow of data, just as your grandfa-
ther’s stream is a flow of fish. You can write your application to fish for data out of
your input stream and eventually to produce data as well. When your application
spits out information, it does so through a stream. This time, your application is
the producer, and the consumer is another application or device down the line.

Java provides several different kinds of streams, each designed to handle a differ-
ent kind of data. The standard input and output streams form the basis for all the
others. InputStream and OutputStream are both available for you to use as is, or
you can derive more complicated stream schemes from them. In order to create
the other kinds of Java streams, first you must create and define the basic streams.

Perhaps the most-used stream formats are the DatalnputStream and the DataOut-
putStream. Both of these streams enable you to read or write primitive data types,
giving you the flexibility within your application to control the results of your
application’s execution. Without this kind of functionality, you would have to
write specific bytes rather than reading specific data.

File buffers are a method comunonly used to increase performance in an
input/output scheme. BufferedInputStreams and BufferedOutputStreams read in
chunks of data (the size of which you can define) at a time. When you read from
or write to the buffered streams, you are actually playing with the buffer, not the
actual data in the stream. Occasionally, you must flush the buffers to make sure
that all the data in the buffer is completely read from or written to the file system.

Sometimes you will want to exchange information with another application
using a stream. In this case, you can set up a pipe. A pipe is a two-way stream,
sort of. The input end of a pipe in one application is directly connected to the out-
put end of the same pipe on another application. If you write to the input of the
pipe, you will read the same exact data at the pipe’s output end. As you can see in
Figure 1-3, this is a pretty nifty way to promote interapplication communication.
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Figure 1-3 Pipes enable interaction between two or more
applications.

Last, you will eventually want to fiddle with files on your local file system. The
FileInputStream and FileOutputStream enable you to open, read, and write files
as we will show you in a moment. Remember that Java has strict restrictions on
applet security, so most file streams can be manipulated only by applications. For
more information, consult Chapter 13, “Java and Security.”

The Java Core System

In Java, applications are allowed to write to the standard output devices on a
machine. If you use a Web browser such as Netscape, the standard output to
which Java writes is the “Java Console” mentioned in one of Navigator’s win-
dows. If you write a Java application (i.e., a stand-alone applet), the standard out-
put device is the command line from which you execute the program.

The System Class. One of the classes Java includes in every applet or applica-
tion, whether you specify that it do so or not, is the System class. The System class
provides support for input/output (1/O) using the Java console; you are to pro-
vide the ability to write to the console, read from the console, and write errors to
the user. The Java console is provided in two ways, one for browsers and one for
applications. In the browser environment the console is a separate browser win-
dow that has controls for scrolling and clearing. For applications run from the
operating system (OS) command line, the console is the text interface you see and
suffers the same problems as the text base OS environment (lack of scrolling back-
wards). The Java console is really intended to provide the same level of user inter-
activity as the C++ cin, cout, and cerr objects. The names of the standard Java
streams are in, out, and err; these names can be changed using the System classes
setln, setOut, and setErr methods. Changing the names of these streams can only
be done by the SecurityManager.

Input Using the System Class. Input in the System class is actually handled
by the InputStream class contained in the Java I/O routines. System.in is an object
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of type InputStream that is created, maintained, and initialized by the System class.
In other words, it’s yours for the taking; you don’t have to do a thing to use it.

The InputStream class assumes that you will be reading from the standard input
stream (the keyboard you are sitting at). A stream is a sequence of characters
retrieved from somewhere. The standard input stream is the location that your
operating system uses to get data from you. Because streams are defined as char-
acters from a source, it is entirely conceivable that a stream could be a file, a
modem, a microphone, or even a connection to another process running on your
computer or another computer. As a matter of fact, Java treats files and other
peripherals as streams. This abstraction of a stream simplifies /O programming
by reducing all I/O to a stream.

So, how do you get input from the user? Simply use the System class’s input
stream to get the information you require. The input stream is an object with sev-
eral methods to facilitate data input. For example, there are primitive, yet useful,
routines to get characters and strings, to read integers and other numbers, and
even to get a stream of unfiltered and untranslated bytes. Deciding which routine
to use is simply a matter of which kind of data you wish to read. In our example,
we will read and write strings:

public class InputOutputTest ()
{
String str; //private data
public void getInput(){
// read a string from the Java console keyboard (sysin)
str = System.in.getln();

}

Output Using the System Class. As with input, output is handled through
streams. How can output be a stream if a stream is a sequence of characters from a
source? Well, the source is your application, and the stream is routed to a device

known as the standard output. The standard output is usually your monitor, but
it could be other things as well. Most notably, the standard output is set to be the
Java console when an applet runs within Netscape Navigator. When you run the
following example from within an applet, watch your Java console for the output.
If you run it from within an application, the output should show up on the com-

mand line.

public class InputOutputTest () {
String str; // class data

public void getInput()
// read a string from the keyboard
str = System.in.getln();
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}

public void drawOutput () {
// write a string to the console screen
System.out.println(str);

}

Files

The stream classes would be pretty useless if you couldn’t manipulate files as
well. There are several security mechanisms defined in the security model used
by Java-capable browsers for running applets. These mechanisms prevent
unguarded file access and will be discussed in more depth in Chapter 13, “Java
and Security.” But for now, simply assume that as long as you are not writing an
applet, you will be able to manipulate files. In the purest sense, standard input

and output are files. As such, they are sometimes subject to the same applet secu-
rity restrictions, so be forewarned.

The Basics. When reading and writing to and from files, there are three steps
that must be followed:

1. Open the file for reading or writing.
2. Read or write from the file.
3. Close the file.

[t is important to do each step. Failing to open a file will, obviously, prevent you
from reading. But perhaps not as intuitively, you must still close the file or you
may wreck your file system. Every application is allowed a certain number of file
descriptors (handles) that maintain the status of a file. If you run out of available
file descriptors, you will no longer be able to open any other files. The following
snippet uses the FileReader class to read the contents of a file specified on the
command line and the PrintWriter class to write it to the Java console:

import java.io.*;
public class ShowFile(
public static void main(String args(]){
try(
FileReader fin = new FileReader(args[0]);
PrintWriter consoleQut = new PrintWriter(System.out, true});
char c[) = new char([512];
int count = 0;
while ({(count = fin.read(c)) != -1)
consoleOut.write(c,0,count);
consoleOut . flush();
consoleOut.close();
fin.close();
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}
catch(FileNotFoundException e) {
System.out.println(e.toString());
}
catch(IOException e) {
System.out.println(e.toString());
}
}
When opening a file, you have three options. You can open the file for reading so
you can extract data from it, but you will be prevented from writing to the file
unless you close it and open it for writing. You can open it for writing, but you
will be prevented from reading from it. Finally, you can append to a file, which is
similar to writing except that it preserves any data already in the file.

Taking Files One Step Further. So what do files have to do with net-
worked computing? Well, the diagram in Figure 1-4 offers a graphical representa-
tion of input and output streams. Remember that streams are merely interfaces to
collections of data. What if that data is located on a network connection rather
than in a flat file or a keyboard?

The standard interface to a network in the computer world is a socket. A socket is
a connection between processes across a network. The processes can be located on
the same physical machine, the same Local Area Network, or even across the
world on different LANs. The three basic steps still apply:

1.  Open a connection to the remote process.
2. Read or write data.
3. Close the connection.

Again, as with file manipulation, you can use the InputStream and OutputStream
objects to interface to the socket. In fact, sockets are nothing but files in the purest

Console

| Device ){ "

In

Application |

.

File -
— S -_w1| Out v
Network -

Figure 1-4 With Java, your input or output
need not reside on the same physical machine on
which your application is running.
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sense. The advantage to this file-centric hierarchy is perhaps not as obvious as it
should be. In the end, all three forms of input sources are completely interchange-
able. You should not write your applications to be specific to a specific kind of file.
In an object-oriented design, the objects you create should simply know that they
will have to read or write data down the line.

The Abstract Window Toolkit and Swing Classes

The AWT is a half-baked attempt to create a user interface toolbox for program-
mers. Because all the various classes, containers, and widgets in the toolkit are
capable of being used both in the applets embedded in Web pages and in the
stand-alone applications on your desktop, it is a powerfully extensible tool. At the
heart of this kind of flexibility is the idea that the toolkit is an abstraction—in
other words, a layer on top of your current windowing system. This abstraction is
more understandable if you know the background behind it. When Sun was
courting its early customers, Netscape insisted that the Java Virtual Machine
(JVM) included in its browser must create widgets that had the exact look and feel
of the host operating system’s widgets. Since “Swing” wasn’t yet a gleam in its
father’s eye, the only way to accomplish this was to use the peer components of
the host operating system. Thus we can truly say that the AWT is an abstraction of
the windowing system of the operating system.

Your current windowing system may be anything from X11/Motif to Windows
95’s own window system. In any event, the AWT ensures that native calls are
made to these windowing systems in order to allow applications to run on top of
the desktop. For applets within a Web page, the browser manufacturer essentially
creates a windowing system that renders the AWT’s widgets within itself.

The end result of all this is that eventually a native call is made for each action
taken by the AWT. Your applications need not be aware of this, for Java’s platform
independence ensures that, no matter the platform on which you execute byte-
codes, the results will be identical.

One of the problems with this approach to user interface (Ul) implementation is
that when making a Ul that must be rendered the same way on all the platforms it
is to be targeted to, small differences in the way that components are rendered on
each of the targeted systems may cause the overall effect to have problems. For
instance, a Ul having several closely aligned text fields may look good on Win-
dows platforms but appear overlayed on UNIX machines.

One of the major complaints about the AWT by people used to building user
interfaces for enterprise applications was that it had a relatively small set of wid-
gets and low functionality. AWT provided only slightly more functionality than
the widgets provided in HTML’s forms controls. In early 1997 the work on JDK
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1.1 incorporated a number of new pieces including Netscape Corporation’s Inter-
net Foundation Classes (IFC), components from IBM’s Taligent Division, and
Lighthouse Design. The first release of Swing 1.0 in early 1998 contained almost
250 classes and 80 interfaces. The art of user interface creation had been raised to a
new level and was now able to go head to head with platform-specific develop-
ment tools.

The Java 1.2 platform provides a set of components (Swing) that eliminate this
problem by eliminating the use of peer components. The Swing components are
pure Java and will render reliably on all host platforms. With Swing the native
look and feel of Windows, Motif, or Mac widgets are options from a predefined
list of look and feels that are extensible by the user.

Input Alternatives. The AWT and Swing contain widgets designed to elicit
response from the user. From simple text areas to more complex dialog boxes,
each one is designed to funnel information from the user’s keyboard to your
application. Most of them are very easy to use and program, so we'll leave it to
the several Java books on the market to provide you with a reference and a basic
list and explanation of the elements that are included.

Remember that input in a windowing system is not limited to typing words on
the screen. Every push button, checkbox, or scroll bar event is a form of input that
you may or may not choose to deal with. Every AWT class has some way or
another of checking the status of its input mechanism. For example, your scroll
bar will be able to tell you if it has been moved. You may choose then to take some
action, or let the AWT do it for you. There is no need to implement scrolling text
for a scroll bar when the AWT is fully capable of doing it.

Output Alternatives. Obviously, the easiest way to display output with the
AWT is to display something graphically. The AWT supports simple graphics rou-
tines for drawing, as well as for the usual suite of labels, multimedia, and widget
manipulation. Output is significantly easier using the AWT. Without the toolkit,
you would have to manage not only what to do with the input you receive, but
also how to display your response.

I/O in Short

Input and output are at the heart of every program you create. No matter what
the objective of your application, somehow you will need either to get a response
from the user, to display a response, or maybe even both. To take things one step
farther, your input or output need not reside on the same physical machine as that
on which your application is running. Indeed, that is the very subject of this book.
By stretching your applications to fit a networked model, you will be able to take
full advantage of the input and output schemes offered to you by Java.
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When your applications receive several inputs, they will often get inundated with
processing. To alleviate this, Java provides a full suite of threading utilities, which
we discuss in the next section. Threads allow your applications to execute steps in
parallel. So, when your application receives two different inputs simultaneously,
you can use threads to simultaneously resolve them and produce output.

Introduction to Threading in Java

Multithreaded (MT) programs are the current rage in computer science. Books
upon books upon books have been written that describe the benefits of threading,
the threading features inherent in various operating systems, and the various
forms of threaded architectures.

So, what on earth are threads? How can you use them in your programs? Will
threading continue to work in those applications that run native on operating sys-
tems that do not support threading? What does it mean to be MT-safe, and how
do you design an MT-safe program?

The entire realm of multithreaded and multitasked programming transcends the
scope of this book. We will confer that knowledge of the topic that is directly
related to the ideas of networked programming and, in cases where more research
may be warranted, direct you to the appropriate resources.

What Are Threads?

Let’s say you're sitting in your living room watching another Washington Red-
skins victory. You get bored watching the massacre of the Dallas Cowboys, and
you decide that you would like to see the 49ers game in progress. In the good old
days, you would have to actually switch channels and choose between one or the
other. But, these days, televisions have Picture-in-Picture (PIP) capability. By
pressing the PIP button on your trusty remote control, you can watch the Red-
skins demolish the Cowboys on a little box in the corner of the TV while watching
the 4%ers on the rest of the screen.

This is a prime example of multithreaded programming. The little screen and the
big screen share resources (in this case, the area of the full television screen), but
they are not able to affect one another. In the areas in which the two games collide,
one screen gives way to another.

Threads in Your Computer. In the computer world, multithreaded applica-
tions exist similarly to those in the television world. They share the same area, in
our case the television screen, in reality the physical process in which the applica-
tion resides and is permitted to execute. Multithreaded applications are able to
execute independent pieces of code simultaneously. Each of these independently
executing pieces of code is known as a thread.
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Threads are implemented differently by different operating svstems. In Solaris,
for example. threads are defined and maintained in the user environment. The
operating svstem maintains responsibility over the process, regandless of what the
provess deades o do with itself. In 2 sense. the operating system treats the pro-
Cess as an object. The OS only cares about the interface to the process, or how it
starts up, shuts down, begins execution, and performs similar operations. It has
no fealings whatsoever about how the provess handles information.

In Eact, this is the fundamental concept of threads. Threads exist as 2 user-created
and user-managed aspect of 2 progrem. The operating system could care less i
there are multiple threads in the exacutable or if it & single threaded. Farther-
mwore, the operating svstem will not help vou resolve confiicts. All it cares ahout 5
the integrity of the process, not shout what goes on msade =

Handling Conflicts. Let's sav vou have 2 couple of Sweads prancing along
mermiy within vour apphcenon. Suddenh. they both access the same piece of
daks at the same timme. This resuls in what is known as conomrent aoccess. Conour—-
TR SO0SSS SITOrS QUOWr &S & resull of poor thread mansgement on the part of the
main applcation.

Acvess ervors oover i evennday Bie. w0 Lat's sav vou've scheduled 2 sppoint-
et from Seven i the moming © ore in the afternoon. Carellesshy, you Sorpot
vour si-mportnt s meetimg 2 terelve-thirte. Obvicesiy, vou et be i two
places 2t omoe! The end reselt &= that vou've placed vourself in two mestines. The
theends within cur sppicetons semlardy have accessed identical date 2f the same
D

When creating & theend, the first thing You mast determime 1 wihat data Shat
thread willl ouch. Yo then heve 0 fenoe off that data so that osllv one possibie
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one thread grabs a lock but never lets go, then it will have deadlocked the entire
application. When your methods obtain a thread, make sure that they give it up
somehow. Otherwise, the rest of your application will wait for a lock that will
never come free.

For more information on threads, consult the excellent Sun Microsystems title,
Threads Primer by Bill Lewis and Daniel J. Berg.

Threading in Java

Creating and debugging threads in Java is considerably simpler than doing so in
C++. Deadlocks in Java are much easier to prevent, and a ton more intuitive. But
multithreaded applications in Java are not as robust or as powerful as their C++

counterparts. In short, there are tradeoffs to threading in Java, for it is not an all-
encompassing answer to the multithreading question.

What threads in Java do is provide you, the application prograrmuner, with a con-
sistent interface to the threads of the underlying host environment. Anything that
may be “quirky” in the threads of the hosting operating system will still be there.
This consistency of API is important as our target environment is any platform
that there is a JVM written for, and the consistency helps make our code more por-
table and reusable.

Java treats threads as user-level entities as well. A Java applet or application runs
within a process space defined in the Java Virtual Machine. The JVM allocates
processes and the resources for each process and allows the applet or application
to define how that process space is used. Java programs that implement threads
must do so using the Thread class or a derivative thereof.

The Thread Class. Java’s language hierarchy, which includes the likes of
Strings, Integers, and so on, also contains a powerful, yet incredibly simple
Thread object that you can implement within your programs. The Thread class
provides all the functionality necessary for you to create fully multithreaded and
MT-safe applications using the Java language.

NOTE: Two approaches to spawning threads in Java are worth noting, as out-
lined in the following sections. Many of our networking examples later on will
make heavy use of one or the other method. As always, there are tradeoffs
and benefits for each architectural decision you make.

Using the Entire Class As a Thread. The first method we could employ
involves spawning threads in which an entire class can reside. For example, we
spawn a thread and then create a runnable class and attach it to the thread. Now



Advanced Java Networking

the entire class exists within the thread and the stream of execution for that class
is maintained by the thread. If the thread is destroyed, the stream of execution is
likewise destroyed.

The biggest advantage to this method is that the class need not know anything
about how it is to be implemented. Take a look at the following example:
public class Animator extends Panel implements Runnable

(
Animator() ( ... }

public void run() { ... }
}

public class AnimatorManager

{
Animator animations[]:;
Thread animationThreads(];

AnimatorManager() { ... }

public void createAnimation(
Animator anim

// first spawn a thread for the class

// now let the thread continue...

}

The AnimatorManager class is responsible for creating a series of Animator
objects, spawning a thread for the object to execute in and shutting down, sus-
pending, resuming, or inquiring about the status of the thread. Note how the Ani-
mator does not know or care whether it will be in a thread of execution or in an
entire process. It is a runnable class, meaning that whatever is contained within
the run function will be executed if the parent process or thread allows.

The object is created normally, and our AnimatorManager assumes that the object is
already created. The Thread is created, but the object is passed to it as a parameter.
The corresponding constructor in the Thread class knows that the runnable object
will reside solely within its thread of control.

public class AnimatorManager

{
Animator animations(];
Thread animationThreads(]);
AnimatorManager() { ... }

public void createAnimation(
Animator anim
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// first spawn a thread for the class
animationThreads[currentThreadCount] = new Thread{anim);

// now let the thread continue...
animationThreads[currentThreadCount].start();

NOTE: Remember that Java is inherently object-oriented. so this kind of thread
creqgtion is quite within the reach of the language. There is no funny business
going on here. A thread is created and an object is told to live within it. It is
actually quite intuitive in an object-oriented sense. The next method hearkens
back to the days of structured programming.

Inheriting from the Thread Class. The second way to implement threads
is to create a class that inherits from the Thread class. In the first method, we cre-
ated an object that was a free-standing object in its own right. In this case, we will
create an object that is a Thread object from the beginning. In essence, the JVM
treats both methods as similar and reasonable means to spawning threaded
objects, and both are acceptable from a style perspective.

Inheriting from the Thread class is actually quite simple. Instead of extending
from Panel or Applet, your class simply extends from Thread. In your init method
or constructor, you must initialize the thread as well. Obviously, your class must
be aware that it is running in a thread.

The thread code for a class that inherits from Thread is in the Run method. As in a
class that implements Runnable, inheriting from Thread automatically enables
you to implement the run method. Any code you want to manage the thread
should be placed there. If you need to make the thread sleep or suspend, that’s
where you should place it.

The difference, however, between extending Thread and implementing Runnable
is that when you inherit from Thread, your entire class is a thread. The thread
must be started and stopped from within the class, unlike the other method in
which the thread controls are outside the class itself (see Figure 1-5).

Take a look at the following example, and notice how the constructor calls the
start method or the thread:

public class Animator extends Thread
{

Animator ()

{
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Figure 1-5 Thread controls are accessed from differ-
ent locations depending on the method chosen.

start();
}

public void run() { ... }
}
As you can see, the class is clearly a threaded class. What happens if you want to
use the class’s methodology without using threads? You'll have to create a new
class that doesn’t use threads, or you'll have to revert to the first method. Imple-
menting Runnable and placing your thread controls outside the target class is the
preferred way of using threads, but inheriting from threads can be particularly
useful for highly modular code in which you want to package an entire object that
does not rely on anything else.

Thread Controls. A thread has several control methods that affect its behav-
ior. Simply starting and stopping a thread’s execution are but two of the many
tools available to you to manipulate how programs execute. For example, on sev-
eral occasions, you will want to pause a thread’s execution, and eventually
resume it.

The Thread class offers us a rich set of methods for controlling threads:

start

stop

suspend (deprecated in JDK 1.2)

1

2

3

4 resume (deprecated in JDK 1.2)
5. sleep

6 destroy

7 yield

8

join
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9- run

10. isAlive

The start method does exactly what it says. It tells the thread that it may begin
execution of all the steps contained in the run method. The run method itself may
call any of the preceding thread controls, but obviously you will want to restart
the thread somewhere if the run method decides to suspend it!

The stop routine terminates the thread and prevents the run method from execut-
ing any further steps. It does not, however, shut down any subthreads that it may
have created. You must be careful and make sure that every thread you create
eventually either terminates on its own or is terminated by its parent. Otherwise,
you could very well have several threads executing and consuming resources
long after the applet or application has terminated.

The suspend and resume routines are pretty self-explanatory. When suspend is
called, the thread ceases execution of its run method until resume is called some-
where down the line. If your parent thread needs to inquire about the current run-
ning status of a thread, it may call the isalive method and find out if the thread is
stopped. Obviously, if the thread isn’t stopped, and it isn’t running, it must be
suspended. Note, in JDK 1.2 suspend and resume are deprecated due to problems
with deadlock situation occurring. When a thread has locked a system resource
and is then suspended, other threads cannot access the resource until the suspend
is resumed. If the thread that is supposed to do the resume first tries to lock the
resource, a deadlock occurs.

The join method causes the currently executing thread to wait until it has

stopped; the current thread then blocks until:

1. The currently executing thread is interrupted.

2. The currently executing thread is terminated.

3. The specified timeout has expired; if a time is not specified, the thread will
wait indefinitely.

Last, the s1eep method tells the thread to pause for a given number of milliseconds.

It is particularly useful for the clock because we want it to “tick” every second.

The state diagram in Figure 1-6 should make clear the thread timing you need to
be aware of. Remember that, before anything can be done to a thread, you must
call stare on it. Once you are finished with the thread of execution, you must call

stop.
Synchronized Methods. Conflict handling within Java is implemented

using method synchronization. If you have data that could potentially deadlock
between two threads, then you must declare the functions in which the data is
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Figure 1-8 The control methods
that affect a thread’s behavior.

modified as synchronized. Java prevents multiple threads from entering the syn-
chronized methods and thereby eliminates the possibility of deadlock.

Creating a synchronized method is actually quite easy. It is simply a matter of
declaring that the function will be synchronized in the method signature, as can
be seen in the following snippet. '

public class ThreadClass

{

int data;

public void synchronized addToData(

)
(

}

}

data += addend;

There are a couple of important caveats to synchronized functions. Because multi-
ple threads may require entry to a synchronized function, it is better to keep any
function that is declared as synchronized short and sweet. When one thread
enters a synchronized function, keeping its time spent in the function to a mini-
mum will keep your programs running smoothly. After all, the idea behind
threading is to get your programs to execute steps in parallel, not to spawn
threads that end up waiting forever for each other to finish with the data.

yield(), wait(), and notify( ). In an application with multiple threads, often
you will have many threads competing with one another for resources. One way
to allocate those resources effectively is to set the relative priorities of each thread.
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We will discuss that in a moment, but right now let’s discuss some of the specific
steps you can take within the thread itself. Remember that when threads execute,
they all share the same process space in which the application resides. Like a
bunch of kids forced to share a toy, the threads compete and vie for control of the
process. Like any good parent, however, you have several tools at your disposal
to make sure the threads cooperate.

Sometimes you will want to control entry into a function and label the function as
synchronized. Even though the function is long, you want to yield control of the
function pretty early on. You can call the notify method to tell the parent thread
that you are finished with the synchronized lock. i ;

In order to make a thread stand by for a notify message, you must add the wait
method to the thread’s execution routines. The notify method is called some-
where in an executing thread. Once notify is called, any thread awaiting execu-
tion on a wait call automatically proceeds.

Another way to give up the process space in which a thread runs is to call the yield
routine specifically. When yield is called within a thread, the thread gives up any

scheduling priority, process space, or claim to its current turn in the sharing cycle.

Thread Priorities

TIP: A more elegant, yet more confusing, way to control threads is by setting
their priority. Obviously, when you set a thread to have a high priority, it gets first
crack at any processing time and resources. You should be careful and judi-
cious in setting thread priorities. Even with the best of intentions, you could very
well defeat the purpose of using threads to begin with should you set every
thread at a high priority.

In Java, threads may have one of three priorities: minimum, normal, and maxi-
mum. You may set the priority using the setpriority method of the Thread class
and retrieve the priority of any thread by using the getpriority method, like so:
Thread threadOne;

Thread threadTwo;

Thread threadThree;

threadOne.setPriority(Thread .MIN_PRIORITY) ;
threadTwo.setPriority(Thread.NORM_PRIORITY) ;
threadThree.setPriority(Thread.MAX PRIORITY) ;

Because threads are a powerful and underused aspect of most Java programs,
thread scheduling and prioritizing is a flexible and equally powerful way to con-
trol how your applications behave and execute.

-
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Daemon Threads. There are two kinds of threads. So far we have discussed
application threads, which are tied to the process and directly contribute to the
running of the application. Daemon threads, on the other hand, are used for
background tasks that happen every so often within a thread’s execution. Nor-
mally, an application will run until all the threads have finished their execution.
However, if the only remaining threads are daemon threads, the application will
exit anyway.

Java itself has several daemon threads running in the background of every
application. Java’s garbage collection is controlled by daemon threads known in
computer science parlance as reaper threads, or threads that run through an
application looking for dead weight. In the garbage collection thread’s case, the
dead weight happens to be unused but allocated memory.

If your application needs to set up a daemon thread, simply call the setpaemon
method of the thread, as shown in the following snippet. The application in which
the thread resides will know to ignore that thread if it needs to execute, and pro-
gram execution will continue normally.

Thread t = new Thread(myClass):;
t.setDaemon{true) ;

Thread Summary

Threads are one way in which you can affect the behavior of an object. Serializa-
tion is another. Serialization allows you to store your objects as strings. When we
use threads, we do so to change how it behaves when it is running. Serialization
does not allow us to preserve that runtime behavior, only the class’s static behav-
ior and characteristics. Whenever you reconstruct a serialized class, only your
class will be reconstituted correctly, not any of the threads. Therefore, it is impor-
tant that your threads be as object-oriented as possible so that they can store their
state when necessary.

Object Serialization

Serialization is a concept that enables you to store and retrieve objects, as well as
to send full-fledged objects “over the wire” to other applications. The reason
serialization is of such vital importance to Java should be clear: without it, dis-
tributed applications would not be able to send objects to each other. That means
that only simple types such as int and char would be allowed in parameter sig-
natures, and complex objects would be limited in what they could do. It’s sort of
like saying you would have to talk like a 3-year-old whenever you spoke with
your boss. You want to have a complex conversation, but you are limited in what
you can say.
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What Is Serialization?

Without some form of object storage, Java objects can only be transient. There
would be no way to maintain a persistent state in an object from one invocation to
another. However, serialization can be used for more purposes than maintaining
persistence. The RMI system uses object serialization to convert objects to a form
that can be sent over a communication mechanism.

When an object is serialized, it is converted to a stream of characters. Those charac-
ters can be sent over the wire to another location. Parameters passed in remote
objects are automatically translated into serialized representation. Once an object is
serialized, it can be safely sent via a communication method to a remote location.

The serialization routines have been incorporated into the standard Java Object
class with several routines to facilitate the writing and reading of a secured repre-
sentation. There are several security concerns that you must be aware of, and we
will discuss those in a moment. Without object serialization, Java could never
truly be an effective Internet language.

Handling Object Relationships

An important consideration of the object serialization facilities is that the entire
process is executed in a manner transparent to any APIs or user intervention. In
other words, you need not write any code to utilize serialization routines. When
writing an object, the serialization routines must be sure to do so in a manner that
allows full reconstruction of the object at a later time. Not only must the class
structure be saved, but the values of each member of the structure must be saved
as well. If you had a class with the following representation:

public class CuteBrownBear
(

Color eyeColor;

float heightInches;

float weightPounds;
}
It must be saved so that the values of eyeColor, heightInches, and weightPounds
are preserved and can be restored once the reading functions are invoked. Some-
times, however, things can become complicated when objects begin to refer to one
another. For example, the following class contains CuteBrownBear as well as sev-

eral other toy objects that we must save as well:

public class ToyBox

{
CuteBrownBear bearArray[5];
ActionFigure actionFigureArray([S5];
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The serialization routines must not only serialize the ToyBox object, but the Cute-
BrownBear objects and ActionFigure objects as well. To handle this kind of situa-
tion, the serjalization routines traverse the objects it is asked to write or read. As it
traverses an object representation, it serializes any new objects automatically. If,
down the line, it finds another object of a type already serialized, it merely modi-
fies the earlier serialized representation to refer to the new instance. In this man-
ner, serialized objects are compact and efficient without much duplicated code.

For example, when we need to serialize the ToyBox object, the serialization rou-
tines first serialize CuteBrownBear in array position one. Array positions two
through five are not serialized on their own; rather the original serialized repre-
sentation is modified to point to their locations and values. So, the final serialized
object has one reference to the CuteBrownBear object, plus five sets of data values.

The Output Streams

Serialization output is handled through the ObjectOutputStream. Serialization calls
refer to the writeobject method contained within the stream, passing it the
instance of the object to be serialized. The stream first checks to see whether
another instance of the same object type has been previously serialized. If it has, the
routines handle jt as we discussed in the previous section, merely placing the new
values alongside the representation. If, however, the object has yet to be serialized,
the routines create a new serialized representation and place the values next to it.

Most serialization is handled transparently. But an object may at any time begin to
handle its own serjalization by reimplementing the writeobject method. The
writeObject method is part of every Object class and can be overridden on com-
mand. If you need a finer grained serialized representation, or would like to
include some kind of encryption or other technique between serialization end-
points, this is where and how you do it.

As an example, let us instantiate a CuteBrownBear object and serialize it:

// create the streams here .
FileOutputStream fileOut = new FileOutputStream(“filename");
ObjectOutputStream objectOut = new ObjectOutputStream({filelOut);

// instantiate the new bear object
CuteBrownBear bear = new CuteBrownBear();

// serialize the bear
objectOut .writeObject (bear) ;

Handling Object Webs

An object web is a complex relationship between two or more objects in which
objects refer to other objects that may eventually refer back to it. If you were to
serialize such an object representation, you could potentially be caught in an infi-
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nite loop. Let’s say we had a system of roads between three cities, Seattle, Wash-
ington, DC, and San Francisco. We want to take an end-of-summer road trip and
visit each city. The only instruction the auto association gave us was “if you hit
one of these three roads, follow it until it ends.”

Following that logic, we would start at San Francisco, go to Seattle, visit the Red-
skins, come back to the Golden Gate, and go to Seattle, and so on (see Figure 1-7).

Likewise, if we were to serialize San Francisco, then Seattle, followed by Washing-
ton, DC, and keep following the path back to San Francisco, we would end up fol-
lowing the same loop an infinite number of times. This lattice arrangement
ensures that a simple tree-based algorithm will not suffice. Java’s object serializa-
tion routine accounts for this kind of structure in the same manner that it handles
multiple objects of the same type in the same stream.

Because of these object webs, any serialization must take into account those
objects that have already been serialized. So, in addition to the serialization meth-
ods, Java’s object serialization routines also keep track of the object’s serialized
state. Moreover, Java also keeps track of whether object types have been serialized
as well. In so doing, it can keep track of the data contained in the object, not the
entire object itself.

Reading Objects

Reading objects is a matter of taking the serialized representation and reversing
the process that created them in the first place. Remember to handle your
deserialization in the same order as your serialization, traversing any trees in a
similar fashion. The objective is to reconstruct the original object.

The deserialization routines are handled with a corresponding ObjectInputStream
and the readobject method contained therein.

Once again, to obtain control over serialization routines for your object, you need
to override and reimplement the writeobject and readobject routines.

(_ Seattie )

o P —
(\San Francascos T 7*\W_ashmgton, DC>
Figure 1-7 An example of serializa-

tion in which you need to store objects
that are linked by a circuitous route.
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Security and Fingerprinting

Sometimes objects can be serialized surreptitiously by other objects linked in by
your application. If your object does things that you would prefer to keep private
and unknown to the world, then you need to disable your objects. Serialization can
be disabled for an object by adding the private transient tag to the class definition:

private transient class CuteBrownBear

(

}

Or the object itself can override the serialization routines and return a NoAccess
Exception. The NoAccessException tells any object that attempts to serialize your
implementation that it may not do so. Furthermore, it gives a sufficient debug-
ging warning to any applications that may reuse your object.

public class CuteBrownBear

{

. the rest of the CuteBrownBear class goes here .

public void writeObject(. . .) throws NoAccessException
{
)

public void readObject(. . .) throws NoAccessException
{
}

}

Serialization Overview

Java automatically handles its own object serjalization for you. However, if you
are so inclined, you may reimplement the serialization routines within your own
objects. We have presented you with several serialization concerns in this chapter.
If you are going to handle the serialization for a given object, make sure you con-
form to the various restrictions we have given you. If your objects do not handle
their serialization properly, your entire object system may not be serializable.

Yet another issue of importance to Java programmers is performance. While seri-
alization ensures that our objects can be saved and restored, performance issues
strike at the very limitations of the language. The greatest programmers in the
world can build the applications seen only in science fiction, but they are pre-
vented from doing so by limitations in their hardware and the speed with which
their software can be run.

Performance

Performance issues are the primary reason why most major corporations have not
yet begun wholesale revisions of their existing computer systems to use the Java
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language. Although many of these issues are real and Java has yet to become the
perfect language in all respects, it is not necessarily true that performance is a
major show-stopper. Often, the perception is not reality.

Performance Issues

When we speak of performance in Java, we are actually speaking of two very dif-
ferent problems. The first is the download performance of an applet. Today, your
hard-core applets will often contain upwards of 20 to 30 classes. Incorporate a
mechanism such as Java IDL or Java RMI, and the communijcation infrastructure
may add up to 100 different classes of its own. In order for the applet to run, each
of those classes must be downloaded in order to be used.

The second major issue behind performance is runtime performance. For both
applets and applications, the speed with which Java computes is pretty slow.
Compared to comparable statistics for similar applications written in C++, Java
does not measure up. There are several initiatives and technologies becoming
avajlable that may render that issue moot.

Download Performance. For applet writers, download performance is the
single most important hurdle to overcome. While most programmers can create
truly artistic programs that can accomplish a wide variety of things, they often
meet a brick wall when their customer tries to download them within a browser.
In order to study the download performance of an applet, we must first discuss
how an applet is downloaded to begin with.

Java incorporates an object called the class loader. The class loader locates the class
to be downloaded, goes about fetching it, and recognizes any other dependent
objects and downloads those as well. The browser does the actual downloading
and the class loader merely tells it what to do. When the browser downloads an
object, it first establishes the connection to be used (see Figure 1-8). Once the con-
nection is made, the object is checked to make sure that it has not been down-
loaded previously. If it has been downloaded before, it is not downloaded, and the

Web L Establish Connection | web
Browser
Server | pownload File |
Verity File _’! Java
|

. Class
Close Connection |

Figure 1-8 Download performance is
measured by the time it takes to per-
form the steps involved.
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connection is closed. If the class has not been downloaded before, it is down-
loaded, and then the connection is closed.

So, the time it takes to download an object is determined by four factors as illus-
trated in Figure 1-8:

1. Time to open a connection.
2. Time to verify a file.

3. Time to download the file.

4. Time to close the connection.

And most importantly, the same four steps are applied to every single class in
your entire object system. No matter what you do, you will have to spend the
time to download the files. There’s no getting around that part because you need
those files to run your applet. However, the time spent establishing and closing
connections is a waste because you are essentially doing the same thing to the
same location each time.

The brilliant engineers behind Java recognized this problem and created the Java
Archive. 1t enables you to gather all of your files, stick them in one large archive

file, and let everything get downloaded in one fell swoop. This means that there

need only be one open connection, one download, and one closure for the entire

system of object files.

Using Java Archives is a rather simple process. You must first use the jar utility,
which UNIX users will find quite similar to their tar program, to archive your
files. This is not unlike “zipping” a bunch of files into one. Once completed, you
simply specify the archive in the applet tag in your HTML code:

<applet archive="archivename.jar"

codebase="../classes/"
code="PrashantIsCool.class">

. HTML text here .
</applet>

Java Archives greatly improve the download performance of your applets. With-
out something like them, applets would be restricted to small, compact programs
that accomplish little more than animating a dancing duke. The trick is that the
browser has to support archives. Currently, Netscape Navigator and Internet
Explorer support ZIP files, and both plan to support the jar standard once it is
completed.

Runtime Performance. Runtime performance is a different beast altogether.
Where download performance was a relatively simple issue to resolve, runtime
performance requires a significant investment in compiler technology. Thankfully,
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the Java engineers are ahead of the curve on this as well. They have put together a
specification for a Just In Time (JIT) compiler.

Remember that Java is an interpreted language. This means that the code you
develop is only halfway compiled into bytecodes. The bytecodes are then trans-
lated by your local virtual machine into native code. Finally, that native code is
run on your machine. When an application executes, the bytecodes are washed
through the virtual machine, and the result is then executed on your platform.
This ensures platform independence because the bytecodes are translated by the
virtual machine into native code as indicated by the flow diagram in Figure 1-9.

Today, non-Java applications are always compiled for the native machine, mean-
ing that you are locked into the platform for which you bought the software but
can bypass the virtual machine altogether (see Figure 1-10).

When Java came out with its promise of platform independence, people rejoiced
because they no longer had to develop for every computer under the sun. How-
ever, the enthusiasm was tempered by the fact that Java was an interpreted lan-
guage, meaning that the extra steps involved in translating Java code into native
code made applications significantly slower. Furthermore, the bytecodes gener-
ated by the Java compiler were created with platform independence in mind. This
meant that in order to preserve an adequate middle ground, Java bytecodes were

Machine

Interpreted Bytecodes

Native Machine

Figure 1-9 Performance of Java using a
virtual machine.

Normal Java Virtual
Application Machine
Runs Native
| Native
| Machine

Figure 1-10 Performance of native, non-Java code.
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arranged so that no platform necessarily got an advantage when it came time to
translate into native code. The end result was that not only did it take a bit more
time to interpret the code, but also that the code was interpreted from a platform-
independent state caused the resulting native code to execute more slowly.

The JIT compiler solves most of these issues by enabling you to generate native
code from your interpreted bytecode. The native code then performs exactly as it
would have performed had the program been originally programmed in a native
language.

As you can see from Figure 1-11, the JIT exists as part of the virtual machine, and
JIT compilation happens automatically if the compiler is installed. Some virtual
machines will allow you to turn off JIT compilation, but that should be necessary
in only rare cases. Currently, several vendors including Sun, Microsoft, and
Symantec are offering JIT compilers that either can be purchased as add-ons to a
native virtual machine or are bundled as part of their own virtual machine.

Summary of Performance Issues

Performance is an issue of vital importance to Java programmers. Because of Java’s
promise as a platform-independent language, several architectural decisions were
made to create the language. However, some of these decisions have contributed to
Java’s faults. Many of these issues have been addressed, namely download and
runtime performance. Further deficiencies in the Java language will be corrected as
time goes on if Java is to achieve its potential. Ultimately, the growth in applications
using the language will uncover these faults as well as the corrections to them.

With several of the major benefits of the Java language under our belt, we can
turn to finally developing a networked application. Our networked applications
will use many of the techniques we have discussed thus far, as well as several
more we will introduce along the way. Congratulations! Your first foray into Java
networking is about to begin.

Bytecodes Java Virtual

Java Class Machine

JIT Compiler

JIT-Compiled
Bytecodes

Native
Machine

Figure 1-11 Performance of Java using a JIT compiler.
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A First Look at Java Networking in Action

So far you have learned the three basic things you need to know in order to write
networked applications in Java:

* Object-oriented design
* Input and output fundamentals
e Threading

A good object-oriented design will allow you great flexibility in creating clients
and servers. You can extend the functionality of a well-designed class very easily.
You can either alter the nuances of the class’s architecture in order to facilitate the
kind of communication you desire or publish your class to the “world” so that it
can be used as it was intended to be used.

Solid input and output fundamentals enable your classes to process data quickly
and efficiently. With a strong I/O functionality, your classes can accept, manipu-
late, and return data without much hassle. And once again, you can publish your
class to the “world,” specifying exactly which data you will accept and streamlin-
ing the processing power of your objects.

Effective threading principles will enable your class to produce fast tumaround
times on object requests (those methods invoked upon your object), make good
use of system resources, and begin to create an entire collection of objects that
work together without affecting system performance. Figure 1-12 illustrates how
a server can effectively handle information by spawning threads to process that
information.

Good networked applications have three things in common:

¢ Useful interface definitions

e Pragmatic data definitions

e Efficient processing of data

Thread
Server
Input > Server Result
Class

Figure 1-12 Threading can prevent
servers from being bogged down.
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Hopefully, the treatment of these three topics in this chapter so far has provided
you with a means to satisfy the criteria set forth earlier and publish networked
Java objects that take full advantage of the language.

Pulling It All Together

Throughout this book, we will reimplement the following featured application.
Our Internet Calendar Manager is a simple tool designed to enable you to sched-
ule appointments over a network. Because of Java’s platform independence, you
will be able to run this application on both your Windows laptop as well as your
SPARC station. Because the data is held in a central repository with the Internet
used as the communication mechanism between the two, it will not matter where
you run the application because—no matter what—you will be manipulating the
exact same data.

Road Map for Success. Your first task is to outline a clear object-oriented
strategy to complete your project. For example, the Internet Calendar Manager
was designed with modularity as its most crucial element. We wanted to be able
to remove and replace certain parts of the program as often as we needed to with-
out affecting the rest of the application. With that in mind, we created the class
structure as shown in Figure 1-13.

As you can see, changing a component in the Scheduler does not at all affect the
Calendar portion of the application. Each module is entirely separate from the
other. This is an example of code reuse and modularity. Furthermore, the Net-
work module keeps our network interaction limited to one module. All initializa-
tion, data exchange, and remote invocations take place only from within the
module itself.

Furthermore, we recognized a series of objects that we would require through-
out the application. Most of these are not specific to the implementation of any

Internet
Calendar
Manager

Figure 1-13 The class structure of our Internet Calen-
dar Manager was created with modularity in mind.
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module; rather, they are helper objects that deal with wide ranging things from
multimedia (sounds and pictures) to animation. These objects were placed in the
Utilities module so that they could be used as needed.

Project Planning. Once the project is divided as we did in the previous sec-
tion, we must define the interfaces with which objects would talk to one another.
In particular, the modularity of the Network component enabled us to redo it for
each section without in any way affecting the rest of the application. In fact, the
entire Network module wasn’t even completed until two weeks before press time.
The rest of the application was finished and working, talking to the Network
module, but was never communicating with any remote objects.

User Interface. The Internet Calendar Manager we created is a stand-alone
Java application. We made it so for ease of use. An applet version of the same
application will reside on the Web site for this book. In any event, the Ul compo-
nents are the same. A series of buttons along the top of the application control
which of the two tasks you can do: add an appointment or delete an appointment.

Pressing the Scheduler button takes you to the Add an Appointment section.
There, you can specify the reason for the appointment and the time for which you
would like to schedule it. Pressing the Schedule button sends the appointment to
the Network module, which, in turn, talks to the server and places the appoint-
ment in the data repository.

The Calendar button takes you to the Calendar application. The Calendar appli-
cation allows you to view a list of all the appointments scheduled, and the rea-
sons and times for them. You may also delete appointments from within this
application.

The content of the card layout is dependent on which button you press, as shown
in Figure 1-14.

Finally, the exit button gracefully terminates the connection, telling the Network
module that it wants to exit.

Network Modules. The Network module will be changed from chapter to
chapter to reflect the new form of network communication. However, the APIs
will remain the same. The Network module provides an abstracted layer above
the network communication mechanism of choice. In so doing, we can provide a
series of four methods that are of importance to the user, while keeping the net-
work hidden from the rest of the application:

public class NetworkModule
{

public void scheduleAppointment (
String reason,

(-
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Figure 1-14 The main GUI for our
featured application.

int time);
public Vector getAppointments();

public void initNetwork();

public void shutdownNetwork();
}

As far as the rest of this application is concerned, the Network module will accept
information and do something with it over the network. Precisely what that
something is is of no concern to the application itself.

Servers. The Network module would be useless without a server for it to talk to.
Every server implements the same exact routines, regardless of whether it is a
Java Database Connectivity (JDBC) server, a Remote Method Invocation (RMI)
server, or an Interface Definition Language (IDL) server. In fact, the server itself is
interchangeable, enabling us to choose on the fly to which one we want to talk.
Simply run the proper application to take advantage of the communication mech-
anism of your choice.

public interface InternetCalendarServer
{
void scheduleAppointment () ;

void getAppointments();
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The interface definition in this snippet does not take into account any kind of
data structure in which to store an appointment. The server code implements
both of the foregoing methods, as well as establishes and defines the following
data structure:

public interface InternetCalendar Server

{
Appointment Type
{
String reason;
int time;
}
void scheduleAppointment (
AppointmentType appointment
)i
AppointmentType([] getAppointments();
}
Keep in mind that the interface definitions shown are pseudo-code only. As we
will see later, server definition varies widely between each communication alter-
native. In Java IDL we will see how an entire language is available with which to
define servers. In Java RMI we can create servers using Java itself.

NOTE: In an effort to show you how easy and fun network programming can be
with Java, we have devised a simple application that we will redo every chap-
ter. In one chapter we will use sockets, in another CORBA. Eventually, you will
have six different applications that do the same thing. With the six applications,
you can compare ease-of-use and performance, as well as figure out what all
the hubbub is about network programming. The next four chapters will explore
the basic alternatives available to network programmers intent on using the

Java language.

Summary

Wow! Not only have we learned the nuances of the Java programming language,
but we’ve also delved into the wide world of threads, explored some of the
important performance issues we need to deal with, and seen how easy it is to
save and restore our creations. These are great tools to have as we begin our jour-
ney through the realm of interprocess communication, networked programming,
and distributed design.

@-
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In the Beginning...

At the very heart of Java networking (and most other internetworking) is TCP/IP
(Transmission Control Protocol and Internet Protocol). TCP/IP is a protocol suite
(i.e., a set of rules for exchanging information) that sits between an application
and a network that enables an application (object) on one node of a network to
pass information back and forth to another application (object) residing on
another node of the network. The approach used by TCP/IP to do this is to
arrange the protocol into layers of subprotocols that each have their own specific
function(s) that, when used together, provide a rich functionality and an orderly
approach to data communications.

In many ways TCP/IP is very similar to other software-based protocols (i.e., pro-
tocols that are “on the wire” protocols like Ethernet, NETBIOS, NETBUI, SNA).
The major difference is the way that TCP/IP was developed: Rather than being a
protocol based on one manufacturer’s view of networking and its relation to cor-
porate profitability, TCP/IP developed out of the idea of “Open Systems.” Open
Systems are systems whose specifications are developed “out in the open” rather
than behind closed doors; as long as a software developer implements the specifi-
cation faithfully, the developed system is an Open System.

The Protocol Stack

One of the things that often confuses programmers who are new to the Internet
and TCP/IP is the idea of a TCP/IP stack or a protocol stack. The confusion

a1
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comes from the term “stack”; programmers automatically think of a stack as in
the stack data structure. With relation to TCP/IP, the term stack simply means
that a number of protocols are stacked one on top of the other in a manner that
allows information from one level to be passed from one layer to the next with
each layer encapsulating the information it receives from the previous layer. Mov-
ing information down the stack is analogous to sending, and moving data up the
stack is analogous to receiving.

The OSI Stack

In the early 1980s the International Standards Organization (ISO) set out on a path
to develop a set of standards that would ensure interconnectability and interoper-
ability of disparate computer systems. This effort started and took place mainly in
Europe; at the same time, in the United States, teams of technologists from indus-
try, government, and the universities were busily exchanging ideas on how to
arrive at the same goals as ISO (i.e., interconnectability and interoperability). In
1983 the protocol suite that has come to be known as TCP/IP was named as the
U.S. Department of Defense Standard and was eventually required on all U.S.
government computer systems.

Through the ISO work, the Open Systems Interconnection (OSI) reference model,
referred to as the OSI stack, shown in Table 2-1, was developed. Today the OSI
protocol stack remains primarily a European thing; even though the TCP/IP pro-
tocol stack is in wider use than the OSI stack, the OSI reference model (even in the
United States) remains the ideal for modeling communication systems.

Table 2-2 shows a comparison of the seven-layer OSI protocol stack vs. the
TCP/IP four-layer stack. Note that TCP/IP abstracts the top three layers of the
OSI stack (application, presentation, and session) into a single application layer.
The bottom two layers of the OSI stack (link and physical) are abstracted into a
single link layer. In the OSI model, application logic is handled in the application
layer; anything related to presentation (data conversions {ASCII-EBCDIC, ASCII-
UNICODE]) in the presentation layer; and threading, multiprogramming, and

Table 2-1 The OSI Reference Model

Application TELNET, FTP, SMTP, HTTP

Presentation Byte-order, ASCII-UNICODE, COM-CORBA
Session Login session, RPC call, ORB/RMI invocation
Transport End-to-end communication (with possible ack)
Network Host-to-host communication (one hop in a path)
Link Network adapter card device driver

Physical Ethernet, ISDN, PPP, T3, CATV
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Table 2-2 OSI Reference Model and the TCP/IP Model

OSI Model TCP/IP
7 Application Application 4
6 Presentation
5 Session
4 Transport Transport 3
3 Network Network 2
2 Link Link 1
1 Physical )

managing client sessions on the server in the sessionlayer. In TCP/IP all these
activities are performed in the application layer without requiring individual pro-
tocol layers for each of the OSI layers. This abstraction on the part of TCP/IP
makes for lighter weight and more agile applications. The abstraction of the bot-
tom two layers of the OSI model is a “makes sense” abstraction as the physical
layer represents the Network Interconnection Card (NIC) and the link layer is the
driver software that controls the NIC. These layers are inseparable (i.e., one isn’t
of much use without the other).

Not long ago, OSI, TCP, and UDP were competing network standards; today, TCP
combined with UDP-based IP pretty much stands alone (as TCP/IP) as the pri-
mary Internet protocol. The Internet Protocol (IP) code maintains routing tables to
make sure each IP packet gets to the next hop in a route toward its destination.
Note that one UDP datagram or one TCP segment may be broken into many IP
packets. Each IP packet may take a different route from the source to the destina-
tion, and the packets may arrive in a different order than they were sent. UDP
sends the received packets upward toward the application code as soon as they
arrive. TCP collects the IP packets and assembles a TCP segment before sending it
upward, so the application receives pieces of data in the same order it was sent.

One of the more pronounced differences between the OSI model and the TCP/IP
model is in the area of error-handling philosophy. The OSI approach is to require
error checking to be done for each hop (node to node) a packet makes through the
network. This means that for each hop a packet will be error-checked in the net-
work layer (routers usually only consist of the link and network layers). If a packet
makes 10 hops in getting from point a to point b, the error checking involved will
occupy a significant percentage of the overall transmission time. The TCP/IP
approach is to do error-checking only at the end points; since the whole idea is to
move data reliably from point a to point b, the error-checking is done only once
making for much less overhead and faster end-to-end communications.
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The TCP/IP Stack
The TCP/IP stack consists of four layers:

Application

Transport

Network

Link

This layer is made up of protocols designed for specific appli-
cations. Many TCP/IP protocol suites come with a number of
client applications that implement some of the common and
widely used protocols like FTP, POP, TELNET. These proto-
cols consist typically of a set of commands to be issued by the
client (instructions to the server to do something) and a set of
comumand responses (that are passed back to the client).

Information from this layer moves down the stack. In this
respect the protocol actually functions as a queue (i.e., infor-
mation moves down the stack, from one layer to the next, to
send and up the stack to receive). Each protocol layer will
wrap its own header or header/trailer information around
whatever it receives from the previous layer. At the applica-
tion layer most protocols are ASCII text based and have a
command structure made up of keywords and string-based
parametric data (check out the command-based protocols for
FTP and POP3).

This layer provides the application with a highly reliable data
transmission medium (a connection is made between two
host computers and data transfers between the two are sized,
acknowledged for receipt, check-summed, and timed).

This layer is primarily responsible for moving the packets
created in the transport layer through the network and even-
tually to their final destination. The workhorse of this layer is
the Internet Protocol.

This layer is responsible for translating the IP packets received
from IP into the on-the-wire protocol (Ethernet, Token Ring,
...) and consists of the user’s Network Interconnection Card
and software drivers required to control the NIC.

Note: Some authors break the layer into two layers—one for
the hardware interconnect and one for the driver software.

This resembles (at least conceptually) the model shown in Figure 2-1.

Information starting out in a program running in the application layer is moved
down the stack to the transport layer. In the transport layer the information is bro-
ken up into a series of smaller, easier-to-handle chunks for transmission. Each
chunk of data is encapsulated with a TCP header containing sequencing and
error-detection information and moved down the stack to the network (IP) layer.
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Application

Transport

Network

Link

Network

Figure 2-1 The TCP/IP protocol stack.

In the network layer each packet is further encapsulated by appending a header
containing network routing information to the beginning of the packet. The net-
work layer in turn passes each packet to the link layer, where it is converted to the
actual “on-the-wire” protocol (Ethernet, Token-Ring, ...) for transmission across
the network.

On its way to its final destination, a packet usually will pass through one or more
routers. Routers are fairly specialized devices and don’t always function with a
complete TCP/IP stack. A router is the network implementation of a multiplexer;
i.e., one input can be distributed to one-of-n possible outputs. To do this, the
router will have multiple NICs. The main purpose of a router is to move packets
around the network; to do this, all it really needs to provide are the network and
link layers. As a packet comes into the router it is received by the NIC and passed
up the stack to the network layer. IP checks the routing information and passes
the packet back down the stack to the correct NIC in the link layer and back out
onto the network.

Upon reaching its final destination the packet is again received by the NIC, the
NIC strips off the on-the-wire protocol information (leaving an IP packet) and
passes the resulting information up the stack to the network layer. IP then
removes the routing information (leaving a TCP packet) and passes it up the stack
to the transport layer. TCP checks the packet for errors, removes the TCP header,
and rebuilds the original application data by accumulating the packets and reas-
sembling the original data (using the sequence numbers in the TCP header). Once
the data has been reconstructed it is passed back up the stack to the application
layer, where it is acted upon. This entire process is illustrated in Figure 2-2.

Now that we understand the general flow of information through a TCP/IP-based
network let us look at the stack in a little more detail. We've already said the trans-
port layer consists of two protocols—TCP and UDP—but the suite consists of

(8
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Figure 2-2 Data movement from one host to
another.

many other protocols. Figure 2-3 shows the other protocols that make up the suite
(application protocols are indicated at the top of the figure as plain text but are
shown only as a sample and not a complete set).

Also note that there are two common versions of IP, version 4 (32-bit addressing)
and version 6 (64-bit addressing) and that protocols that use IP also come in both
version 4 and version 6 flavors. This being noted, the following is a brief descrip-
tion of what each of the protocols is used for.

ping trace-route fip thtp m-routed
App App App App App application
CcP upP —‘ transport
network
ICMP P IGMP
ARP Link RARP link

Figure 2-3 The TCP/IP suite.
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Transmission Control Protocol. TCP can be thought of as the part of
the suite that makes IP a reliable tool. It guarantees that data
reaches its intended destination and is received correctly and
received in a timely manner. TCP is relatively application-oriented
in that using its socket facilities provides applications with a
bidirectional byte stream between two hosts located at application
endpoints.

A connection-oriented service is best for applications that require
characters to be received in the same order in which they were
sent, such as keystrokes typed from a terminal or bytes in an ASCII
file transfer. Usually, the connection is kept open for a long time
relative to the length of time to set up the connection (a “hand-
shake” of three IP packets).

Connection-oriented protocols, such as TCP, send an acknowledg-
ment when the data is received, and they retransmit data automat-
ically if an acknowledgment is not received before the time-out
period has expired. Each acknowledgment packet tells the receiv-
ing side how much buffer space is available at the other end. This
enables both endpoints to transmit a “window” of data, perhaps
several 8K packets, before stopping to wait for an acknowledg-
ment from the other end. When the acknowledgmént is received,
the window size is updated from the packet header. This enables
TCP to throttle data transfer when one side is running low on
buffer space and to increase data transfer when the other side has
plenty of room to receive data.

User Datagram Protocol. UDP is connectionless and acts more like a
broadcast medium. Datagrams sent by UDP are not guaranteed to
reach their destination. UDP is designed for speed, not reliability.
Internet Protocol. The workhorse of the TCP/IP suite, IP takes care
of the actual moving of datagrams from point a to point b. This is
done by way of IP’s datagram infrastructure. UDP is an applica-
tion interface to IP.

Internet Control Message Protocol. ICMP handles TCP/IP internally
generated error messages and control messages between routers
and host computers. Not used for application layer errors.
Internet Group Management Protocol. IGMP is used for multicasting
and will not be discussed in this text.

Address Resolution Protocol. ARP maps IP addresses to hardware
addresses (every NIC has a manufacturer provided unique

0
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address) for broadcast style wire protocols (Ethernet, Token-Ring)
but is not used by point-to-point wire protocols (SLIP, PPP).

RARP  Reverse Address Resolution Protocol. RARP maps hardware
addresses to [P addresses. RARP is used typically to allow
the Bootstrap Protocol (BOOTP) to aid a diskless workstation
(X-Station) to discover its IP address so that its boot image can
be retrieved.

Datagrams. Now that we’ve used the term “datagram” quite freely, it’s best to
explain what it is. Basically it’s the unit information used in the IP layer. To
understand this better, refer to Figure 2-4. At the physical level of a network
(which isn’t addressed by TCP/IP), the transmission medium is usually a piece
of wire, fiber optic cable, microwaves, or some other exotic transmission
medium. At this level, information travels along as a serial bit stream where the
basic unit of information is a bit. As the bits leave the transmission medium and
move into the link layer, the unit of information is called a frame. As the frame
moves up the stack and the link layer’s header and trailer information is
removed, the unit of information becomes a datagram. IP removes its header
from the datagram and passes the result to TCP as a segment. TCP collects the
segments together until it has all that it is expecting and passes it up the stack to
the application as a message. This whole process of receiving data can be thought
of as a collecting together of all the pieces.

IP Addresses

Now here are a few words about [P addresses. First, they are called IP addresses

because they are used by the IP (network) layer to route IP datagrams around the
Internet.

Application message
Transport segment
Network datagram
Link frame
bit

Figure 2-4 Units of information for the
TCP/IP stack.
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Figure 2-5 shows the five classes of IP addresses and how they are structured from
a numbering standpoint. Classes A, B, and C are reserved for private networks
and have the following address spaces:

Class A 0.0.00  127.255.255.255

ClassB  128.0.00  191.255.255.255

ClassC 192000  223.255.255.255

ClassD  224.0.0.0  239.255.255.255

ClassE  240.0.00  247.255.255.255

Protocols

When a foreign dignitary arrives at the White House, certain protocols are
observed. These describe who is introduced and when and with what fanfare. The
President is always introduced last and makes his or her entrance to the tune of
“Hail to the Chief.” A protocol ensures that certain formalities are observed when
information is exchanged across networks. This includes the format of the mes-
sage, the content of the message, and the type of connection used to send the mes-
sage. There are several kinds of protocols, ranging from the time-tested TCP/IP or
UDP to the newer Internet Inter-ORB Protocol.

Some of the application level protocols and applications we will be examining in
more depth in the chapters that follow are mentioned here.

01234 8 16 24 32

0 netid Hostid

Class A

10 netid Host id

Class B

110 netid

Class C

1110 multicast address

Class D

11110 future use

Class E

Figure 2-5 IP address classes.
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DNS

Something that we haven’t discussed yet that is used in every Internet transaction
is the Domain Name System (DNS) and its protocol. The DNS is something that
we all become aware of pretty early on in our use of the Internet but never really
understand. I never thought about it until I was teaching an Internet Program-
ming class one semester and was explaining the TCP/IP stack and layered proto-
cols. One of the students asked, “How does IP get the dotted decimal version of
the dotted word IP that we specify to our applications (FTP, TELNET)?”

The DNS is a distributed database used for translating dotted word notation
(www.myhome.com) for IP addresses into the dotted decimal version
(128.226.183.11). No single server keeps track of all IP addresses; the address space
is distributed somewhat regionally and arranged in a hierarchy. DNS is com-
monly used as follows: Suppose we want to FIP a file from a remote server. Our
ETP client builds a request packet and sends it down the stack to TCP, which adds
its header and pushes the segment down to IP. IP adds an IP header, but before it
can it must resolve the remote host’s dotted word address to dotted decimal. This
is done by IP sending a datagram request (UDP is used for speed) to the nearest
DNS server. If that server can’t resolve it, the request is sent up the DNS hierarchy
to the next server. This is done unti] the address is resolved and returned to IP
where it is translated into a 32-bit number and added to the IP header.

Many companies and universities that have large intranets for their campuses run
their own DNS servers for performance reasons. On an intranet, most host-to-host
communications are between hosts on that same intranet; they do not need to go
out to the Internet to use a DNS server. It makes sense to keep a local copy of the
nearest Internet DNS server locally. For private networks (not connected to the
Internet), it makes sense to run a single DNS server containing only the addresses
on the private network.

HTTP

HyperText Transfer Protocol (HTTP) is a TCP/IP application layer protocol that
provides the connectivity between the client and server for the “killer app” of the
century. HTTP is based relatively closely on an older protocol called Gopher.
Gopher provided a text-based client and server that enabled the retrieval of infor-
mation from large collections of research data maintained on mainly university
computer systems. When HyperText Markup Language (HTML) was developed
for the Mosaic browser and the Gopher protocol was modified to handle the
transmission of graphics combined with text, the whole face of computing
changed. This combination made the Internet easy to use for nontechnical users.
HTTP enabled the development of the World Wide Web. Java is the next step to
advance distributed computing in an object-oriented direction. HTTP is discussed
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in Chapter 7, “Web Servers, Server-Side Java, and More.” It is important to
remember that HTTP is entirely based on TCP sockets.

CORBA and IIOP

The Internet Inter-ORB Protocol (IIOP) js an open Internet protocol for communi-
cation between objects residing on a network. IIOP enables network objects to
invoke one another using an industry standard messaging system (CORBA).
Without IIOP, objects on the client end would not be able to talk to objects on the
server end without first synchronizing their languages. IIOP standardizes the
means clients and servers use to exchange information. It also enables clients and
servers developed using different application programming languages (C, C++,
Java) to interact with one another. As we will see later in this chapter, the format
of the messages sent between clients and servers is of the utmost importance. In
our daily lives, we even require a standard message format. If I were to start
transposing my nouns and verbs (such as “were if | transposing to start my nouns
and verbs”), then no one would understand me. Similarly, IIOP enables objects
implemented in different languages to understand one another. When CORBA
first came out, its underlying protocol was based on UDP to optimize perfor-
mance. As CORBA has matured, IIOP has switched over to TCP sockets.

RMI

Remote Method Invocation (RMI) is another TCP sockets-based protocol scheme
for the implementation of network objects. The general idea of RMl is that every
network object consists of a client piece and a server piece. Wouldn't it be nice if
this object could be treated (from an application’s standpoint) just like any local
object. RMI provides an infrastructure that does just that. The main complaint
about RMI comes from the fact that the protocol is not openly developed or pub-
lished. Because of the complaints over this, Sun Microsystems has agreed to base
client/server communications on IIOP in some future release of RMI. The current
implementation uses Java serialization APIs and TCP sockets to provide the
underlying communications infrastructure.

JINT

JINI, rather than being strictly a protocol, is a technology not for client/server
applications but for the interconnection of JINI-enabled devices into impromptu
networks. An example of this would be that I go out and buy an XYZ JINI-
enabled color printer. When I take it home and plug it into my whole house Ether-
net, the printer automatically registers itself and its drivers with the network. I
turn on my JINI-enabled workstation and get into my favorite word processor
and ask to print in color (at this point my workstation only knows about my black
and white printer). The print function calls out to the network “is there a color
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printer out there?” The network responds and transparently downloads the
driver for the color printer so that the word processor can send data to the printer.
Just think, I didn’t have to install the drivers (or even find them); the printer had
its own drivers built in and made them available to the network.

Summary

There we have the two-penny tour of TCP/IP and how it works. In the following
chapters we will investigate a number of protocols and network-based client/
server strategies. Keep in mind, however, that all these mechanisms are based on
TCP/IP sockets technology.
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SOCKETS AND INTERPROCESS COMMUNICATION
CLIENT/SERVER METHODOLOGY

THE P1zza ORDER PROTOCOL (TPOP)
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Sockets and Interprocess Communication

At the heart of everything we discuss in this book is the notion of interprocess
communication (IPC). In this chapter, we will look at some examples using Java
mechanisms for interprocess communication. IPC is a fancy way of saying “two
or more Java programs talking with each other.” Usually the programs execute on
different computers, but sometimes they may execute on the same host.

Introduction to IPC

When you call Charles Schwab to check on your stock portfolio, you dial a tele-
phone number. Once connected, you press some telephone buttons to request var-
ious services and press other buttons to send parameters, such as the numeric
codes for stock symbols in which you are interested. You may think of your
account as an object with different methods that you can invoke to purchase or to
sell stocks, to get current quotes, to get your current position in a stock, or to
request a wire transfer to a Swiss bank. You are a client and the other end is a
server, providing the services (methods) you request.

Of course, the server also provides services to many other clients. You can be a cli-
ent of other servers, such as when you order a pizza with a push button tele-
phone. Sometimes a server can be a client as well. A medical records query server
may have to send a request to two or three hospitals to gather the information you

53
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request for a patient. Thus your server becomes a client of the hospital servers it
queries on your behalf.

All these situations are examples of interprocess communication. Each client and
each server reside in different processes. Sometimes you, the individual, are the
client; other times it is a computer. Sometimes the server is an application that lis-
tens in on what you type on your telephone pad and processes the information;
other times it will be a program, perhaps written in Java as we will do later in this
chapter. IPC is how our applications communicate, but it also refers to the mecha-
nism we use. This chapter explores the fundamentals of IPC using something
called a socket.

Sockets. The communication construct underneath all this communication is
more than likely a socket. Each program reads from and writes to a socket in
much the same way that you open, read, write to, and close a file. Essentially,
there are two types of sockets:

* Orne is analogous to a telephone (a connection-oriented service, e.g., Trans-
mission Control Protocol)

¢ One is analogous to a mailbox (a connectionless “datagram” service, e.g.,
User Datagram Protocol)

An important difference between TCP connection sockets and UDP datagram
sockets is that TCP makes sure that everything you send gets to the intended des-
tination; UDP, on the other hand, does not. Much like mailing a letter, it is up to
you, the sender, to check that the recipient received it. The difference between the
two protocols is very similar to comparing the differences between using the
phone to talk to friends and writing them letters.

When we call a friend using a telephone, we know at all times the status of the
communication. If the phone rings busy, we know that we have to try later; if

someone answers the phone, we have made a connection and are initiating the
message transfer; if the person that answered the phone is the right person, we
talk to them thereby transferring whatever information we intended to deliver.

Had we written a letter, we know that we would have initiated an information
transfer after we dropped it off at the mailbox. This is where our knowledge of the
transfer, in most cases, ends. If we get a letter back and it starts out with “Thanks
for your letter,” we know that our letter was received. If we never again hear from
the person, there is some doubt that they ever received our letter.

Sometimes when you use the postal service, your letter becomes “lost in the mail.”
When the letter absolutely, positively has to be there, you may need a more reliable
form of postage. Similarly, your choice between using a datagram or a connection



)
SR,
3 o Java Sockets and URLs wj

socket is easily determined by the nature of your application. If all your data fits in
an 8K datagram and you do not need to know if it was received at the other end,
then a UDP datagram is fine. Mailing party invitations is one example where UDP
is more appropriate than TCP. If the length of service warrants the expense of
establishing a connection (three handshake packets), or it is necessary that all the
packets be received in the same order as they were sent, such as transferring a file
that is more than 8K bytes long, then a TCP socket must be used. Likewise, if we
were to mail our important package using something like Federal Express, we
would be able to track the package and know when it arrives at its destination.

Here is another way to look at this. Suppose we have a server that is somewhere
on the network but we don’t know where. To communicate with this type of
server, we must first announce our presence, listen for an answer, and then carry
on the conversation in lockstep where first one end sends then listens while the
other end listens then talks. This is like a student walking into the reserve room of
a college library and, upon not seeing the librarian right away, saying, “Is there
anyone here?” and then listening for a response.

“Good afternoon, I'll be with you in a moment.”
“I'd like the book Prof. Steflik put on reserve for CS-341.”
“Here it is. Please leave your Student ID card.”

We announced our presence and started listening. The server was listening, heard
us, replied with an implied go ahead, and returned to listening. We heard the
server’s response, announced what we wanted, and returned to listening. The
server (librarian) heard our request, retrieved the information (the book), and
delivered it. This back and forth type of communication is known as half duplex,
where only one endpoint talks at a time; contrast this with full duplex, where both
endpoints can talk and listen at the same time.

NOTE: A socket is sometimes called a "pipe” because there are two ends (or
points as we occasionally refer to them) to the communication. Messages can
be sent from either end. The difference, as we will soon see, between a client
and a server socket is that client sockets must know beforehand that informa-
tion is coming, whereas server sockets can simply wait for information to come
to them. It's sort of like the difference between being recruited for a job and
actively seeking one.

In this chapter, we will write an online ordering application, using TCP, and a
broadcast communication application, using UDP. These applications will use the
following classes from the java.net package, as illustrated in Table 3-1.
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Table 3~1 Javanet.* Types and Their Corresponding Protocol

Mechanism Description
Socket TCP endpoint (a “telephone”)
ServerSocket TCP endpoint (a “receptionist”)
DatagramSocket UDP endpoint (a “mailbox”)
DatagramPacket UDP packet (a “letter”)
URL Uniform Resource Locator (an “address”)
URLConnection An active connection to an Internet object (e.g., a CGI-bin script,

a DayTime service)

What Are Sockets? At the root of all TCP and UDP communications is a vir-
tual device called a socket or a port; the terms are pretty much interchangeable.
Sockets are a visualization mechanism for a software buffering scheme that is
implemented deep in the bowels of the transport layer of the TCP/IP stack. The
term “socket” actually comes from the old-fashioned telephone switchboard that
Lily Tomlin’s character Ernestine, the telephone operator, uses. The concept is
pretty similar: Each socket in the switchboard represents a person or service that
an incoming call can be routed to; when an incoming call is answered, the opera-
tor connects it to the appropriate socket, thereby completing the connection
between the client (the caller) and the server (person being called). In the tele-
phone switchboard each socket represented a specific person or service; in
TCP/1IP certain sockets are dedicated to specific agreed-upon services.

If we were to look at the packet level, we would see that a socket is really identi-
fied by a 16-bit number thereby giving us about 65,000 possible sockets. The first
1024 sockets are dedicated to specific agreed-upon services and are therefore
called well-known ports. For each of the services provided on the well-known
ports, there is a corresponding protocol that defines the manner in which clients
and servers using that port should communicate. The protocols themselves are
arrived at through a process known as the RFC process. Table 3-2 lists some of the
more common TCP/IP services, their “well-known” ports, and their respective
RFCs. Every Internet standard starts out as a “Request for Comment” or RFC.
Through an interactive process an RFC, if “worthy,” will be refined and devel-
oped by the Internet community into a standard.

Exploring Some of the Standard Protocols. When starting to under-
stand sockets programming, it’s always best to start out by examining the “triv-
ial” protocols first and then move on to the more complex and finally to our own,
application-specific protocols. The trivial protocols are a subset of Internet proto-
cols that are simple, straightforward, and easy to implement.
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Port Protocol RFC

13 DayTime RFC 867

7 Echo RFC 862

25 SMTP (e-mail) RFC 821 (SMTP)
RFC 1869 (Extnd SMTP)
RFC 822 (Mail Format)
RFC 1521 (MIME)

110 Post Office Protocol RFC 1725

20 File Transfer Protocol (data) RFC 959

80 Hypertext Transfer Protocol RFC 2616

Daytime. The Daytime service is usually provided on TCP and UDP port 13.
Assuming that we have the address of a host that is running the Daytime service,
the operation is straightforward. Using TCP the client connects to the Daytime
port (13) on the remote host; the remote host accepts the connection, returns its
current date and time, and closes the connection. This can be easily demonstrated
using the Windows 95 Telnet client. Open up the Telnet client and click on Con-
nect and the Remote System. Enter in the address of your host that provides the
Daytime service, select the Daytime port, and click Connect. Notice that a
date/timestamp is displayed in the client area and that a small dialog box indi-
cates that the connection to the host has been lost.
This example is trivial but illustrates two things: First, the Windows Telnet client
can be used to explore standard TCP-based protocols (we'll see this later with
other protocols. Second, we really did demonstrate how the client end of the pro-
tocol works; the client makes a connection to the server, the server sends the
timestamp and closes the connection, and, finally, the client receives the time-
stamp. To implement our own client, understanding what the client needs to do
makes the task quite simple. A high-level design is

Create a socket

Create an input stream and tie it to the socket

Read the data from the input stream and display the result
To create a socket, define a variable for the socket class and initialize it using the
class constructor:
Socket s = Socket("localhost", 7);

“localhost” is the name assigned to address 127.0.0.1 in your hostsfile; address
127.0.0.1 is known traditionally as your machine’s “loop back port,” and lets your
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machine talk to itself. The line above creates a socket named “s” and connects it to
port 7 on your loop back port. To connect to the Daytime service on any other
host, just replace localhost with a string containing the dotted decimal name or IP
address of whatever host you want to connect to.

This single instruction will create the socket object and attempt to connect it to the
specified host. Because this has a possibility of failing (throwing an exception—a
connection may not be established), we need to code it in a try/catch construct.

import java.io.*;
import java.net.*;
public class DayTimeClient{
public static final port = 13;
public static void main(String args([])
{
Socket 8 = null;
String timestamp;
try
{
// create the socket to the remote host
s = new Socket(args(0], port);
// create an input stream and tie it to the socket
InputStream in = s8.getInputStream();
BufferedReader in = .
new BufferedReader (new InputStreamReader(in));
// tell user they are connected
System.out.println("Connected to : " +
s.getInetAddress() + "on port " + s.getPort()) ;
while (true) {
// read the timestamp
timestamp = in.readLine();

if (timestamp == null) {
System.out.println("Server closed connection");
break;

}
System.out.println("Daytime : " + timestamp);

)
catch (IOException e) { System.out.println(e);}
finally
{
// force the connection closed in case it's open

try

{ if (s != null) s.close(); )
catch (IOException e2)

{}
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The code follows our high-level design pretty closely. We first create a socket and
then create a stream and tie the two together. Notice that all I/O is done in a try
construct so that all /O problems (socket or stream) are automatically caught as
exceptions. In fact, especially notice that the finally clause of the main try/catch/
finally uses a nested try to catch the fact that if the connection is already closed so
that we can terminate the program gracefully in the null catch statement.

Now that we’ve mastered the most trivial of the protocols, let’s move on to some-
thing a little more complicated.

Echo. “Well-known port” 7 on most hosts provides a service called echo. Echo is
pretty much a diagnostic service and works as follows (see RFC 862 on the com-
panion CDROM for a fuller description):

1. TheClient connects to the server on port 7 and proceeds to send data.

2. The server returns everything it receives to the client. This may be done on a
character-by-character basis or a line-by-line basis depending on the imple-
mentation of the server.

Let’s start out our examination of echo by first writing a non-sockets-based ver-
sion of Echo just to get a feel for what it is that we want to do.

public class EchoTest
{
public static void main (String argsl[})
{
BufferedReader in = new BufferedReader
New InputStreamReader (System.in));
String line;
while(true)
{
line="";
. try
{
line = in.readLine();
}
catch (IOException e)
{
System.err.println(e.getMessage());
}
System.out.printin(line);
}

}

The program is quite simple and straightforward. First, we define an input
stream and connect it to the standard input keyboard (System.in); then we define
a string for our only program variable, which will hold the string we read from

@
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the keyboard and print on the Java console. Finally, we put the read and write in
a do forever loop. Remember, in Java it is not only considered good form to pro-
vide try/catch constructs when doing I/O it is necessaary.

You can execute the program that we created by doing the following, and get sim-
ilar results:

%$prompt% javac EchoTest.java
%prompt% java EchoTest

abc input. ..

abc ...output
def input...

def ...output
xXyz input...

Xyz . ..output
~C

$prompt%

Moving EchoTest to Sockets. Taking another step toward proficiency using
Java sockets, we modify our echo program to do the following;:

1. Read a line from the keyboard.

2. Write it to a socket connected to TCP port 7.

3. Read the reply from the socket connection.

4.  Print the line from the socket to the screen.

A socket object is created as follows:

Socket s = Socket(”localhost", 7);

The two arguments to the socket constructor are hostname and port number. We

use “localhost” to keep it simple. The hostname is passed as a string variable,
typically from the command line and the port number as an int.

Here is a simple TCP client written in Java. First, we must create the EchoClient
class and import all the Java libraries that we will use in our program.

import java.io.*;

import java.net.*;

public class EchoClient

«

}

Now, we must create a function in which we will place a loop similar to the one
we created with our Java-only client. This loop must have two objects on which to
act—the BufferedReader from the socket from which it will get data and the Print-
Stream from the socket to which it will write data. We assumed this was standard
input and standard output for our Java-only client, but we will not make that
assumption here:
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import java.io.*;
import java.net.*;
public class EchoClient
{
public static void echoclient (BufferedReader in;
PrintStream out)
throws IOException

}

Now, we must get an input stream for the keyboard. For this we’ll use another
BufferedReader tied to System.in. We will also add the loop here. The loop will
first get input from the keyboard using the stream we just created. Then it will
write that data directly to the socket.

import java.io.*;
import java.net.*;
public class EchoClient
{
public static void echoclient (BufferedReader in;
PrintStream out)
throws IOException

kybd = new BufferedReader(
new InputStreamReader (System.in);
String line;

while(true)
{
line="";
// read keyboard and write to the socket
try
{
line = kybd.readLine();
out.println( line );
}
catch (IOException e)

{
System.err.println(e.getMessage());

}
To finish up, we now read the activity on the socket and stick it on the screen by
writing to the Java console using the System object.

public class EchoClient
(
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public static void echoclient (BufferedReader in,
PrintStream out)
Throws IOException

// make a stream for the keyboard
Buf feredReader kybd = new BufferedReader(
new InputStreamReader (
System.in))};
String line; //for reading into
while(true)
{
line="";
// read keyboard and write to TCP socket
try
{
line = kybd.readLine();
out.println( line );
}
catch (IOException e)
{
System.err.println(e.getMessage());
}
// read TCP socket and write to java console
try
{
line = sin.readLine();
System.out.println{line);
}
catch (IOException e)
{
System.err.println(e.getMessage());

}

Finally, we can create our main application. [n our main application, we will create
the socket first and then get a BufferedReader and a PrintStream based on it. This
enables us to read and write to the socket easily, as well as pass it on to the function
we created earlier. Once we are finished, we must close the connection to the socket.

As we will discuss later, too many open connections are a
system liability. If a connection is not in use, but is sfill open,

other applications may not be able to connect to the port to
which you are connected.
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import java.io.*;
import java.net.*;

public class EchoClient
{
public static void echoclient (BufferedReader in,
PrintStream out)
throws IOException

// make a stream for reading the keyboard
BufferedReader kybd = new BufferedReader(
new InputStreamReader (
System.in));
String line;
while(true)
{
line="";
// read keyboard and write to TCP socket
try
{
line = kybd.readLine();
out.println(line);
}
catch(IOException e)
{
System.err.println(e.getMessage());
}
// read TCP socket and write to console
try
(
line = in.readLine();
System.out.println(line);
}
catch{(IOException e)
{
System.err.println(e.getMessage());

}
public static void main(String[]) args
{
Socket s = null;
try
{
// Create a socket to communicate with "echo"
// on the specified host
s = new Socket(args{0], 7);
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// Create streams for reading and writing
// lines of text from and to this socket.
BufferedReader in = new BufferxedReader(
new InputStreamReader (
s.getInputStream()));
PrintStream out = new(
PrintStream(s.getOutputStream());
// Tell the user that we've connected
System.out.println("Connected to " +
s.getInetAddress() + ":" + s.getPort()):
echoclient (in, out);
}
catch (IOException e)
{
System.err.println(e);
}
// Always be sure the socket gets closed
finally
{
try
(
if(s != null) s.close();
}
catch (IOException exc)
{ ; /* terminate gracefully */}

}

When we execute our program, we send a message to the Echo socket, read what-
ever information comes back on the socket, and then print it. Because the echo
socket merely takes whatever input it gets and bounces it right back to the port,
what we get in return on the socket is exactly what we sent. The output is dis-
played next. If you need to connect to another host, substitute its name for local-
host.

%prompt% java EchoClient localhost
Connected to localhost/127.0.0.1:7

abc request. ..
abce ...reply
Xyz request. ..
XYz ...reply
~C

This service (and most others) can be tested using the Telnet client that is available
as an application with most TCP/IP stacks. In this case, the Telnet program acts in
the same manner as our client, sending information to the port and reading what-
ever it gets back.
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%prompt% telnet localhost 7
Trying 127.0.0.1...
Connected to localhost.
Escape character is '~]'

abc request. ..

abc ...reply

~C

xXyz request...

Xyz ...reply

~1 control-right-bracket

telnet> quit
Connection closed.

URL and URL Connection

Before we leave the topic of using sockets to connect existing Internet servers, let’s
look at using some of the more common and popular services provided on the
Internet. We need to examine a couple of other members of java.net: URL and URL
Connection.

A Uniform Resource Locator (URL) is a string that identifies a resource on the
Internet. REC 1738 gives an in-depth description of everything you would ever
want to know about URLs. Table 3-3 is a brief description of the various things
that make up a URL.

Table 3-3 Makeup of a URL

Protocol An identifier (usually an acronym) that specifies the protocol to use to
access the resource

Host name The name of the host or domain where the resource is located
(www.binghamton.edu, localhost)

Port number The TCP/IP port number that the service is being provided on
Filename Path- and filename of resource

Reference #anchorname

The URL class gives us the ability to construct URL objects and a number of “get-
ter” methods that let us extract the various parts of a URL. From a networking
standpoint, the methods of getContent(), openConnection(), and openStream()
provide us with some very useful tools that we can use to interface with a number
of protocol servers.

To retrieve a file from a Web server, all we really need to know is its URL:

Class GetURL
{

try

{

(ﬁv
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String host = "watson2.cs.binghamton.edu";
String file = "~steflik/index.html";
String line;
BufferedReader in;
URL u = new URL("http://"+host+"/"+file);
Object content = u.getContent();
System.out.println("class: " + content.getClass());
System.out.println("content: " + content.toString());
In = new BufferedReader
{new InputStreamReader(u.openStream()));

while ((line = in.readLine() != null)
{

System.out.printlin(line);

}
catch (MalformedURLException e) { e.printStackTrace();}
catch (IOException e) {e.printStackTrace();}

}

All we had to do was create a URL object and then use the openStream() method to
create an InputStream and eventually a BufferedReader that we can use to retrieve
the file. At this point all that is needed is a loop to read the lines out of the file.

This technique can be exploited for doing things like populating selection lists in
an applet-based shopping cart application with data from a set of pricing files
kept on the Web server. This technique can also be used to run scripts stored on a
Web server.

Summary of Sockets

We have shown you what, in the most basic sense, sockets are and how they are
used in Java to build client applications that communicate, using well-defined
protocols with standards-based (developed using the RFC process) servers. The
subsequent sections in this chapter build on this material and show you how to
create an entire client/server system using only sockets. The rest of this book
showcases several other Java communication technologies that use sockets as
their underlying mechanism to transfer data across networks. In the large of it,
applications use protocols to direct the way they talk to one another and protocols
use sockets as their network interface.

Client/Server Methodology

In the previous section we developed client applications for servers that already
exist. This isn’t the way that we would necessarily approach developing a sockets-
based client/server application. In the next few pages we will examine a client/
server application for an Internet-based pizza ordering/delivery service that will
be made up of a client (that pizza lovers around the community can install on the
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home computers to order a pizza), a server (running at the store), and a protocol
that directs the information exchange between the client and the server.

Suppose that you are at home with your cronies watching the Super Bowl, and, as
luck would have it, the Washington Redskins are playing. As invariably happens,
you’ve run out of nachos and dip before half time, so you decide to replenish the
nutrition supply by ordering a pizza. Today, when you want to order that pizza,
you pick up the phone and call your favorite pizzaria to request a delivery.

A few'years ago, a small start-up company in the Silicon Valley called the Santa
Cruz C_)perati'on (8CO) developed an Internet pizza-ordering application. By
today’s standards, it was quite low-tech, based solely on HTML forms and requir-
ing someone to read the information manually on the other end via e-mail. The
nifty thing about this Internet Pizza Hut was the idea that you could simply use
your computer to communicate with a faraway place and get a pizza. In this
sense, SCO was pretty well ahead of the game—they were among the first to gen-
uinely use the Internet, not the corporate intranet, to conduct business with
remote users.

In this section, we will develop our own pizza client/server system as an ultra-
hip high-tech alternative to the telephone and publish it to the world. This time,
however, we will use Java and implement our pizzaserver using sockets.

The Pizza Order Protocol (TPOP)

To design the protocol we need to examine what informatjon must be passed
from the client to the server and vice versa. If the user interface for our client
application is as shown in Figure 3-1 we can readily see that to constitute an order
we need to send the name, address, phone number, pizza size (small, medium, or
large) , and which topping (Veggies, Meat, or California) is to be added to a stan-
dard cheese pizza.

The protocol that is required to place an order is pretty simple, as shown in
Table 3-4. ‘

Let us further decide that, since we're in this early part of design, all data
exchanged between the client and the server is to be as plain old text strings (in the
true tradition of the Internet), each of which is to be delimited by the ” | ” character.

The next decision we need to make is which component we will develop first: the
client or the server. If we choose to develop the client first, we won’t be able to test
it until we develop the server and then end up with the possibility of having to
use two untested pieces of software to test each other. Realizing the possible
disaster that can occur if this avenue is followed, let’s think about developing the
server first. If the server is running, we can always test it using our Telnet client.
To do this, all we do is start up our Telnet client, connect to port 8205 of the server,
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‘ Name:

‘ Address:

[ Phone number:

| O Small

O Medium
O Large

O Veggies

O Meat [
O California

Reset

| I—

Submit

Exit

= . =]

Figure 3-1 A sample GUI for the PizzaTool.

Table 3-4 TPOP

Client

Server

Connect to port 8205 of the server

Start server listening on port 8205

Accept the connection and spawn a thread
to handle the connection data

Send the order information and then wait

for the price to display

Display the price

Receive the order, print it out, calculate the
price, return price to client application,
and break the connection .

)

type in the data separated by

characters, and press Enter. The server will pro-

cess the data, send back the price information, and, close the connection. This
approach helps set us up for success rather than failure.

The TPOP Server
Server Methodology

For every client there must somewhere be a server. In an attempt to make server
creation as simple as possible, Java provides a Server Socket class as part of
java.net. Server Sockets, once created, listen on their assigned port for client
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connection requests. As requests are received, they are queued up in the Server
Socket. The Server Socket accepts the connection request; as part of this acceptance
the Server Socket creates a new socket, connects it to the client, and disconnects the
connection on the Server Socket port, leaving it open for more connection requests.
The client and server now talk back and forth on the new socket connection, and
the server listens for connection requests on the Server Socket.

This all sounds pretty simple, but we haven’t mentioned anything about threads
yet. One of the basic ideas of client/server methodology is that one server should
service as many clients as possible. To do this there must be something in the rec-
ipe that provides parallelism. That something is threads. The Thread class pro-
vides Java with a consistent, operating system neutral way of using the threading
capabilities of the host operating system.

Java threads, sockets, and AWT components are similar in that the classes pro-
vided are really interfaces to the threads, sockets, and GUI widgets supplied by
the operating system that is hosting the Java virtual machine. This means that
if you are on Windows, you are really interacting with the TCP/IP protocol stack
provided by winsock.dll; if you are on a UNIX platform, you are most likely using
Berkley sockets. if you are on a Sun Solaris, you are using the threading pro-
vided by the Solaris operating system. If you are on Windows 98 using AWT wid-
gets. you are redlly using the widgets provided by Windows. Used this way by
Java, these components are known as peer components or objects. The add-
ing of the Swing components to Java 1.1 starts to get away from this by provid-
ing 100% Java GUI components.

A typical TCP application opens a “well-known” port to receive connection
requests, and then it spawns a child process or a separate thread of execution to
perform the requested service. This ensures that the server is always ready for
more invocations. A single-threaded server must poll the sockets constantly.
When it detects activity, it must spawn a new process to handle the incoming
request. Our multithreaded server can simply wait for information on a socket
and spawn a thread to handle incoming requests.

The pizzaserver that we will implement will hang on port 8205 and wait for
information. When the client sends its bar-delimited request, the server will
spawn a thread to handle the request. The thread reads the information, processes
it, and sends a reply.

Setting Up the Server

We must create the pizzaServer object itself. The pizzaserver is a stand-alone
Java application with its own application main (on the accompanying CD, two
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versions of the server are provided—one with a GUI interface and one without).
We must also create a pizzaThread that inherits from the Java Thread class. This
threaded object will be created every time we detect activity on the port. As we
discussed in our Chapter 1 section on threads, it is one of two ways we could have
implemented the server object. We leave the other threaded version as an exercise
to the reader.

import java.net.*;
import java.io.*;

import java.lang.*;
import java.util.*;

public class PizzaServer

{
public static void main(String argsl[])
{
}

// threaded pizza!

class PizzaThread extends Thread
{

}

Initializing the Server Socket

Inside the main program, we must create a serversocket. The serversocket is a
Java type whose sole purpose is to enable you to wait on a socket for activity. Ini-
tialize it by specifying the port on which you want to wait.

import java.net.*;
import java.io.*;

import java.lang.*:
import java.util.*;

public class PizzaServer
{
public static void main(String args(])
{
// initialize the network connection
try
{
ServerSocket serverSocket = new ServerSocket (8205);
}
catch(Exception exc)
{
System.out.println("Error! - " + exc.toString());

}

// threaded pizza!
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class PizzaThread extends Thread
{
}

Creating the Thread

The pizzaThread object will accept one variable, the incoming socket from which
it gathers information. We need to specify this here because the main server pro-
gram has already grabbed hold of the socket, and we don’t want to do so twice.
We merely pass the socket obtained by the main program on to the thread. We
will also implement the run method for the thread.

import java.net.*;
import java.io.*;

import java.lang.*;
import java.util.*;

public class PizzaServer
{
public static void main(
String args|[] e

// initialize the network connection
try
{
ServerSocket serverSocket = new ServerSocket (8205);
}
catch(Exception exc)
{

System.out.println("Error! - " + exc.toString());

}

// threaded pizza!

class PizzaThread extends Thread

{
// the socket we are writing to
Socket incoming;

PizzaThread( Socket incoming )
{
this.incoming = incoming;

}

4/ run method implemented by Thread class
public void run()

{

}
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Detecting Information and Starting the Thread

Now, we must wait on the thread until activity occurs. Once we detect some sem-
blance of information coming across the socket, we must spawn a thread auto-
matically and let the thread get and process the information. Our main program
merely delegates activity to others.

import java.net.*;

import java.io.*;

import java.lang.*;

import java.util.*;

public class PizzaServer
{
public static void main({String argsl[])
{
// initialize the network connection
try
{
ServerSocket serverSocket = new ServerSocket(8205):

// now sit in an infinite loop until we get something
while(true)
{

// accept the message

Socket incoming = serverSocket.accept():;

// spawn a thread to handle the request
PizzaThread pt = new PizzaThread(incoming);
pt.start();

}
catch(Exception exc)
{
System.out .println("Error! - " + exc.toString{});

}

// threaded pizza!
class PizzaThread extends Thread
{
// the socket we are writing to
Socket incoming;
PizzaThread(Socket incoming}
{
this.incoming = incoming:
}

// run method implemented by Thread class
public void run()
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}

Notice also how we must call the start method explicitly on the thread. As we
discussed in the Threads section of Chapter 1, if a class inherits from the Java
Thread class, the thread must be started from outside the class.

Gathering Information

Once the thread is running, it needs to go to the socket and get information. To do
0, we must obtain input and output streams to read and write to/from the socket.
Remember that the socket is merely a construct. In order to get information from it,
it must be abstracted into an input/output mechanism. We will then be able to
read and write to the socket. As we will discuss in our client section, the data we
are going to receive is in a bar-delimited format. We must use a stringTokenizer
object to extract the information from the message.

import java.net.*;
import java.io.*;

import java.lang.*;
import java.util.*;

public class PizzaServer
{
public static void main(String args([])
{
// initialize the network connection
try
{
ServerSocket serverSocket = new ServerSocket (8205);

// now sit in an infinite loop until
// we get something
while(true)
{
// accept the message
Socket incoming = serverSocket.accept();

// spawn a thread to handle the request
PizzaThread pt = new PizzaThread({incoming);
pt.start();

}
catch (Exception exc)
{
System.out.println("Error! - " + exc.toString()):
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// threaded pizza!

class PizzaThread extends Thread

{
// the socket we are writing to
Socket incoming;

PizzaThread (Socket incoming)
{
this.incoming = incoming:;

}

// run method implemented by Thread class
public void run()
{
try
{
// get input from socket
DataInputStream in =
new DataInputStream(incoming.getInputStream{)};

// get output to socket
PrintStream out =
new PrintStream(incoming.getOutputStream());

// now get input from the server until it closes the
// connection
boolean finished = false;
while(!finished)
{
String newOrder = in.readLine();

// convert to a readable format
try
{
StringTokenizex stk =
new StringTokenizer(newOrder, "|");
String name = stk.nextToken();
String address = stk.nextToken():;
String phone = stk.nextToken();
int size =
Integer.valueOf (stk.nextToken()).intValue();
int toppings =
Integer.valueOf (stk.nextToken()).intvalue();
// no exception was thrown so calculate total
int total = (size * 5) + (toppings * 1);
// send the result back to the client
out.println("$" + total + ".00");

// put our result on the screen
System.out.println("pizza for " + name +
" was " + totalString);
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}
catch(NoSuchElementException exc)

{
finished = true;

}
catch(Exception exc)
{
System.out.println("Erroxr! - " + exc.toString());
}
// close the connection
try
{
incoming.close();
}
catch (Exception exc)

{
System.out.println("Exror! - " + exc.toString());

}

Note in particular the two lines we actually use for reading information from the
socket and sending information back:

String newOrder = in.readLine();

// send the result back to the client

out.println{"s$" + total + ".00");

These two lines have the same syntax as they would if they were reading and
writing a file. In fact, as we discussed in Chapter 1’s input/output section, to the
programumer a socket is nothing more than a file. We are able to use streams, read
and write information, and save sockets just as we would files. This is an impor-
tant concept to grasp because the security restrictions that apply to sockets also
apply to files. We will discuss security in greater detail in Chapter 13, “Java and
Security.”

The TPOP Client

Clients are the end user interface to an application and end up being responsible
mainly for collecting user input and sending it to the server. Servers are the recip-
ients of that information. Think of a client approaching your restaurant with a
pocket full of money and you the owner, as the server, gladly accepting that
money for your product and services. In this section we begin our discussion of
client/server programming by developing an application that transmits informa-
tion across a network connection to another program.
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Developing Clients for Servers

The pizzaTool we are about to create is a stand-alone Java application and will

have a fancy GUI interface that you can design yourself. Our GUI code’s frame-
work looks something like this:

import
import
import
public

{
/1

java.awt.*;
java.net.*;
java.io.*;

class PizzaTool extends Frame

AWT Components
skip these for now .

PizzaTool()

(

}

// initialize the application frame

// create the GUIs

public boolean action(

}

Event evt,
Object obj

if {evt.target == sendButton)
{
}

return true;

public static void main(
string argsl|]

}

PizzaTool pizza = new PizzaTool{);
pizza.show();

When displayed, our pizza tool GUI will look something like the one shown in
Figure 3-1.

We need to modify this working client to send its information over the network to
the other end. To do so, we must create a socket in our application’s constructor
and initialize it as we did earlier. We will use port number 8205 in this application.

import java.awt.*;
import java.net.*;
import java.io.*;
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NOTE: As will be our practice throughout this book, we show you the com-
pleted GUI rather than showing the code development process for it. There are
several GUI builders on the market, and we hope you will choose one to assist
you. If you are a neophyte at Java, we recommend using a text editor and
Sun’s JDK (Java Development Kit) until you become proficient at Java. GUI
builders like Visual Café, J++, and JBuilder are great tools and can really
increase productivity: the problem is that they redlly hide a lot (especially in
building the user interface) from you.In some cases, the code produced by the
GUl builders is not necessarily good code, but it is code that will work.

public class PizzaTool extends Frame
implements ActionListener

// AWT Components

skip these for now .
// network components
Socket socket;
DatalnputStream inStream;
PrintStream outStream;
PizzaTool{)

{
// initialize the application frame

// create the GUIs

// define Exit button handler

// define Reset button handle
}

public void actionPerformed(ActionEvent e)

{
// handle the Submit button here, build and send the order

}
public static void main(String args{])

{
// use the constructor to build the GUI

pPizzaTool pizza = new PizzaTool();
// show the GUI and wait for an Action Event
pizza.show():

}

Inside the actionpPerformed method, we need to send the information we gather
trom our GUI back to the server. The server then makes a calculation and sends us
the total for the order. First, we must send information across the socket using the
outstream variable we derived from the socket. Then, just as we did earlier, we
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must turn around and read information from the same socket using the instream
variable.

import java.awt.*; b
import java.net.*;
import java.io.*;

public class PizzaTool extends Frame
implements ActionListener

// RWT Components
skip these for now .

// network components
Socket socket;
DataInputStream inStream;
PrintStream outStream;

PizzaTool ()
{

// initialize the application frame
// create the GUIs
// define Exit button handler

// define Reset button handler
regsetButton = new Button(”Reget Order");
resetButton.setBoundg(160,270,140,60);
add(regsetButton);
resetButton.addActionListener(

new ActionListener()

{
public void actionPerformed(ActionEvent e)
{
ingtructionField,setText ("Select Pizza");
nameField.setText("");
addressField.setText("");
phoneField.setText("");
)
)

public void actionPerformed(ActionEvent e)
{
// handle the Submit button here, build and send the order
// create the socket and attach input and output streams
try
{ // open the socket to the remote host
socket = new Socket("localhost®™, 8205);
in = new BufferedReader(
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new InputStreamReader (socket.getInputStream()));
outStream = new PrintStream(socket.getOutputStream());
}
catch (Exception e)
{
System.out.println(IO Exception: " + e.toString());
}
// Send the order to the serverx
instructionField.setText ("Sending order"):;
try
{
outStream.println(
nameField.getText () + "|" +
addressField.getText () + "|" +
phoneField.getText () + "|" +
size + "|" +
toppings);
}
catch (Exception e)
{
System.out.println("Error: " + e.toString()):
}
// read the price from the server
String totalString = new String();

try
{
totalString = inStream.readLine();
}
catch (Exception e)
{

System.out.println("Error: " + e.toString());

}
public static void main(String args(])

{
// use the constructor to build the GUI
PizzaTool pizza = new PizzaTool();
// show the GUI and wait for an Action Event
pizza.show();

}

Please check out the bold, italicized text that defined the Reset button and its
event handler. This looks a little strange but really isn’t; what you are looking at
is an anonymous inner class being used as the event handler. With the new event
model that came about with JDK 1.1 came some improved event handling. Using
an anonymous inner class, the event handler can be kept right with the code

)
A,
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(this aids maintainability) and eliminates the need for large if /then/else struc-
tures for decoding what caused the event. This makes the code run considerably
faster.

Notice also how we send information to the server. We have created our own pro-
tocol and message format to use to send the three important customer fields, as
well as the kind of pizza ordered, directly to the pizza server. The format is delim-
ited by the bar sign (“1”) and, as we will see in a moment, is interpreted on the
server end.
outStream.println(

nameField.getText () + "|" +

addressField.getText () + “|" +

phoneField.getText () + "|" +

size + "|" +

toppings) ;
Once complete, our application then is able to publish the information it received
from the server.

NOTE: In order to conserve paper (save some trees), we have not shown you
the entire code listing for both the GUI and the network portion of our applica-
tion. As always, a full, working version of this application can be found on the
CD-ROM that accompanies this book.

Socket programming is at the heart of everything we discuss in this book. Every
communication technology involved with computers uses sockets in some fash-
ion. Often, having control over the format and length of messages between clients
and servers is of great importance. We could just as easily have created our pizza
application using a mechanism found in other parts of this book. However, by
using sockets, we had full control over how the communication (protocol) is
implemented.

Clients and Servers in Short

So far we have implemented an application for which we know what is on both
ends. This form of point-to-point communication is one way to create a net-
worked application. We created a message, located the destination for the mes-
sage, and shipped it off. While reliable, point-to-point communication is
important, we also want to be able to form a message and broadcast it. In so
doing, anyone anywhere can grab the message and act on it. This form of broad-
cast communication can also be accomplished using Java sockets and is discussed
in the next section.
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UDP Client

We have spoken so far about TCP communication, which we have mentioned is a
point-to-point, reliable protocol. Well, what makes an unreliable protocol? An
unreliable protocol is one in which you send a chunk of information, and if it gets
lost along the way, nobody really minds. TCP provides an infrastructure that
ensures a communication is sent and arrives safely. Another protocol, User Data-
gram Protocol (UDP), is a “spit in the wind” protocol. One day, you wake up, spit
into the wind, and hope it will land somewhere. Likewise, with datagrams you
can easily form a message, send it, and hope it gets to the other end. There are no
guarantees that it will ever arrive, so be careful when choosing to use a UDP
socket over a TCP-based socket for your application.

Datagrams

In the last chapter, we referred to datagrams as letters that we send to a mailbox.
In fact, a datagram is a chunk of memory, not unlike a letter—a chunk of paper
into which we put information and send off to a mailbox. Just as with the U.S.
Postal Service, there is absolutely no guarantee that the letter will ever arrive at its
destination.

Here’s a sample “receive buffer” datagram:

DatagramPacket packet = new DatagramPacket (buf, 256);

You must give the constructor the name of a byte or character array to receive the
data and the length of the buffer in bytes or characters. You get data as follows:
socket .receive (packet);

where socket is created as follows:

socket = new DatagramSocket():

The patagramsocket class is an endpoint (mailbox) for UDP communication. Like
the socket class (which uses TCP), there is no need for a programmer to specify
the transport-level protocol to use.

After a datagram is received, you can find out where it came from as follows:

address = packet.getAddress{();
port = packet.getPort();

and you can return a reply as follows:

packet = new DatagramPacket (buf, buf.length, address. port);

socket .send(packet) ;

This datagram will go out the same UDP port (akin to a “mailbox”), to the other
process-receiving datagrams on that UDP port number. A UDP server can specify
its service port number in its constructor, in this case port number 31543.

socket = new DatagramSocket (31543);
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NOTE: Datagrams are sort of like that old ™1 Love Lucy” episode in which Lucy
and Ethel go to work in a candy factory. As they stand in front of a conveyor
belt.little candies begin to flow out. Lucy and Ethel are able to wrap and pack-
age the candies as they come out. Soon, their boss speeds up the belt, and
the candies begin to flow out really fast; Lucy and Ethel are unable to keep up.
Similarly, datagrams happen along the port and are picked up by receiver pro-
grams that happen to be listening. Unlike Lucy and Ethel, however, if you miss
one, nothing bad will happen.

Creating a UDP Sender

To pay homage to Lucy and Ethel in our own bizarre, twisted way, let’s create a
cookie factory! In our factory, we will be able to build chocolate chip cookies and
specify the number of chips we want in each one. Then we will send them along
the conveyor belt to be packaged and shipped off to some Java engineer turned
writer who is in desperate need of a Scooby Snack.

Real-world implementations of broadcast communication include stock tickers
that constantly publish stock quotes for NASDAQ or the New York Stock
Exchange. By simply plugging your receiver into the port, you can grab that infor-
mation and do something with it (like displaying it as a ticker tape message across
the bottom of your screen). Modifying our sample program to similarly broadcast
and grab information is quite simple.

To begin our sender program, we must create a Java application for our cookie-
Bakery. The application will have a simple GUI in which you can specify the num-
ber of chips in the cookie using a slider and then simply press a button to send the
cookie to the conveyor belt.

The GUI framework looks like this:

import java.awt.*;
import java.net.*;

public class CookieBakery extends Frame
{
// AWT components

CookieBakery() //constructor

{
// initialize the application frame
// build the GUI and event handlers

sendButton = new Button("Send Cookie"):;
sendButton.setBounds (10,270,290,60);
add(sendButton) ;
sendButton.addActionListener (
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new ActionListener ()

{
public void actionPerformed(ActionEvent e)

{
// determine the number of chips

int numChips = chipsScrollbar.getValue();
String messageChips = numChips + " chips";
// build the message and send it
// display final result
instructionField.setText (
"Sent Cookie with " +
numChips + " chips!");

}
// all events handled by inner classes, this is required

public void actionPerformed(Event e){;)
public static void main(String argsl[])

{
CookieBakery cookies = new CookieBakery();

cookies.show() ;

}
The GUTI itself will resemble that shown in Figure 3-2 with a slider to select the
number of chips and a button to press so that you can “bake” it.

Formatting a UDP Packet. In order to send a packet to the server, we must
create and format one. Packets are created using buffers and contain an array of
bytes. Therefore, any string message that you wish to send must be converted to
an array of bytes. We will do this in a moment. Also, we need to define and obtain

Number of Chips

Figure 3-2 Sample GUI for the CookieBakery.
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the Internet address of the machine on which this application runs. UDP requires
it as part of its protocol.

import java.awt.*;

import java.net.*;

import java.awt.event.ActionListener;
import java.awt.event.ActionEvent;
public class CookieBakery extends Frame
{

// AWT components

CookieBakery() //constructor

{
// initialize the application frame
// build the GUI and event handlers

sendButton = new Button("Send Cookie");
sendButton.setBounds (10,270,290,60);
add (sendButton) ;
sendButton.addActionListener(
new ActionListener()
{
public void actionPerformed{ActionEvent e)
{
// determine the number of chips
int numChips = chipsScrollbar.getValue();
String messageChips = numChips + " chips";

// convert the chip message to byte form
int msgLength = messageChips.length();
byte[] message = new byte[msgLength]:;
message = messageChips.getBytes():

// send a message
try
{
// format the cookie intc a UDP packet
instructionField.setText (
"gSending Cookie...”);
DatagramPacket packet = new DatagramPacket (
message, msglLength,
internetAddress, 8505);

// send the packet to the server
DatagramSocket socket = new
DatagramSocket () ;
socket .send(packet);

catch{Exception exc)

System.out.println("Exror! - " +
exc.tostring());
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}
// display final result
instructionField.setText (
"Sent Cookie with " +
numChips + " chipsl");

}

public void actionPerformed(Event e) (;}
public static void main(String argsl(])
(

CookieBakery cookies = new CookieBakery();
cookies.show();

Sending the Packet to the Server. In order to send the cookie to the con-
veyor belt, we must create a DatagramSocket. Then we can send the packet we just
credted using the send routine.

import
import
import
import
public

(
7/

java.awt.*;

java.net.*;
java.awt.event.ActionListener;
java.awt.event.ActionEvent;

class CookieBakery extends Frame

AWT components

CookieBakery() //constructor

{

// initialize the application frame
// build the GUI and event handlers

sendButton = new Button{”Send Cookie");
sendButton.setBounds(10,270,290,60);
add(sendButton) ;
sendButton.addActionListener (
new ActionListener ()
{
public void actionPerformed(ActionEvent e)
{
// determine the number of chips
int numChips = chipsScrollbar.getvValue();
String messageChips = numChips + " chips";

// convert the chip message to byte form
int msgLength = messageChips.length();
byte{] message = new byte[msgLength];
message = messageChips.getBytes();
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// send a message
try
{
// format the cookie into a UDP packet
instructionField.setText (
"Sending Cookie...");
DatagramPacket packet = new DatagramPacket (
message, msgLength,
internethAddress, 8505);
// send the packet to the server
DatagramSocket socket =new DatagramSocket();
Socket.send(packet);
}
catch(Exception exc)
{
' System.out.println("Errox! - " +
exc.toString());
}

// display final result
instructionField.setText (
"Sent Cookie with " +
numChips + " chips!"):

}
public void actionPerformed(Event e){;}

public static void main(String argsl])

{
CookieBakery cookies = new CookieBakery():
cookies.show();

}

Now that we have created an application that sends a message containing “xx
chips” to a port, we need something on the other end to receive and decode the
message into something useful. After all, we don’t want to waste our delicious
chocolate chip cookies!

Creating a UDP Receiver. The UDP Receiver we will create will listen in on
a port and wait for cookies. When it gets one, our cookieMonster will let us know
by printing a “Yummy, tastes good” message. As with our cookieBakery, the
CookieMonster will listen in on port 8505, a totally random selection. To start our
CookieMonster, first we must create the cookieMonster object with its own appli-
cation main containing the packet that we will read and the socket from which we
will get it. Note that we are importing the java.net.* package once again.
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NOTE: We find throughout this book that servers, in this case a receiver, must be
applications, whereas clients very easily can be applets as well. The reason is
that Java’s security mechanism will not allow a downloaded applet to have
unlimited access to a port on the machine to which it is downloaded. Because
of the Java security model, you are prevented from developing downloadable
servers, This may change with the introduction of browsers that are able to
change those security restrictions.

import java.awt.*;
import java.net.*;
public class CookieMonster

{
public static void main(
String args{]

// our socket
DatagramSocket socket = null;

// our packet
DatagramPacket packet = null;

}

Now we must create and initialize the packet that we will receive. Note that we
have to specify a buffer into which the packet will read the message. A packet by
itself is composed of four elements. The first is shown in the following code.

import java.awt.*;
import java.net.*; bhie wrata frr AR
public class CookieMonster : Sk Csa d 5
{ ;
public static void main(
String args({]

// our socket
DatagramSocket socket = null;

// our packet
DatagramPacket packet = null;

// create a receive buffer
byte[] buffer = new byte[1024];

// create a packet to receive the buffer
packet = new DatagramPacket (buffer, buffer.length);
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Once our packet is put together, we need to sit on a socket and wait for someone
to fill it with information. We use the patagramsocket’s receive routine to hang
on a UDP port and get information. We must pass the packet to the sockets
receive method so that the packet knows where to put the information it gets.

import java.awt.*;
import java.net.*;

public class CookieMonster
{
public static void main(
String argsl()

// our socket
DatagramSocket socket = null;

// our packet
DatagramPacket packet = null;

// create a receive buffer
bytel[] buffer = new byte([1024];

// create a packet to receive the buffer
packet = new DatagramPacket (buffer, buffer.length);

// now create a socket to listen in
try
( A}
socket = new DatagramSocket {8505} ;
}
catch(Exception exc)
{
System.out.println("Exror! - " + exc.toString());
}

// now sit in an infinite loop and eat cookies!
while(true)
{
// sit around and wait for a new packet
try
{
socket .receive {packet);
}
catch(Exception exc)
{
System.out.println("Error! - " + exc.toString());
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So now we have a cookie in our hands, and we have to somehow eat it. To do so,
we must first extract the cookie from the packet by retrieving the packet’s buffer.

Because we specified the buffer size when we created the
packet, the cookieMonster Waits until the buffer is filled before
it returns the packet. This means that if the packets on the
sending end are smaller than the packets we are reading
here, we will end up with a packet, plus a little bit of the

packet that comes down the pike afterwards, causing havoc
in our messaging system. If our buffer is too large on the
sending end, we will receive only a little bit of the message.: It
is important that you synchronize both the receiver and the
sender so that they receive and send the same size buffer.

import java.awt.*;
import java.net.*;

public class CookieMonster
{
public static void main(
String argsi]
)
{
// our socket
DatagramSocket socket = null;

// our packet
DatagramPacket packet = null;

// create a receive buffer
bytel[] buffer = new byte[1024];

// create a packet to receive the buffer
packet = new DatagramPacket (buffer, buffer.length);

// now create a socket to listen in
try
{
socket = new DatagramSocket (8505);
}
catch(Exception exc)
{
System.out.println("Error! - " + exc.toString());
}

// now sit in an infinite loop and eat cookies!
while(true)
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// sit around and wait for a new packet
try
{
socket.receive{packet);
}
catch(Exception exc)
{
System.out.println("Error! - * + exc.toString());
}
// extract the cookie
String cookieString = new String(buffer, 0, 0,
packet.getLength());
// now show what we got!
System.out.println("Yummy! Got a cookie with " +
cookieString) ;

}

Now that we have learned how to create point-to-point and broadcast commu-
nication mechanisms, let’s apply our knowledge to implement our featured
application. In this real-world scenario, we must create a mechanism that
enables a client to change its state and to send that information to a server to be
stored and retrieved at a later date. To develop such an application, we need a
point-to-point protocol because reliability is of the utmost premium. After all,
we don’t want to schedule an appointment and not know if it actually got on
our calendar.

Featured Application

As we discussed in Chapter 1, “Advanced Java,” we will reimplement the same
“featured application” in this chapter and in each of the next four chapters.

We hope that this gives you an insight into the advantages and disadvantages
of each of the major communication alternatives that we present in this book.
Our socket implementation needs to be preceded by a discussion on how we
plan to implement messaging between the client and the server. Once that is
complete, we can implement the client and the server to exchange information
in that format.

Messaging Format

Our messaging format must incorporate the two major elements contained in
our notion of an appointment—the time of the appointment and the reason for
the appointment. Therefore, we will create a message format akin to the Pizza
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Tool’s message. In the Pizza Tool we implemented a few sections ago, we delim-
ited our message with the bar symbol (“|”). Once again, we will use the bar
symbol to separate the time and reason in our message from the client to the
server.

From the server to the client, we need a slightly similar but more robust format.
When the server sends information to the client, we will need to string a variable
number of bar-delimited appointments together. The client can then use the
StringTokenizer object to extract the information it needs.

But, the client cannot accept messages without asking for them first. Therefore,
we need a header to the message. When we schedule an appointment (i.e., send a
message from the client to the server), we precede the message by the word
“store.” When we merely prompt the server to send the client a message (i.e., the
client sends a message to the server telling it to go ahead and reply), we precede
the message with the word “retrieve.”

Therefore, our message will be in one of the following two formats:

store|Take Fleagle to dentist|1

retrieve

The retrieve message prompts the server to send a message back with appoint-
ments strung together but delimited by the bar symbol.

Client

Because implementing the client for the featured application is quite similar to the
Pizza Tool’s client, the code we are about to produce will look remarkably similar
to the code for the Pizza Tool. In order to plug our featured application socket
implementation directly into the Calendar Manager, we must implement the
NetworkModule that we declared in Chapter 1.

public class NetworkModule

{
public void scheduleAppointment (String reason, int time);

public Vector getAppointments();

public void initNetwork();

public void shutdownNetwork();
}
Specifically, we need to implement the scheduleAppointments and getAppoint-
ments methods. We will also have to create and implement a constructor to open
and establish the socket connection. We will first implement the constructor. The
code is basically cut and pasted directly from the Pizza Tool:

import java.awt.*;
import java.util.*;
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// sit around and wait for a new packet
try
{
socket.receive(packet);
}
catch(Exception exc)
{
System.out.println("Error! - " + exc.toString());
}
// extract the cookie
String cookieString = new String(buffer, 0, 0,
packet.getLength());
// now show what we got!
System.out.println("Yummy! Got a cookie with " +
cookieString);

}

Now that we have learned how to create point-to-point and broadcast commu-
nication mechanisms, let’s apply our knowledge to implement our featured
application. In this real-world scenario, we must create a mechanism that
enables a client to change its state and to send that information to a server to be
stored and retrieved at a later date. To develop such an application, we need a
point-to-point protocol because reliability is of the utmost premium. After all,
we don’t want to schedule an appointment and not know if it actually got on
our calendar.

Featured Application

As we discussed in Chapter 1, “Advanced Java,” we will reimplement the same
“featured application” in this chapter and in each of the next four chapters.

We hope that this gives you an insight into the advantages and disadvantages
of each of the major communication alternatives that we present in this book.
Our socket implementation needs to be preceded by a discussion on how we
plan to implement messaging between the client and the server. Once that is
complete, we can implement the client and the server to exchange information
in that format.

Messaging Format

Our messaging format must incorporate the two major elements contained in
our notion of an appointment—the time of the appointment and the reason for
the appointment. Therefore, we will create a message format akin to the Pizza
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Tool’s message. In the Pizza Tool we implemented a few sections ago, we delim-
ited our message with the bar symbol (). Once again, we will use the bar
symbol to separate the time and reason in our message from the client to the
server.

From the server to the client, we need a slightly similar but more robust format.
When the server sends information to the client, we will need to string a variable
number of bar-delimited appointments together. The client can then use the
StringTokenizer object to extract the information it needs.

But, the client cannot accept messages without asking for them first. Therefore,
we need a header to the message. When we schedule an appointment (i.e., send a
message from the client to the server), we precede the message by the word
“store.” When we merely prompt the server to send the client a message (i.e., the
client sends a message to the server telling it to go ahead and reply), we precede
the message with the word “retrieve.”

Therefore, our message will be in one of the following two formats:

store|Take Fleagle to dentist]|l

retrieve

The retrieve message prompts the server to send a message back with appoint-
ments strung together but delimited by the bar symbol.

Client

Because implementing the client for the featured application is quite similar to the
Pizza Tool’s client, the code we are about to produce will look remarkably similar
to the code for the Pizza Tool. In order to plug our featured application socket
implementation directly into the Calendar Manager, we must implement the
NetworkModule that we declared in Chapter 1.

public class NetworkModule
{

public void scheduleAppointment (String reason, int time);

public Vector getAppointments();

public void initNetwork();

public void shutdownNetwork();
}
Specifically, we need to implement the scheduleAppointments and getappoint-
ments methods. We will also have to create and implement a constructor to open
and establish the socket connection. We will first implement the constructor. The
code is basically cut and pasted directly from the Pizza Tool:

import java.awt.*;
import java.util.*;
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import java.net.*;
import java.io.*;

public class NetworkModule

{
// network components
Socket socket;
DataInputStream inStream;
PrintStream outStream;

NetworkModule ()
{
try
(
socket = new Socket{"localhost", 8205);
inStream = new BufferedReader(
new InputStreamReader (
socket .getInputStream()));
outStream = new
PrintStream(socket.getOutputStream());
}
catch(Exception exc)
{
System.out.println("Error! - " + exc.toString());

}

public void scheduleAppointment {
String appointmentReason,
int appointmentTime)

public Vector getAppointments()

public void initNetwork()

§

}

public void shutdownNetwork ()

{

}
}
Now we must implement the scheduleAppointment method that goes to the
server with a formatted message containing the new appointment. Notice how
we put together the message so that it conforms to the messaging format we just
agreed upon.

public void scheduleAppointment (
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String appointmentReason,
int appointmentTime )

try

outStream.println(
»store|" +
appointmentReason + "|" +
appointmentTime + " |");
}
catch(Exception exc)
{

System.out.println("Error! - " + exc.toString());

}

Once.again, the stringTokenizer comes to our rescue as we begin to decode the
server’s message to us in the getappointments method. In order for the server to
send us a message, we must prompt it to do so. That way, a socket connection is
established, and a reply can be sent along the same route. It isnt entirely neces-
sary to do things this way, but it is the preferred and time-honored method. Once
we get our string from the server, we must tokenize it, step through each field,

and convert it into a vector.

A :
public Vector getAppointments() z’ i -
{

// the variable to store all of our appointments in

Vector appointmentVector = new Vector():

// the string to put our appointments in

String appointmentString = new String();

// now get the appointments

try

{
// tell the server we want the appointments it has
outStream.println("retrieve|");
// now listen for all the information we get back
appointmentString = inStream.readLine();

}

catch (Exception exc)

{

System.out.println("Error! - " + exc.toString());
}
J// tokenize the string
stringTokenizer stk =

new StringTokenizer (appointmentString, "|");

// translate into a Vector
while (stk.hasMoreTokens(})
{
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// create a variable to stick the appointment in
AppointmentType appointment = new AppointmentType();
// now get the next appointment from the string
appointment.reason = stk.nextToken{);
appointment.time =
Integer.valueOf (stk.nextToken()).intValue();

// put the appointment into the vector
appointmentVector.addElement (appointment) ;

}

// return the Vector

return appointmentVector;

}

Server

To implement the server, we will blatantly plagiarize code from the pizza applica-
tion earlier in this chapter. Basically, we take all the server code from there,
including the thread portion, and modify it for our needs. First, we need to imple-
ment the Store method. We will store our appointments in a vector for simplic-
ity’s sake. The code snippet that follows is from the run method of the
CalendarThread. {

Vo ratr a7
oy

NOTE: You could just as ecsily use some kind of serialization or even a file to
keep your appointments persistent. When the server shuts down, we will lose all
the appointments in our current implementation. Our server keeps data in a
transient state, meaning that it is not maintained between executions.

// convert to a readable format
try
{
StringTokenizer stk =
new StringTokenizer (newOrder, "|");
String operation = stk.nextToken();
.if (operation.equals("store"))
{ -
String reason = stk.nextToken();
int time =
Integer.valueOf (stk.nextToken()).intValue():
// no exception was thrown so store the appointment
AppointmentType appt = new AppointmentType();
appt.reason = reason;
appt.time = time;
appointmentVector.addElement (appt) :
// put our result on the screen
System.out.println("stored” + reason + "|* 4+ time);
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}
}

catch (NoSuchElementException exc)

Now we must implement the retrieve function. The retrieve function creates a
new string, delimited by the bar symbol, of course, that contains every appoint-
ment in our Vector. It then sends that information back to the client using the
same socket on which it received the original message.

else
{
String returnvalue = new String();
// put together a string of appointments
for(int x = 0; x < appointmentVector.size(); x++)
{
AppointmentType appt =
{(AppointmentType) appointmentVector.elementAt (x) ;
returnvalue += appt.reason + "|" + appt.time + "|";
}
// now write the appointments back to the socket
out.println(returnvValue);

Summary

Sockets are the backbone of any communication mechanism. Everything we talk
about in this book from here on will use them in some way or another. For exam-
ple, in the past some CORBA implementations used UDP for their socket infra-
structure, eliminating complex webs of point-to-point connections. This sped up
their implementation because they spent less time routing messages and more
time sending them. When new objects were added to the system, UDP enabled
them to be plugged in with little effort and little impact on the rest of the system.
Lately, however, the onset of TCP-based IIOP has pushed almost all CORBA ven-
dors to the more reliable protocol.

TCP is a reliable protocol system that has been used by generations of computer
programmers. We all somehow, somewhere get our start in network program-
ming by first using TCP/IP and writing to pipes and sockets. In the next chapter,
we will explore Database access using Java Database Connectivity. JDBC is a tech-
nology that is basic to the concept of enterprise programming (i.e., tying our
applications to our corporate databases). Although hidden from us by the APJ, at
the very heart of JDBC are sockets. From JDBC we’ll examine two examples of
network object technologies. First we’ll look at Java Remote Method Invocation,
an all Java approach to distributed object computing. After RMI we’ll look at the
Java version of the grandfather of distributed object computing, CORBA. What
we’ll see when examining these technologies is that the abstractions of the object



G

Advanced Java Networking

models entirely hides the need to do socket level programming; this is done to
simplify how we program. By eliminating the need to do our own socket pro-
gramming, the abstractions provided by network object models provide a simpler
programming model for us to deal with.
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Today, nearly all companies choose to store their vast quantities of informa-
tion in large repositories of data. These databases are vital to the dissemination of
information via the Internet. Java, as the anointed Internet language, answers the
need to connect information storage to application servers using the Java Data-
base Connectivity framework.

As we will see in these next few chapters, JDBC is a core set of APIs that enables
Java applications to connect to industry standard and proprietary database man-
agement systems. Using JDBC, your applications can retrieve and store informa-
tion using Structured Query Language statements as well as a database engine
itself. Included in this chapter is a brief introduction to SQL and its merits.

Inside JDBC

The guidelines for creating the JDBC architecture all center on one very important
characteristic—simplicity. Databases are complex beasts, and companies that rely
on them generally have an army of personnel ready to administer and program
them. As a result, transferring that complexity to Java via JDBC would violate the
ethos of the language. Therefore, the JDBC architects developed the specification
with the idea that database access would not require advanced degrees and years
of training to accomplish.

97
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Knowing full well that there are a plethora of databases in existence today, the
architectural challenge for JDBC was to provide a simple front-end interface for
connecting with even the most complex of databases. To the programmer, the
interface to a database should be the same regardless of the kind of database to
which you want to connect. Figure 4-1 shows the 50,000-foot view of our JDBC
application model.

Database Drivers

In the world of distributed computing it is easier to understand databases if we
think of them as devices rather than software. First of all, we usually install data-
bases on separate machines that are network accessible, and second, we almost
always access the database through a standardized driver rather than using
native interfaces. If we think of our database as a device, the idea of a driver
makes more sense due mainly to our preconceived ideas (and experiences) with
having to install device drivers every time we want to add a new card or periph-
eral device to our workstation.

Standardized drivers for databases came about in much the same way that many
other ad hoc standards get developed; in the case of databases, Microsoft devel-
oped Open Database Connectivity as a standard for Windows applications to con-
nect to and use Microsoft databases. ODBC became so popular so fast that other
database vendors saw the writing on the wall for proprietary APIs and databases
whose interface was based on proprietary APIs that they quickly came out with
ODBC drivers for their databases. This allowed anyone’s database to be accessed
from a Windows application in exactly the same way that a Microsoft database

Application

]

JDBC

Driver Driver Driver Driver

éaéaééa

Oracle Sybase Access

Figure 4-1 Basic JDBC
application architecture.
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would be accessed. ODBC was designed into Windows, and the coupling between
it and Microsoft databases was extremely tight and performance-oriented. Other
database vendors took a slightly different approach to ODBC; they built an ODBC
interface that then translated ODBC into their native API calls. This puts an extra
layer between the application and the database. This type of driver is the reason
that ODBC has gotten a bad rap on some database platforms.

JDBC takes a number of approaches to database connectivity, and it is important
to remember that JDBC is really a published standard interface to databases simi-
lar to ODBC. There are currently four common approaches to database connectiv-
ity each with a corresponding driver type.

Type 1 Drivers. The JDBC-ODBC bridge driver takes the simple approach of
translating JDBC calls to equivalent ODBC calls and then letting ODBC do all the
work. Drivers of this type require that an ODBC driver also be installed on each
workstation and that some proprietary libraries (Vendor APIs) that help with the
JDBC to ODBC conversion must also be installed. Although effective, these driv-
ers provide relatively low performance due to the extra software layer(s). This
driver is handy for putting together application prototypes for “early on” cus-
tomer demonstrations; because you do not have to install a full blown relational
database management system, this is one place where MS Access is a perfectly
fine tool. There is a caveat with using MS Access databases: Always remember
that an .mdb file is just that, a file (not a database management system). The
ODBC driver makes .mdb files appear to be database management systems. Now
here is the caveat, the ODBC drive must be able to find the .mdb file on a mapped
drive (i.e., the .mdb file can be anywhere on your LAN that the ODBC driver [on
the machine] you are using as your data server can find via a mapped drive). This
means that, if the database is on a machine that only has TCP/IP connectivity, you
are out of luck. This also means that, if you are a UNIX user, you are normally out
of luck and must resort to using RDBMs even for prototypes. See Figure 4-2 for an
architectural view of a type one driver application.

In the case of Microsoft databases like Access and SQL Server, which are designed
around ODBC, the ODBC driver to database connection is direct and the only

Driver JDBC
': APP Mgr H Driver

Figare 4-2 Type 1 JDBC/ODBC bridge.
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extra layer involved is the conversion from JDBC to ODBC. In the case of other
vendors’ databases that have their own native APIs, there can be an additional
conversion from ODBC to the vendor’s native AP

An additional thing we need to remember when programming for the Enterprise
is that, in the case of Java applets, an applet can only make a network connection
back to the machine (IP address) that it was served from. This requires that our
database be running on the same machine as our Web server. This could have
some serious implications from the standpoint of overall performance for a busy
Web site. In most cases, the best solution to this problem is to not use a type 1
driver. Instead, use another driver type and pick a three-tier architecture rather
than the two-tier approach of the type 1 driver.

Type 2 Drivers. Drivers in this category typically provide a partial Java, partial
native API interface to the database. Typical of this type of driver is the driver pro-
vided by IBM for its DB2 Universal Database (UDB). UDB provides a native driver
in the form of the DB2 Client Enabler (CAE), which must be installed on each cli-
ent machine. The CAE installs a rather elaborate set of driver software that allows
access to any DB2 database to which the client machine has network connectivity.
Along with the CAE comes a JDBC driver. The JDBC driver is placed in your vir-
tual machine’s CLASSPATH. Once loaded by the JDBC Driver Manager and a
database connection is established your application has a fairly high-performance
pipe to the database. Figure 4-3 illustrates this architecture.

DB2 (and most other modern databases) can be configured to do connection pool-
ing at the database; this doesn’t really constitute a three-tier solution, it is still a
two-tier (maybe pseudo three-tier) solution.

Type 3 Drivers. Drivers of this type are usually called network protocol driv-
ers and convert the JDBC calls into a database independent protocol that is trans-
mitted to a middleware server that translates the network protocol into the
correct native protocol for the target database. The middleware server is usually
run on an independent, high-performance machine and has the ability to convert
the network protocol to the required native protocols for a number of different
database vendors’ products. It also is the JDBC driver source for the client driver
manager. The middle tier usually uses a type 1 or 2 driver for its connectivity to

f

APP { ,ag‘r’e' H b8e H cre | DB2
TCPAP

DB Server

Client Machine

Figure 4-3 Type 2 DB2 JDBC driver.
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the database. Because many databases are good places to store and retrieve infor-
mation (but are poor connection managers), the middle-tier server often has the
job of being a connection manager for the databases (i.e., when started up, a num-
ber of database connections are established and held open; the middleware then
acts as a router, routing database transactions to already open database connec-
tions). The beauty of this is that the end user never incurs the penalty of estab-
lishing the connection (which is considerable) to the database. Figure 4-4
illustrates this architecture.

Type 4 Drivers. Last but not least is the all Java, type 4 driver (see Figure 4-5).
These drivers require no special software to be installed on client machines and
are typically provided by database vendors or vendors like Intersolv and Hit Soft-
ware that specialize in database drivers. Solutions that use type 4 drivers are typi-
cally two-tier, but with the connection pooling that most databases currently
provide we have that previously mentioned pseudo three-tier architecture. These
drivers are perfect for applet-based clients as everything required by the client is
self-contained in the client download from the Web server.

In the desktop world, a driver enables a particular piece of hardware to interface
with the rest of the machine. Similarly, a database driver gives JDBC a means to
communicate with a database. Perhaps written in some form of native code but
usually written in Java itself, the database drivers available for JDBC are wide and
varied, addressing several different kinds of databases.

The JDBC API is available for users as part of the JDK. The JDBCODBC bridge is
supplied as part of the JDK; other drivers are available from the database vendors
or driver specialty companies.

Al
.
Driver
APP Mgr
Driver Database
Client Tier
Middle Tier Database Tier

Figure 4-4 Type 3 driver.
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Figure 4-5 Type 4 driver.
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The DriverManager Object. At the heart of JDBC lies the DriverManager.
Once a driver is installed, you need to load it into your Java object by using the
DriverManager. It groups drivers together so that multiple databases can be
accessed from within the same Java obiject. It provides a common interface to a
JDBC driver object without having to delve into the internals of the database itself.

The driver is responsible for creating and implementing the Connection, State-
ment, and ResultSet objects for the specific database, and the DriverManager then
is able to acquire those object implementations for itself. In so doing, applications
that are written using the DriverManager are isolated from the implementation
details of databases, as well as from future enhancements and changes to the
implementation itself, as you can see in Figure 4-6.

Database Connection Interface. The Connection object is responsible
for establishing the link between the Database Management System and the Java
application. By abstracting it from the priverManager, the driver can isolate the
database from specific parts of the implementation. It also enables the program-
mer to select the proper driver for the required application.

The Connection.getConnection method accepts a URL and enables the JDBC
object to use different drivers depending on the situation, isolates applets from
connection-related information, and gives the application a means by which to
specify the specific database to which it should connect. The URL takes the form
of jdbc : <subprotocol>: <subname>. The subprotocol is a kind of connectivity to
the database, along the lines of ODBC, which we shall discuss in a moment. The
subname depends on the subprotocol but usually allows you to configure the
database that the application will look at.

’ Java Application ‘

Drive Manager ’

‘ Driver ‘

‘ Connection ‘ ‘ Statement ‘ ‘ ResulitSet ‘

Figure 4-6 The Driver abstracts the Connection, Statement, and
ResultSet objects from the application.
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Database Statement Object. A Statement encapsulates a query written in
Structured Query Language and enables the JDBC object to compose a series of
steps to look up information in a database. Using a Connection, the Statement can
be forwarded to the database and obtain a ResultSet.

ResultSet Access Control. A resultset is a container for a series of rows
and columns acquired from a statement call. Using the Resultset’s iterator rou-
tines, the JDBC object can step through each row in the result set. Individual col-
umn fields can be retrieved using the get methods within the rResultset. Columns
may be specified by their field name or by their index.

JDBC and ODBC. In many ways, Open Database Connectivity (ODBC) was a
precursor to all that JDBC is intended to accomplish. It adequately abstracts the
boring tedium of databases, and the proprietary APIs to those databases, from the
application programmer; it ties many different kinds of databases together so that
you only have to create one source file to access them; and it is fairly ubiquitous.
Recognizing the relative acceptance of ODBC technology, JDBC offers a JDBC-to-
ODBC driver free with the JDK.

With this, JDBC applications can talk to the same database access engine as non-
Java applications. Furthermore, integrating JDBC into your existing business pro-
cess can be done fairly easily because the bridge ensures that no additional work
is required to enable Java Database Connectivity.

NOTE: Because of copyright restrictions, we are unable to supply these drivers
on the CD-ROM, but you may visit the JDBC page on the JavaSoft Web site at
java.sun.com/jdbc and get the latest information on drivers and the pointers
fo them.

As you can see, the JDBC application communicates with the database using the
same existing OLE or COM protocol. Furthermore, any administration issues
associated with the database are negligible because the existing administration
strategy is still applicable. Application programmers need know only that the
ODBC bridge will be used and that they should not tailor their application to it.

Installing the ODBC driver for Windows will be discussed in the next section.
Because it is a Microsoft product, the process is easy, but the reliability is in doubt.
Keep in mind that most mission-critical applications are run using heavy-duty,
workstation-based databases. These databases are expensive and difficult to
administer but they are more reliable than a Microsoft Access solution. In any
event, we will show you how to write applications tailored for Microsoft because

: »
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the general computing populace, and more importantly the audience of this book,
will not necessarily have access to database servers like Sybase, DB2, or Oracle.

JDBC in General

Java Database Connectivity encapsulates the functionality of databases and
abstracts that information from the end user or application programmer. Creating
simple JDBC applications requires only minor knowledge of databases, but more
complex applications may require intensive training in database administration
and programming. For that reason, we have chosen several simple and fun exam-
ples to display the power of a Java solution that will more likely than not be used
by mission-critical applications.

So far we have only addressed the use of JDBC on Windows-based platformes.
We, as application developers and architects, shouldn’t lose sight of the fact
that JDBC works on any platform that supports the version 1.1 (or newer) Java
Virtual Machine. This includes many UNIX platforms from IBM, Sun, and HP to
name a few and mainframe computers like IBM's OS$390, VM/CMS and its
midrange OS/400-based computers. On all these platforms JDBC provides a
consistent interface to relational databases native to these platforms. Almost
all modern relational database management systems provide TCP/IP-based
access to their data stores via SQL. This gives us as enterprise application devel-
opers connectivity from virtually any Java-based client to any relational data-
base on any host platform.

Databases and SQL

Databases are storage mechanisms for vast quantities of data. An entire segment
of the computer industry is devoted to database administration, perhaps hinting
that databases are not only complex and difficult but also best left to profession-
als. Because of this level of difficulty and of our desire to get you started in link-"
ing Java to databases, we have chosen to implement a widely available, easily
administered, and simply installed database. Microsoft Access can be purchased
at your local software retailer. If you want to get started, it’s a good place to start.
From there, you can move on to more complex databases such as Oracle and
Sybase.

In this section, we intend to introduce and create a simple database. In the next
section, you will create a simple Java client that accesses the database and gets
information from it. We suggest that further exploration into JDBC be preceded
by a serious investigation into SQL (any of the currently available texts on Rela-
tional Database Management Systems will suffice; check Amazon.com for cur-
rently available texts). The Structured Query Language enables you to create
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powerful instructions to access databases. Once you grasp SQL, you will be able
to understand the reasoning and theories behind JDBC.

Creating an Access Database

We will need to first start Microsoft Access so that we can create a database to talk
to. This is an important step, but one that those who either do not have access to
or who do not wish to use Microsoft’s database can tailor for their own database.
After starting Access:

1.  Select “Database Wizard” so Access will help you create a database.
2. Select the “Blank Database” icon.

3. Name the database and then you will get a series of tabbed folders. Go to
“Tables” and click on “New.”

4. You will get a spreadsheet-like view in which you can enter your data.

5. Enter your data as shown in Figure 4-7 and then select “Save” to store the
table to the database. Name your table PresidentialCandidate.

As you can see in Figure 4-7, we entered the important statistics from the last
presidential election. The percentage is stored as a whole number, not as a deci-
mal. This allows the application to determine how it will represent the informa-
tion. We also store the electoral votes that each candidate received.

Simple SQL
Now that we’ve put the statistical data about the candidates into our database

table, we can use Access to help us design the queries that we will need for our
GUL. To do so, we need to know a little bit of SQL. This is by no means intended to

fl Cimton
2 Dole 42 189
3 Perot

Figure 4-7 Our database entry.
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be the be-all and end-all of SQL tutorials. This is a Java book, and as such we will
minimize our discussion of SQL. Suffice it to say that, for a programming lan-
guage that has no program control statements and is completely declarative, it is
extremely powerful.

The most often used instruction in SQL is the Select statement. Select enables you

to retrieve a copy of specific portions of a database table. As part of the Select state-
ment, you must specify both the database table from which you want the informa-
tion and a filter for the information (if required). So, when you Select From a table
Where the parameters match your requirements, you get a result back.

SELECT column list FROM myTable WHERE filter

The Where clause of the Select statement may contain what is known as a filter.
Filters are specified as conditionals and enable you to further tailor the match
parameters for a database query. In a moment, we will query a database table for
all the presidential candidates who received electoral votes in the 1996 election.
From a field of three candidates, we will end up with two. Big party politics aside,
our query will return a result based on the parameters we specify.

In theory, that result always will be a database table of its own. For example,
given the following table of presidential election results and the accompanying
SQL statement, we will receive a table in return (see Figure 4-8).

This table is like a local variable. It disappears from memory if we don’t use it
right away. Using JDBC, this results table is saved for us to retrieve the results
data from an object called a ResultSet, which will go away (be garbage collected)
when the object goes out of scope. We could just as easily include this SQL state-
ment within another SQL statement and achieve predictable results. These are
called subqueries and are another powerful tool of which SQL programmers can
take advantage.

The beauty of SQL is its simplicity. Obviously, a language of such great impor-
tance has several nuances that database experts have long known, but it is still
fairly easy to start writing SQL statements, as we will discover in this chapter.

Candidate Popular Electoral
Clinton 49 379
Dole 4 159 l
Perot 8 0

SELECT Candidate, Popular, Electoral
FROM Presidential Candidate
WHERE Electoral > 0

Figure 4-8 SQL statements can be made to return entire tables.
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Generating SQL. In order to create the necessary queries for our Access data,
we must do the following steps. This will let us call these super queries rather
than being forced to specify SQL in our Java code. There are advantages and dis-
advantages to this approach, which we will discuss in a moment.

1. Select the “Queries” tab in the main database view.
2. Select “New.”

3.  Select “Design View.”

4. Immediately select “Close” in the “Show Table” view.

Go to the “Query” menu and select “SQL Specific” and then “Union.”

Now we are presented with a little text input area in which we can enter our
query. Using the limited amount of information we have just learned, we must
create three queries, one for each candidate, that will retrieve the important statis-
tics for us. We have shown the clintonQuery in Figure 4-9, and you can see what
your database will look like when all three queries are completed.

Note that we have limited the number of queries. You could just as easily create
more complex queries, and if you know SQL pretty well, we encourage you to do
s0. Otherwise, it is probably best to get this “proof of concept” example down pat
before proceeding.

Introduction to the ODBC Driver. Once the database is completed, we
must make it available via the database server. To do so, we must edit the ODBC
Control Panel. The ODBC Control Panel assigns our database to the driver, allow-
ing invocations on the database to pass through the driver right into the database.
Unless the database is made public to the ODBC driver, this cannot happen
because the system will not know about the database’s existence.

4, Microsolt Access

i 1 @ i CtintonQuery - Select Que',y, e
SELECT [Percentage], [Electoral]
FROM PresidentiaiCandidate
{WHERE Candidate="Clinton"’

Figure 4-9 Getting statistics on Bill
Clinton from the database.
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To assign the database to the driver, select the driver Control Panel. The Control
Panel should have been installed with Access. If it is not there, check your
Microsoft Access installation instructions. Inside the Control Panel, select “MS
Access 7.0” and “Select” the proper database from within the Setup dialog box
(see Figure 4-10).

Once completed, the ODBC driver will be aware of the database you have created
and await invocations on it. As long as the incoming queries specify the “Election-
Database” database, they will be dispatched to the database and from there to our
SQL queries.

Summary .

ODBC is a proprietary database management protocol. It enables you to access
information on databases from within Microsoft Windows. Once ODBC is set up

on our machine, we can get information from the database by creating Java appli-
cations that interface to it.

One thing to make sure that you remember when using Access like this is that
Access is a personal database and not a full blown relational database manage-
ment system like Oracle, DB2, and SQL Server. The mdb file that Access uses as its

UserDSN  SystemDSN | Fie DSN | Diivere | Tracing | Connection Pooling | About |

System Data Souces:
Contra . Ao |
[ Diiver ]
Calendar Mictosoft Access Dives I~ mabl 2 Bemove | %, Pt
2l DBC Microsolt Access 97 Setup
" ot Acce et
Mg 32 | || Nothwed
sources and Diata Sowrcs Name: [ElectionDatabase I oK I
Desciiption: [Presidental Election
Microsoft Hor [ iahE Cancel I
|
i_ n. £ \Adw) avalDjdbe \datab ‘A e i m '
| _Select, | Cisate. |  Bepar. | Compeet.| |
{ e S Tils ASAT S | Advnced. |
#nDDBI =
H\onﬁul Y
on thism
e e [ Mong
(0w |
|

Figure 4-10 Starting the ODBC driver.
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data storage element is just a file, it is the ODBC driver that makes it look and act
like a database.

Retrieving Information

At first glance, you probably wonder where the “server” part for this section is.
Well, we created it when we created our database! The database is the server.
The beauty of JDBC clients is that they link directly with databases. In client-
server terms, this is referred to as a “two-tier” model in which the client is the
first tier and the database itself is the second tier. In the rest of the book we will
promote the three-tier model in which clients do nothing but look good and
interface with servers. The servers contain all the business logic, and the data-
bases only store data.

In JDBC and the two-tier model, the client contains all the business logic and is
responsible for contacting and accessing the database. Our JDBC client uses SQL
queries to contact our Microsoft Access database. The downside to this is the com-
plexity of the client and the scalability of the system. With potentially hundreds of
clients banging on the same database, the database could get overloaded. With a
three-tier model, the database is queried by only one application—the server—
and the server is responsible for (and is more capable of) handling hundreds of
simultaneous requests.

In any event, we will present you with a more thorough look at the advantages
and disadvantages of the two- and three-tier models in Chapter 14, “Making an
Architectural Decision.” In this section, we show you how to go to a database and
get information. In the next section, we will show you how to put information
into the database.

Creating the User Interface

Our user interface should be simple and elegant. Once again, we don’t want to
confuse people with what we are trying to do. We will create a button for each
candidate. Upon activation of the button, the client will execute SQL statements
on the server and get information. Then it will display the information in the text
fields provided. See Figure 4-11 for a sample GUI.

The user interface will enable us to underscore the simplicity of JDBC. We have
seen how it can handle the most complex of cases, but here we once again keep
our examples fun and easy.

As we proceed, we will show you how to implement the two important func-
tions in this application. The PresidentialElection application’s constructor
and its corresponding action method will initialize and invoke the database,
respectively.

: »
o=
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Popular Vote: |
Electoral Vote: ‘

Figure 4-11 Sample GUI for the
PresidentialElection application.

public class PresidentialElection
{
Button clintonButton;
Button doleButton;
Button perotButton;
TextField popularField;
TextField electoralField;
PresidentialElection{()
{

// create the user interface here

)

public void actionPerformed(ActionEvent e)
{

String arg = e.getActionCommand();

if(arg.equals("Clinton"))

{

}

else if(arg.equals("Dole"))

{

}

else if(arg.equals("Perot"}))

{

}

}
Database Security

Because we are writing an application, handling our own security is not a require-
ment. However, if we wanted to write an applet, we would need to use a
SecurityManager to set our access to the host database. Because Java applets are
able to connect only to their host machine, our security manager is required to
make sure we have access to the database on the host machine. By setting the
security manager, you can check to see if you have access to the database before a
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query is executed. Keep in mind that the security manager deals with security as
it relates to Java. Database access security (userid and password) is handled
through the instantiation of the Connection object.

Using the JDBC Driver

As we discussed earlier, we must include the JDBC driver in our application. To
do so, we obtain a Connection object from DriverManager. The DriverManager
takes a URL and translates it into a handle for an actual database. Then we can
invoke our SQL statements on the database and retrieve information. From the
Connection Object, we can retrieve Statement, PreparedStatement, and call-
ablestatement Objects to help us format our SQL queries.

As JDBC gains more acceptance, database vendors will provide drivers for Java
applications to use to contact their databases. Often, there will be some overlap
between these different drivers. Choosing the proper driver can be a difficult task,
but JDBC enables you to create a colon-separated list of drivers through which
JDBC will search for the first available driver.

Here, we will use the standard ODBC driver included with JDBC. This will enable
us to connect to ODBC databases such as the Microsoft Access database we just cre-
ated. As long as our ODBC driver has been set up to await this kind of query, this
will succeed. We will need to load the specific class for the database “manually.”

import java.sqgl.*;

public class PresidentialElection
{

Button clintonButton;

Button deoleButton;

Button perotButton;

TextField popularField;

TextField electoralField;

// the connection to the database

Connection dbConnection;

PresidentialElection{()

{
// create the user interface here
// create the URL representation of our database
String url = "jdbc:odbc:PresidentialCandidate";
// load the database driver
Class.forName ( "sun.jdbc.odbc.JdbcOdbeDriver”) ;
// make the connection to the database

dbConnection = DriverManager.getConnection(
url, "username" "password");
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public void actionPerformed(ActionEvent 2)
{

String arg = e.getActionCommand());

if (arg.equals("Clinton"))

{

}

else if(arg.equals(“"Dole”)}

{

}

else if(arg.equals("Perot"))

{

}

}

After we created the URL representation for our database, we needed to connect
to the database itself. Once that is done our application is linked to the database
and can make invocations at will.

Creating Queries

Now, we must fill in the actionPerformed so that we can make the query on the
database. Here, we will specify the SQL query right in the executeQuery method.
We could also do this by just executing the queries we created and stored in the
database itself. Since we may be beginners with JDBC, I think it is more meaning-
ful to start out showing the queries along with the code.
import java.sql.*;
public class PresidentialElection \
(

Button clintonButton;

Button doleButton;
Button perotButton;

TextField popularField:;
TextField electoralField;

GubernatorialElection()

{
// create the user interface here

// create the URL representation of our database

String url = "jdbc:odbc:GubernatorialCandidate”;

// load the database driver
Class. forName ( "sun.jdbc.odbc.JdbcOdbcDriver") ;

// make the connection to the database
Connection connection = DriverManager.getConnection(
url, "username” "password");
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public void actionPerformed{ActionEvent e)
{

String who = new String("");

String arg = e.getActionCommand();

if (arg.equals("Clinton")) who = "Clinton";
else if{arg.equals("Dole")) who = "Dole";
else if(arg.equals("Perot")) who = "Perot";
else System.out.println{"Error");

try

{
Statement statement = dbConnection.createStatement();
String s = "select percentage,electoral " +
"from PresidentialCandidate " +
"where candidate='" + who +"'";
ResultSet result = statement.executeQuery(s);
popularField.setText(who + " "™ + result.getInt(l));
electoralField.setText (who + "™ " + result.getInt(2));
}
catch (SQLException se)
{
System.out.println{"SQL Erxor: " + se.toString()):;

}

In place of the Select statement, we could just as easily have executed the query
that we had earlier stored in the database. As already mentioned, we choose not
to help improve the learning experience.

Database and SQL Overview

Once we are able to interface with the database, we should be able to put informa-
tion in it. Databases are not static entities. They are ever changing, and in keeping
with that trait, Java provides some pretty cool tools to get to databases and
change the data stored therein.

Storing Information

JDBC also gives you a means to store information in a table. Once again, this is
done using standard Structured Query Language statements. By using SQL, JDBC
makes sure that its own learning curve is pretty small. JDBC gives you much flex-
ibility in creating statements.

Let’s say that suddenly we discover that Bill Clinton is really Daffy Duck! The
700,000 people who wrote in “Daffy Duck” on their ballot as their choice for Pres-
ident of the United States really voted for Bill Clinton. As a result, the percentage
by which Bill Clinton won the 1996 election changed. We need to create a JDBC
query to modify the percentage.
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Creating the Connection

The first thing we must do is create the connection as we did before. We will also
add a button to change the percentage of votes for Bill Clinton. We could with a
slight bit more complication and effort create a more customizable change area. It
could have text fields for each entry and a submit button. Using the data in the
text field, we could change the data in the table. For now, however, that is more
complex than is needed.

public class PresidentialElection

{

Button clintonButton;
Button doleButton;
Button perotButton;
Button changeButton;
TextField popularField;
TextField electoralField:

PresidentialElection()

{

}

// create the user interface here

// create the URL representation of our database
String url = "jdbc:odbec:PresidentialCandidate™;

// load the database driver
Class.forName ("sun. jdbc.odbc.JdbcOdbcDriver”) ;

// make the connection to the database
Connection connection = DriverManager.getConnection(
url, "username” "password®);

public boolean action(

Event evt,
Object obj

if(evt.taxrget == clintonButton)
{
same as before
}
else if(evt.target == doleButton)
{
same as before
}
else if(evt.target == perotButton)
{

same as before
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else if(evt.target == changeButton)
{
}

}

We also needed to insert event-handling information for the new button. As you
can see, there is no change between the connection for retrieving information and
the connection here for setting the information.

Forming a Statement

The burden, in JDBC, is placed on the formation of statements. As database pro-
grammers expect, there is no need to learn anything new or confusing. Java is
treated as nothing more than a container for an SQL statement. The SQL state-
ments we create here as well as when we stored information are nothing fancy,
nothing special, and no more interesting than a normal SQL statement.

In order to change the information in a database, we need to use the SQL Update
statement. We must specify a column and row to change. But, instead of encapsu-
lating the SQL statement with a regular JDBC statement, instead we will use a
PreparedStatement. PreparedStatements give you the ability to insert parameters
within the statement itself. The following example contains two parameters, pop-
ularvote and candidate:

UPDATE PresidentialCandidate

SET popularvote = ?

WHERE candidate = ?

The popularvote field is marked as field number one, and candidate is field num-
ber two. To set the fields, we use the set methods supplied with JDBC along with
the number of the field you want to change: setlnt, setString, etc. To define the
fields, use the question mark.

Now we can create a PreparedStatement. Note, however, that in this chapter we
are not using precreated queries. Instead, we will create the query directly from
JDBC. As we discussed earlier, either approach is completely acceptable. The
choice is not one of effort but rather of programming approach. If your business
makes heavy use of precreated queries, obviously you will choose to invoke them
from JDBC. If database interaction is not as important, then there is really no need
to define queries ahead of time.

public class PresidentialElection
{

Button clintonButton;

Button doleButton;

Button perotButton;

Button changeButton;
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Creating the Connection

The first thing we must do is create the connection as we did before. We will also
add a button to change the percentage of votes for Bill Clinton. We could with a
slight bit more complication and effort create a more customizable change area. It
could have text fields for each entry and a submit button. Using the data in the
text field, we could change the data in the table. For now, however, that is more
complex than is needed.

public¢ class PresidentialElection

{

Button clintonButton;
Button doleButton;

Button perotButton;
Button changeButton;

TextField popularField;
TextField electoralField;

PresidentialElection()

{

}

// create the user interface here

// create the URL representation of our database
String url = "jdbc:odbc:PresidentialCandidate”;

// load the database driver
Class. forName (“sun. jdbc.odbc.JdbcOdbcDriver") ;

// make the connection to the database
Connection connection = DriverManager.getConnection (
url, "username” "password");

public boolean action(

Event evt,
Object obj

if (evt.target == clintonButton)
{
same as before
}
else if(evt.target == doleButton)
{
same as before
}
else if(evt.target == perotButton)

{
same as before
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else if(evt.target == changeButton)
{
}

}

We also needed to insert event-handling information for the new button. As you
can see, there is no change between the connection for retrieving information and
the connection here for setting the information.

Forming a Statement

The burden, in JDBC, is placed on the formation of statements. As database pro-
grammers expect, there is no need to learn anything new or confusing. Java is
treated as nothing more than a container for an SQL statement. The SQL state-
ments we create here as well as when we stored information are nothing fancy,
nothing special, and no more interesting than a normal SQL statement.

In order to change the information in a database, we need to use the SQL Update
statement. We must specify a column and row to change. But, instead of encapsu-
lating the SQL statement with a regular JDBC statement, instead we will use a
PreparedStatement. PreparedStatements give you the ability to insert parameters
within the statement itself. The following example contains two parameters, pop-
ularvote and candidate:

UPDATE PresidentialCandidate

SET popularvote = ?

WHERE candidate = ?

The popularvote field is marked as field number one, and candidate is field num-
ber two. To set the fields, we use the set methods supplied with JDBC along with
the number of the field you want to change: setlnt, setString, etc. To define the
fields, use the question mark.

Now we can create a PreparedStatement. Note, however, that in this chapter we
are not using precreated queries. Instead, we will create the query directly from
JDBC. As we discussed earlier, either approach is completely acceptable. The
choice is not one of effort but rather of programming approach. If your business
makes heavy use of precreated queries, obviously you will choose to invoke them
from JDBC. If database interaction is not as important, then there is really no need
to define queries ahead of time.

public class PresidentialElection
{

Button clintonButton;

Button doleButton;

Button perotButton;

Button changeButton;

)
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TextField populaxField;
TextField electoralField;

PresidentialElection()
{

// create the user interface here

// create the URL representation of our database
String url = ""jdbc:odbc:PresidentialCandidate”;

// load the database driver
Class. forName ("sun. jdbc.odbc.JdbcOdbcDriver”) ;

// make the connection to the database
Connection connection = DriverManager.getConnection(
url, "username” "password");

}

public boolean actionPerformed(ActionEvent e)
{
String arg = e.getActionCommand();
if (arg.equals("Clinton"))
{
same as before .
}
else if(arg.equals{"Dole"))
{
. same as before .
}
else if(arg.equals("Perot"))
{
same as before
}
else if(arg.equals("Change”))
{
// create the statement
PreparedStatement pstate =
connection.prepareStatement (
"UPDATE PresidentialCandidate " +
"SET popularvote = ? " +
"WHERE candidate = ?");

// set the parameters for the statement
pstate.setInt (1, 50);
pstate.setString(2, "Clinton");

// execute the statement
pstate.executeUpdate();
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Now that we can create a simple system of clients that change information in a
database, we can try to create a client for our featured application that will store
and retrieve its information from a similar database. By creating this purely two-
tier model, it can be compared to the applications we created in Chapter 3 for
using sockets.

A JDBC Version of the Featured App

As we have seen in the previous sections, creating a JDBC interface to a database

is fairly easy. The difficult parts involve setting up the database and installing the
driver. Although we won’t discuss the finer points of drivers or database adminis-
tration, we will create the database as well as the interface to it.

Creating the Database

Once again, we will create the database and associated queries using Microsoft
Access as shown in Figure 4-12. As before, our decision to use Access is due
largely to its ubiquity and ease of use. We want you to be able to create interfaces
to databases quickly and easily, and Microsoft Access provides a simple means to
do so. As with all third-party products, if you require assistance with Access, con-
tact Microsoft. In any event, if you have access to Sybase, Oracle, or another data-
base, feel free to use it. You should not have to modify the code, but you will have
to install a driver for the database you plan to use.

We will store our appointments in the database using two keys—the reason for
the appointment and the time of the appointment. This conforms to the interface
to the Network module. In a moment we will discuss how to map the network
module to the database. For now, take a look at the Access table in Figure 4-13.

g calendar - Databaze

mm"”l@ml B Foms | B Reports | 2 Mazos | &b modkles |

schedule’ o
(== ’

Figure 4-12 Our new database.
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1{Dentist

0 Wake-up_
1.Grocery Shoppi
2  Change Oil

2 Supper

T

1

Figure 4-13 Table for our appointments.

We must create our query either within the database or within our program (Net-
workModule) to get appointments to the client interface. My preference, for the
purpose of this text, is to code it into the program. This isn't as efficient from the
standpoint of execution performance, but it keeps everything in the Network-
Module.

SELECT TIME, REASON

FROM SCHEDULE

ORDER BY TIME

We'll use the ORDER BY clause of the SELECT statement to get our appointments
for the morning, afternoon, and evening grouped together like a real appointment
scheduler would.

Mapping the Network Module to Database Queries

Now we need to connect the network module to the database. Remember that a
driver must be installed for the database. Without it the database access queries
cannot function. Our network module’s interface looks like this:

public class NetworkModule

{
public void scheduleAppointment (String reason,int time);

public Vector getAppointments();

public void initNetwork();

public void shutdownNetwork();
)
Obviously, we will map the scheduleAppointment method to a PreparedState-
ment query, but we will map the getAppointment method to the Getappointments
query. We will pass our constructor’s code directly to the initNetwork method,
and we must close our connection to the database (the shutdownNetwork
method is the logical place to include that code).
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Developing the Client

The majority of our client application was developed in Chapter 3, leaving us to
modify the Networkuodule. Doing so is just as simple as before. Let’s first take a
look at the network module’s code without the modifications. We must incorpo-
rate the JDBC classes as well as the classes for the driver.

import java.sql.*;

public class NetworkModule
{
NetworkModule ()
{
}
public void scheduleAppointment (
String reason, int time)
{
}

public Vector getAppointments()

{

}

public void initNetwork()

(

}

public void shutdownNetwork ()

{

}
}
Once our client is ready, we must fill in the information for each function. First,
we will schedule appointments using the scheduleAppointment query that we
created earlier. Essentially, the network module acts as a pass-through from the
rest of the application directly to the database. Normally, we would try to incor-
porate some kind of middleman to handle the pass-through from our GUI to the
database, but for simplicity’s sake we will not develop a three-tier application
here. In the future, if you desire a three-tier application, your middle-tier server
would make these calls.

Establishing the Connection

First, we must create the connection to the database and link our network module
to it. This ensures that we have a clear path to the database. Any errors here
should be caught and thrown back. We also must make sure to load the database
driver manually by specifying its entire class name.

import java.sql.*;

public class NetworkModule
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// create the connection to the database
Connection dbConnection;

NetworkModule ()

{
// init the network connection to db
initNetwork();

}

public void scheduleAppointment (
String reason, int time)

{

}

public Vector getAppointments()
(
}

public void initNetwork()

{
// load the database driver
Class.forName ("sun.jdbc.odbc.JdbcOdbeDriver®) ;
// create the URL representation of our database
String url = "jdbc:odbc:Schedule”;
// make the connection to the database
dbConnection = DriverManager.getConnection(

url, "username" "password");

}

public void shutdownNetwork ()
{
}

Making an SQL Invocation

Invoking the database is relatively straightforward and not unlike our earlier
invocation of the PresidentialElection database. Here, we substitute our own
invocation. The difference in this invocation, however, is that we will retrieve a
complex type from the SQL query. As a result, we must translate the complex
type into the Vector that is expected as a return value for the getAppointments
invocation.

import java.sql.*;

public class NetworkModule

{

// the connection to the database
Connection dbConnection;

NetworkModule ()
{
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// init the network
initNetwork();
}

public void scheduleAppointment (
String reason, int time)

{

}

public Vector getAppointments()
{
// create a vector to pass back
Vector appointmentVector = new Vector();
try
{
// create the statement
Statement statement = dbConnection.createStatement():;
String 8 = "SELECT TIME, REASON " +
"FROM SCHEDULE " +
"ORDER BY TIME";
// get the result
ResultSet result = statement.executeQuery(s));
// walk through the result set for the information
while(result.next())
{
// create a variable to hold the appointment
AppointmentType appointment = new AppointmentType();
// get the next appointment from the results set
appointment.time = result.getInt("TIME");
appointment.reason = result.getString();
appointmentVector.addElement (appointment);

}
catch (SQLException e)
{
System.out.println("Erxor: " + e.toString());
}

}

public void initNetwork()

{
// load the database driver
Class. forName ("sun. jdbc.odbc.JdbcOdbcDriver”) ;
// create the URL representation of our database
String url = "jdbc:odbc:Schedulern;
// make the connection to the database
dbConnection = DriverManager.getConnection(

url, "username" "password”);
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public void shutdownNetwork()

{

}
}
Notice how the current invocation steps through the ResultSet and makes it into a
Vector. When your applications need to handle more complex results from an SQL
query, you will need to do much of the same.

Invoking S@QL to Make a Change

Now we must implement the Java side to our setAppointment operation. Our set-
Appointment query assigns a new entry into the database.
public void scheduleAppointment (

String reason, int time)
{
}
We must first take the reason and time variables and translate them into an SQL
statement. Unlike our previous database modification example, here we must
insert an element, not simply change an existing one. To do so, we need to use the
SQL Insert statement.

INSERT INTO Schedule
VALUES (1, 'Meet with marketing');
We will once again use the PreparedStatement object to put together a statement.
public void scheduleAppointment (
String reason, int time)
{
try
{
Statement insertStatement = dbConnection.createStatement();
String insert = "INSERT INTO SCHEDULE " +
"VALUES('" + appointmentTime + "','"
+ appointmentReason + "')";
insertStatement.executeUpdate (insert);
}

Shutting Down the Connection

In JDBC, we must close the connection to our database. This ensures that the data-
base management system has sufficient connections for other applications to con-
nect to it. For high-availability databases, this is quite an important characteristic.
The database must be available at all times, and even though our connection dis-
appears when the application shuts down, we must still publish an interface to
the database connection that will allow us to eliminate it.
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public void shutdownNetwork()
(
}

Summary

Databases are storage mechanisms designed to enable you to warehouse vast
quantities of data. By linking Java applications to them, you can create programs
that are instantly useful. Today, there are hundreds of applications that interface
with databases using outdated, archaic applications.

In the next two chapters we will explore combining Java, JDBC, and network
object technology to develop enterprise class applications.

-
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As we were all growing up, there was always a person (a friend, a foe, or a
parent) who knew just how to push our “buttons” to get a desired reaction out of
us, sometimes good and sometimes bad. The actions we were manipulated into
doing were things that were built into our personalities. This idea of pushing
someone else’s buttons is exactly the idea behind Remote Method Invocation.
Think of yourself as an action/reaction server and the things you could be manip-
ulated into as your methods; now think of your antagonist as a client to your
server. If the client sends the right messages, it can get the server to do anything
that is in the server’s set of known actions.

Java Remote Method Invocation is a simple, yet powerful, Java-based framework
for distributed object design. Although it shares many traits with its cousin, Java
IDL (Chapter 6), it has distinct advantages over IDL in several key areas, notably
usability. Java RMI-based objects can be quickly deployed and managed across
networks. It has several shortcomings that we will discuss later, but Java RMI is a
fast and adequate introduction to Distributed Object Programming.

In this chapter, we will discuss the architectural decisions behind RMI and why
they were made. We will also guide you through the process required to create a
simple client/server system using the Remote Method Invocation mechanisms.
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Distributed Objects

Remote Method Invocation (RMI) is similar to other distributed object technolo-
gies; it, however, enables you to create applications that communicate with one
another without the overhead of CORBA. A remote method invocation is similar
to Remote Procedure Call (RPC) used frequently in C/C++. Instead of creating
and instantiating an object on your local machine, you create it on another
machine and communicate with that object through its interface, just as if it were
a local object. This gives the effect of creating a local object that we then take hold
of with both hands and stretch out across the network. We then drop one end on
one host (client) and the other end on another host (server); the two ends are still
connected and make up a single object. Even if we replicate the client part of the
object on multiple hosts, we still have only one object.

So, with the advantages of the Java language, you will be able to create distrib-
uted objects that communicate with one another. Unlike CORBA, your applica-
tions must be written in Java, but that may not be a bad thing in the end. It will be
difficult to re-implement your legacy applications because they must be rewritten
in Java. Yet, being able to write distributed applications without expending any
real effort is highly attractive. If Java is your language of choice, then RMI may be
your best communication alternative.

What Is RMI?

In the good old days of programming, all the things you wanted to do resided in
one program. If you needed a file, you simply opened it. If you needed to opti-
mize your program, you either reduced functionality or sped it up. Lately, the
notion of distributed programming has taken the industry by storm. Instead of
opening a file, you open another application. Instead of reducing functionality,
you farm out the work to another application and keep tabs on the process by
communicating with it. Figure 5-1 illustrates the differences between local and
remote object invocation.

Java RMI enables you to farm out work to other Java objects residing in other pro-
cesses, or in other machines altogether. Not only can you execute steps in parallel
using threads, but you can also farm out work to other processes that will execute
steps in parallel on a different machine!

Sure, many of the alternatives presented in this book enable you to do the same
thing, but why would you want to do all that work when you can let Java—the
same language you’'ve spent so much free time learning anyway—do all the work
automatically? Where CORBA flaunts its language independence, RMI makes no
effort to hide the fact that you are locked into a Java-only solution.



5 o Java RMI: Remote Method Invocation
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Figure 5-1 [nvocations on remote objects appear the
same as invocations on local objects.

How Does RMI Work?

When your client invokes your server, several layers of the RMI system come into
play. The first, and most important to the programmer, is the stub/skeleton layer.
The stubs are Java code that you fill in so that you can communicate with the
other layers. For example, in Chapter 6, “Java IDL: Interface Definition Lan-
guage,” you will see how the IDL to Java compiler generates code that we will
later fill in and use as the framework for a distributed application.

Likewise, the Java RMI system automatically enables you to use several helper
functions. By inheriting from the RMI classes, your class implements the stubs or
skeletons. To put it simply, stubs are reserved for client code that you fill in, and
skeletons refer to server code.

Once the stubs and skeleton layers are completed, they pass through the other two
layers in the RMI system. The first of these layers is the remote reference layer. The
remote reference layer is responsible for determining the nature of the object. Does
it reside on a single machine or across a network? Is the remote object the kind of

object that will be instantiated and started automatically, or is it the kind of object
that must be declared and initialized beforehand? The remote reference layer han-
dles all these situations, and many more, without your intervention.

Finally, the transport layer is similar to a translator that takes your RMI code, turns
it into TCP/IP (or whatever communication mechanism is used), and lets it fly
over the network to the other end. Because the RMI system supports a technique

)

L4



Advanced Java Networking

called object serialization, any objects passed as parameters to a remote method,
no matter how complicated, are converted into simple streams of characters that
are then easily reconverted into their original object representation. The real impli-
cation of this is that only objects that are serializable can be passed as arguments.
This can pose problems at times; for example, at times it would be convenient to
pass a stream to a server object, but streams are not serializable, so we can't.

As you can see in Figure 5-2, a client that invokes a remote server first talks to its
stub code, which, in turn, sends the message to the remote reference layer, which
then passes it through the transport mechanism to the other machine. The other
machine takes what it gets through the transport layer and retranslates it into the
remote reference layer representation, which passes it on to the skeleton code
where the request finally makes its appearance at the remote method.

Stub/Skeleton Layer. When your client begins to invoke a server on a remote
machine, the API with which you, as programmer, are concerned is the stub/skel-
eton code. By inheriting from the appropriate RMI class, your object obtains sev-
eral RMI methods that you are required to fill in.

When the invocation is actually made, the remote object (depending on how the
server has been designed) could be a replicated object. A replicated object is an
object that has several instances executing at the same time (possibly created by a
factory process). For example, a given application may have several instances of
the Java String class within its threads of execution. If the String class were a
remote server object, a client that invokes it should not have to worry about its
various instances. The stub/skeleton layer precludes this notion of replicated
objects. When you write your application and code, the necessary tools to talk to a

Skeletons

Remote Reference

Remote Reference

Transport

Figure 5-2 Java RMI architecture.
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remote object, you need not concern yourself with the implementations on the
remote side.

The stub/skeleton layer also abstracts you from the various transport mecha-
nisms in the other layers. In short, the stub and skeleton layers both make sure
that your program is platform-independent.

Remote Reference Layer. The reference layer serves two purposes. First, it
handles the translation from the stub and skeleton layers into native transport
calls on the hosting architecture. The early version of RMI was not as platform-
independent as it purported to be. The problem lay in the Java Developer ‘s Kit,
and not in the RMI system itself. With the introduction of the next major revision
of the JDK, the RMI system now functions properly. The RMI system is truly
platform-independent as it, and the Java language, were meant to be.

The reference layer also is in charge of carrying out remote reference protocols.
These protocols may be point-to-point communication (i.e., local object to remote
object invocations). Or, the reference protocol may refer to replicated objects. The
RMI system ensures that, when you invoke a remote object that happens to be
replicated, all the replicated instances will hear the same message. The replication
strategy is customizable, but we refer you to the RMI System Architecture section
of the RMI specification.

There is a corresponding server-side reference layer that accepts the client-side
instructions and retranslates them into programmer code. It ensures that the invo-
cations are made reliably, and that the RMI system knows about any exceptions.
Exceptions are thrown from this level for any problems in establishing connec-
tions, fulfilling invocation requests, or closing connections.

Basically, the reference layer is responsible for bridging the gap between program-
mer code and network communication. It is a go-between of data, taking what
you want to do, and making sure it can be done using the network.

Transport Layer. When the first miners found gold in California, they
exclaimed “Eureka!” Well, Eureka! This is where the action is. Even though you
are not able to manipulate these routines yourself, it is important to understand
how the transport is implemented. From here, you will understand the limitations
of RMI and be able to make an architectural decision based on them.

The transport layer is responsible for setting up connections, maintaining them,
alerting applications of problems, listening for connections, and shutting them
down. The transport layer consists of four components: the objects, the space
between local and remote address spaces, the physical socket, and the transport
protocol. Figure 5-3 illustrates a simple transport model.

G
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Client Server
/7 Channel
Transport
Endpoint

Figure 5-3 The transport layer is responsible
for all connection-related functions.

The objects, or endpoints, are the beginning and end of an invocation. Between one
object’s transport endpoint to another’s transport endpoint resides the entire com-
munication mechanism on which RMI is based. The channel between the address
spaces is in charge of upholding the connection and monitoring for signs of trou-
ble, say the loss of an object or maybe the loss of the physical connection itself. The
socket connection is basically the same kind of socket we saw in Chapter 3. As we
mentioned before, sockets really are the basis for all communications in Java.
Finally, the transport protocol is the language in which sockets talk to one another.

Local vs. Remote Objects

So, what are the semantic differences between local and remote objects? All along
we have stressed that at the heart of the entire system is the notion that to the cli-
ent programmer, everything looks exactly like normal, nonremote Java code. In
fact, even Java IDL’s client applications look no different than local Java code.

Java Remote Method Invocation is quite interesting in a semantic sense. Indeed,
the very idea that instantiating an object that happens to be on another network is
interesting in and of itself, but to add to that the caveat that the remote object
exhibits all the properties of a local Java object adds a certain amount of useful-
ness to the whole matter.

What kinds of characteristics do Java objects exhibit? Well, most importantly, they
are easy to implement. They are garbage-collected, meaning that once your pro-
gram has no use for them, they are automatically dereferenced and their resources
returned to the system. We discuss remote garbage collection in the next section.

Java objects are, of course, platform-independent, as are Java RMI objects. When
you make a remote method invocation in a non-Java language, chances are you
must learn not only the nuances of the communication mechanism of your own
machine but that of the machine you are talking to as well. Imagine being a
Solaris programmer who is trying to talk to a Windows 95 machine! It's hard
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enough to master Solaris interprocess communication without having to learn the
esoteric Windows 95 communication layers as well!

Java RMI frees you from that morass, just as Java frees you from recompiling your
code for multiple architectures. When you invoke a RMI method across different
platforms, the RMI system adjusts its communication layers automatically; and
because those layers are abstracted from you, the programmer, you never have to
concern yourself with that confusing network code.

Garbage Collection. One of the biggest advantages to Java is that there are no
pointers. There is no memory to deallocate, and you never have to deal with
memory storage schemes. Java's platform independence mantra wouldn't allow it
anyway, but if you were to develop for multiple platforms, you would need to be
concermed with the nuances of memory management for each architecture, which,
like mastering multiple transport layers, is a daunting task.

Java RMI is no exception to the rule. In fact, it contains a complicated garbage
collection scheme based on Modula-3’s Network Objects concept of object refer-
ence counters. RMI places an object reference counter into each object. Every
time another object talks to the remote object, the object reference counter is
incremented, and once the object no longer needs the remote object, the counter
decrements.

There are many protective layers around the garbage collection algorithm that
prevent premature object deallocation. Most of RMI’s distributed garbage collec-
tion farms off the work to the local Java Virtual Machine’s garbage collection algo-
rithm. Thus, RMI does not reinvent the wheel, so to speak.

For example, when our local object begins a conversation with a remote object, we
begin to talk through the RMI system’s layers. As part of the remote reference
layer, our local object creates a “network” object. On the other end, at the remote
machine, the remote reference layer creates another network object that converses
with the remote object. The remote virtual machine realizes that the remote object
should not be deallocated and holds off garbage collection as long as the remote
network object is referring to it (see Figure 5-4). Thus, the remote object is not
blown away.

Back at the local machine, when we are no longer using the remote object, the
remote reference layer removes all references to the local network object. Once the
local Java Virtual Machine realizes that the local network object is no longer used,
it garbage-collects it. As part of its finalize routine, the local network object sends
a message to the remote network object through the reference layer that it should
let go of its reference to the remote object. In so doing, the remote network object
causes the remote Java Virtual Machine to garbage-collect the remote object.
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Figure 5-4 The creation of network objects
during object communication prevents Java's
garbage collection from interrupting the
conversation.

Security. When you instantiate a local object from within a Java applet, security
is not a concern. The applet security mechanism has already cleared your applet,
and you are free to allocate and deallocate your objects.

However, security is very much a concern for remote objects. When you try to
instantiate a remote object, you must have permission to do so. The Applet class
loader that is in charge of getting every class your application requires may or
may not be able to instantiate the remote object. As a result, RMI in applets is lim-
ited to invoking methods on classes that are already in existence. You are not
allowed to create a remote object because the applet class loader will not let you.

Applet vs. Application

Currently, RMI servers must be created as Java applications. Servers cannot be
embedded within a Web page. There are several reasons why, most notably that
the applet security mechanisms prevent it; but, for the time being, the RMI system
does not support applet servers. We will discuss the callback alternative as imple-
mented in RMI in a few sections.

Dynamic Method Invocations

RMI enables you to invoke a server without knowing anything about what meth-
ods are contained within the server. It’s like going into a restaurant and ordering
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without ever seeing the menu. If you know you’re in an Italian restaurant,
chances are pretty good that they offer spaghetti and meatballs. Likewise, if you
know what kind of server you are talking to, you can invoke it without actually
knowing anything about the methods it implements.

Overview of RMI

Java’s Remote Method Invocation system is a significantly easier and lighter
weight approach to distributed objects than Java IDL. Contained completely
within the Java language, RMI is an extension to the language itself, whereas Java
IDL is a language-independent Java implementation. RMI is simple, fast, and
effective for lightweight distributed systems. As your applications become more
complex, Java JDL may be your best alternative.

Nevertheless, client and server programming is quite simple with RMI. As we
will see in the next two sections, creating clients in RMI is a natural extension to
creating Java objects.

o !
Client Jor
In order to create a distributed system, one part of your objects must be a client,
and the other must be a server. Sometimes servers can be clients as well, but in
this section we will discuss the simplest case. RMI was designed with the idea
that, with minimal effort, you will be able to create complex distributed systems
with all the advantages of Java and none of the detriments of other distributed
designs. In fact, with the addition of a single line in your code, you can make an
object a distributed object instead of a local one.

The beauty of RMI is that even though your code gives the illusion of normal,
single-process applications, it is in fact a distributed system. When you get over-
loaded at work, you begin to delegate to others. Likewise, Java RMI says rather
than overloading an application, why not delegate to other applications?

RMI Client Methodology

Let’s say you call up Penney’s and decide to order one of those fancy toaster cov-
ers from their catalog for your mother’s birthday. The operator greets you and
asks for your order number. Because the client is always right, you decide to
amuse yourself and annoy the poor person taking your order. Instead of being
cooperative and actually having an order number, you simply tell him that you
want the “toaster oven cover with the purple polka dots and a portrait of Heath
Shuler on the side.”

Clearly amused, the operator goes to his catalog database and asks for the
“toaster oven cover” with the appropriate description. What he gets in return is
the order number and so he is able to process your order.
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Similarly, in RMI you have to go to a catalog of objects and ask for the object by its
commonly known name. Once you have the object you can continue to process
your application. The steps you need to take in order to create a client are:

1.  Get the client object from the Naming Service.
2. Process the object and ready it for invocation.
3. Invoke the object.

RMI Remote Classes. RMI's Remote class is a standard interface that you
must extend from your server in order to export functionality to an RMI client. All
remote objects inherit from the Remote class, and your client needs to know what
it's talking to. It's kind of like knowing the language you are going to talk before
you converse with someone from another country.

Once your server inherits the remote object, it can be instantiated upon and
invoked on by remote objects. In the example in this section, we are implementing
a simple RMI client that will make remote method invocations to an RMI server to
retrieve statistical data for a given NFL team. The StatsServer implements three
functions that we will implement in our RMI servers section. We want our clients
to be able to get the total running yardage, the total passing yardage, and the total
number of turnovers for a team that we specify by a string. We start by including
RMI in our file, and defining the client class itself.

package rmi.Statsl;

public class StatsClient

(

}

The Remote classes also implement remote versions of the standard Java excep-
tions. Inheriting from Java’s exception mechanism, RemoteExceptions can do
everything that Java exceptions can do. The only difference between the two is
that remote exceptions refer to problems with remote objects rather than local
Java errors.

TIP: The RemoteObject class extends the Java Object class. So. if you were to
create two versions of an application—one that talks to remote objects and
one that refers only to local ones—it would simply be a matter of changing the
inheritance.

RMI’s Naming System. As we discussed earlier, the RMI system provides a
simple naming system that allows you to refer to objects as special kinds of
strings, rather than as special words. In order to use a remote object, you must
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first retrieve it from the Registry. The Registry ensures that an object is available
for use. It binds the object reference to a simple string and provides routines for
accessing an object by the string under which it is stored.

In order to use the Registry, you must first start it up on some machine on your
network; for our purposes this will be your local machine. The Registry clings to a
predefined port (because it is not a well-known port and the stubs and skeletons
hide all the protocol from you, you don’t need to know; but if you're really curi-
ous it is 1099) on your machine and funnels TCP/IP messages between clients,
servers, and the Registry on that port. Embedded within the code for the RMI sys-
tem is this specially assigned port, enabling the RMI system to always be able to
access a running Registry. The Registry is a stand-alone Java application, so start-
ing it is pretty simple:

%prompt% rmiregistry & (on UNIX systems)

D:\ start rmiregistry {on Windows systems {95, 98 or NT))

To start up the registry on some port other than the default, simply follow the
command with the desired port.

D:\ start rmiregistry 12345

Getting an object from the Registry is actually pretty simple. You can get an object
and begin invocations on it immediately by invoking one of the Registry’s three
functions for binding objects to strings, unbinding objects, and retrieving objects:

package java.rmi;

public class StatsClient
{
StatsClient ()
{
// get the remote object from the Registry
String url = "//localhost/STATS-SERVER";
StatsServer remoteObject = (StatsServer)Namihng.lookup(url);

}

Remote Invocations. The object that is retrieved is a remote base object. We
need to transform that generic remote object into a specific StatsServer object. In
geek terms this is referred to as narrowing. We can narrow our remote base object
down to a StatsServer object by performing a simple cast operation, giving us
access to all the functions within the StatsServer:

package java.rmi;

public class StatsClient

{
StatsClient ()

{
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// get the remote object from the Registry

Remote remoteObject = Naming.lookup (”STATS-SERVER");

// narrow the object down to a specific one

StatsServer statsServerInterface;

if (remoteObject instanceof StatsServer)
statsServerInterface = (StatsServer) remoteObject

}

Finally, we are ready to invoke methods on our remote server. Remember that we
have three possible functions to choose from. Creating a user interface for the cli-
ent is a trivial task and should be integrated into the application just as you nor-
mally would. Here, we invoke all three functions and return the data to the user
on the standard output device: h

package java.rmi; |

public class StatsClient
{
StatsClient ()

(
// get the remote object from the Registry
Remote remoteObject = Naming.lookup("STATS-SERVER");

// narrow the object down to a specific one

StatsServer statsServerInterface;

if (remoteObject instanceof StatsServer)
statsServerInterface = (StatsServer) remoteObject

// make the invocation
System.out.println("Total yardage is: " +
statsServerInterface.getTotalRunningYardage ("Redskins"));

}

Catching Exceptions

So far we have done nothing in the way of error checking. In order for our client
to handle every possible contingency during a remote invocation, it needs to catch
any exceptions thrown by the server. During a normal remote invocation, the
exceptions can be anything from user-defined exceptions within the server to
standard RMI transport exceptions. In any event, you can catch either generic
Java exceptions or specific RMI ones.

RMI client invocations should catch one of seven different exceptions. The
RemoteException class is the parent class of all exceptions thrown by the RMI sys-
tem. Other exceptions include Registry-thrown exceptions, such as alreadyBound-
Exception and NotBoundExcept ion. RMI object invocations themselves throw four
kinds of exceptions:
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1 StubNotFoundException
2 RMISecurityException
3. NoSuchObjectException
4 UnknownHostException

Using the standard Java methodology for adding exceptions to a program, we
catch the RMI exceptions as follows:

package java.rmi;

public class StatsClient

{

StatsClient ()

{

}

// get the remote object from the Registry
try
(.
Remqte remoteObject = Naming.lookup(”STATS-SERVER");
}
catch (java.rmi.NotBoundException exc)
{
System.out.println("Error in lookup() " +
exc.toString());
}

// narrow the object down to a specific one

StatsServer statsServerInterface;

if (remoteObject instanceof StatsServer)
statsServerInterface = (StatsServer) remoteObject

// make the invocation
try
{
System.out.println("Total yardage is: " +
statsServerInterface.getTotalRunningYardage ("Redskins"));
}
catch (java.rmi.RemoteException exc)
{
System.out.println("Error in invocation " +
exc.toString());

Handling Security Constraints

Because we dynamically load classes from the file system within our client, we
must set up a corresponding Java security manager within our client. The cli-

ent’s security manager prevents the client from abusing any privileges granted
by the server. For example, our server may have unrestricted access to the local
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file system. In order to keep the client honest and prevent it from having the
same unrestricted access to the server’s host, the client security manager moni-
tors the loading process of the remote class and sets the appropriate file access
permissions, as required by the client’s host machine.

In our StatsServer example, our client loads the remote StatsServer and begins
invocations on it. The StatsServer could very well get its data from a local file or
database. In order to do so, the StatsServer would have permission to read and/or
write the local file or database. To keep our client from abusing this right, we set
the security manager so that the client inherits the restrictions of its machine. If
the client were in a browser, it would inherit the security restrictions set in the
browser. If it were a stand-alone application (as is the case in this example), it
would be given the access permissions of the stand-alone application.

Adding and setting the security manager is a simple matter of inserting a line in
the client. We will discuss RMISecurityManager in the next section as we design
the server for this client.

package java.rmi;

public class StatsClient extends Remote
{
StatsClient ()
{
// set the client security manager
try
{
System.setSecurityManager (new RMISecurityManager()):;
}
catch (java.rmi.RMISecurityException exc)
{
System.out .println(*Security violation ” +
exc.toString());
}

// get the remote object from the Registry
try
(
Remote remoteObject = Naming.lookup{"STATS-SERVER") ;
}
catch (java.rmi.NotBoundException exc)
(
System.out.println("Error in lookup() " +
exc.toString{));
}

// narrow the object down to a specific one
StatsServer statsServerInterface;
if (remoteObject instanceof StatsServer)
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statsServerInterface = (StatsServer) remoteObject

// make the invocation
try
{
System.out.println{"Total yardage is: " +
statsServerInterface.getTotalRunningYardage ("Redskins"));

}
catch (java.rmi.RemoteException exc)

{
System.out.println{("Error in invocation " +
exc.toString());

}

Client Overview

As you can see, designing a client in RMI is a pretty straightforward process.
Once the client is finished, you must create a server to which to interface. We will
do so in a moment, but we should keep in mind that the client portion of our cli-
ent/server system changes most often. Therefore, we highly advise that you cre-
ate your clients with a strong modular design. In so doing, you can build software
components that are easily replaced. Furthermore, the user interface aspects of
your application will most likely affect the client and should not play a part in
server design.

Server

Servers enable other objects to connect to your local object as if they actually
resided on the requesting machine. To the client nothing is different, but the
server requires some added functionality to support TCP/IP processing and com-
munication. Furthermore, a server needs to include all the underlying garbage
collection mechanisms that enable it to behave as a normal Java object that will
disappear if it is no longer used.

RMI Server Classes

In order to get the Java tools necessary to develop an RMI server, you need to
make sure your classes inherit from the RemoteServer class. The RMI system pro-
vides several different versions of the RemoteServer class, but as of now RMI
gives you only the UnicastRemoteObject class.

The RemoteServer class extends RemoteObject, which gives you all the function-
ality youhad ina client. If your server will eventually be a client as well, you need
not inherit the client code again. Furthermore, the RemoteObject superclass also

makes sure that you have access to the entire RMI system. The RemoteServer class

-
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extends the RemoteObject to provide utility functions getClientHost and getCli-
entPort, which enable clients to determine the proper port to open in order to talk
to your server.

The extended class UnicastRemoteObject is a form of a RemoteServer. Eventually,
Java RMI will give you several different versions of communication. The Unicast
server has the following three characteristics:

1. The server cannot be started remotely. It must exist already and the refer-
ence lasts only for the life of the process.

2. TCP/IP is used underneath.

3.  An object stream is used to pass parameters and invocations from client to
server.

Once your class inherits from UnicastRemoteObject, you can create your server
using the two constructors provided with the class. The first constructor forces
you to create an object on the default port, and the other allows you to specify the
port.

Creating a Server Interface

RMI is driven by the notion of interfaces. As you will recall, interfaces enable you
to separate the method signatures you publish to the world from the way those
methods are actually implemented. For example, I can tell you that your computer
comes with a mouse. You will know how to use it, how to clean it, and how to feed
it cheese. In other words, all mice share a common interface. If I were then to add
that you were getting a laser mouse like the ones supplied with Sun SPARC sta-
tions, you would not have to make a huge shift in thinking to use the new kind of
mouse. You still know how to use it, how to clean it, and how to feed it.

In our StatsServer example, we need to create a simple interface with three differ-
ent methods that can be invoked on it, like so:

public interface StatsServer extends Remote
{
int getTotalRunningYardage(String teamName)
throws RemoteException;
int getTotalPassingYardage (String teamName)
throws RemoteException;
int getTotalTurnovers(String teamName)
throws RemoteException;

}
Implementing a Server

The interface defines the contract that you must now fulfill. In order for your cli-
ent’s invocation to map onto the server’s actual implementation, you need to
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make sure that your server’s methods signatures match the interface signatures
exactly. Your server implementation must implement the UnicastRemoteObject
class we spoke of earlier, as well as extend the StatsInterface we created:

import java.rmi.*;

public class StatsServerImpl extends UnicastRemoteObject
implements StatsServer

{

}

First we need to implement the constructor for the server. Because the server will
be a stand-alone application (RMI does not yet support applet clients or servers),
we need to make sure that all our initialization is done in that constructor. RMI
requires a constructor to be present. In order for the RMI system to complete its
own initialization, the constructor must be invoked and must throw a Remote-
Exception in case something goes wrong. Our constructor should also call the
super class’s constructor:

import java.rmi.*;

public class StatsServerImpl extends UnicastRemoteObject
implements StatsServer

StatsServer () throws RemoteException

{
// call the super class' constructor
super();

}
Now you need to implement the three methods we had defined interfaces for:
import java.rmi.*;

public class StatsServer extends UnicastRemoteObject
implements StatsInterface

StatsServer{) throws RemoteException

{
// call the super class' constructor
super () ;

}

public int getTotalRunningYardage(String teamName)
throws RemoteException

if (teamName.equals ("Redskins"))
return 432;

else
return 129;
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}

// we implement the others as above .
}

As you create interfaces and methods, keep in mind that the methods themselves
need not be concerned that they reside in an RMI server. In fact, the objects you
create as RMI servers should be in line with the RMI philosophy. These are objects
that could just as easily be local objects. The fact that they are remote should not
affect the actual implementation of the methods themselves.

RMI Registry Classes

As you can see, creating an RMI server is just as easy as creating a Java object. We
define our interface, implement the interface, and now we need to publish the
interface to the world so that any client can access and use our StatsServer. As we
mentioned earlier, the RMI Registry keeps track of objects using a simple string.
In our client we retrieved an object by the name of STATS-SERVER. In order for
this server to be retrieved in that instance, we need to use the same string here as
well.

Typically, RMI Registry procedures are implemented in the main routine of your
stand-alone application. In the future, when RMI supports applets as well, these
procedures will be placed in the init method:

import java.rmi.*;

public class StatsServer extends UnicastRemoteObject
implements StatsInterface

StatsServer () throws RemoteException

{
// call the super class' constructoxr
super () ;

}

public int getTotalRunningYardage (
String teamName
) throws RemoteException
{
if (teamName.equals (*"Redskins”)
return 432;
else
return 129;

. we implement the others as above .

public static void main(
String argsl]
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&

// create a local instance of our object
StatsServerImpl statsServer = new StatsServerImpl();

// put the local instance into the Registry
Naming.rebind("STATS-SERVER", statsServer);

}

RMI Server Security Constraints

As we discussed when we designed the client for this object, we need to specify
a security manager. The manager we implemented in the client is the Java RMI-
SecurityManager.

NOTE: The RMISecurityManager should be used when the server requires mini-
mal security restrictions. If you require a security system to provide more robust
access control, feel free to substitute your favorite security manager in its
place.

In any event, the security manager should be set with the System class’s setSecuri-
tyManager method. If you do not specify a security manager, then the RMI sys-
tem loads only those classes specified in the Java CLASSPATH environment
variable.

RMI uses the CLASSPATH as a default security manager to

prevent unexpected and potentially dangerous results from
RMI objects.

Adding a security manager is as simple as it was with the client. Remember that
the client’s security manager prevents downloaded objects from modifying the
local file system. The server’s security manager prevents the server from doing
harm to the host machine. This kind of control is not necessarily meant to control
the server itself, but to prevent any client from using the server in a malicious
manner.

import java.rmi.*;

public class StatsServerImpl extends UnicastRemoteObject
implements StatsServer

StatsServer () throws RemoteException
{
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// call the super class' constructor
superx () ;
}

public int getTotalRunningYardage(String teamName)
throws RemoteException

if (teamName.equals ("Redskins®
return 432;

else
return 129;

we implement the others as above

public static void main(String args(])
{
// set the security manager
try
{
System.setSecurityManager (new RMISecurityManager());
// create a local instance of our object
StatsServerImpl statsServer = new StatsServerImpl();
// put the local instance into the Registry
Naming.rebind("STATS-SERVER", statsServer);
}
catch (java.net.MalformedURLException me)
{
System.out.println(“Malformed URL :" + me.toString());
}
catch (RemoteException re)
{
System.out.println("RemoteException: " + re.toString());

}
Generating Stubs and Skeletons

Once the interface is completed, you need to generate stubs and skeleton code.
Stubs are sort of like backup quarterbacks. They stand in for the starter when he is
not available. Sometimes the actual Java object could reside in another virtual
machine. Stub code is generated to stand in for the remote class that cannot be
accessed in order to provide a successful compile. The RMI system provides an
RMI compiler (rmic) that takes your generated interface class and produces stub
code on its behalf:

$prompt% javac StatsInterface.java

$prompt% Jjavac StatsServer.java
$prompt% rmic StatsServer
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Once the stub code is compiled and linked in, your RMI application may be
completed and installed in the Registry. Once the RMI application resides in the
Registry, it is available for the client to invoke as we did in the previous section.

Once the stubs and skeletons are completed, you must start the RMI Registry by
hand. RMI objects are not started automatically upon invocation. Therefore,
because the RMI Registry is an RMI object in its own right, it must be started by
hand:

D:\ start rmiregistry

Once the Registry is started, the server can be started and will be able to store
itself in the Registry. If the server is available through the Registry, the client can
invoke it.

D:\ java - Djava.security.policy=C:\advjavacd\rmi\Statsl\policy.all
rmi.Statsl.StatsServer

This all looks rather complicated, so let’s take it apart and look at what we are
saying:

Java We are asking the Java virtual machine to run
something.
-D Set a system property to some value. In this

case set java.security.policy to whatever is in
the file C:\advjavacd\rmi\Stats1\ policy.all
(because of the finer grained security model in
Java 2.0 you must set up a security policy for
RMI).

rmi.Stats1.StatsServerImpl  Since we created our client and server
in a package and my classpath is set to
C:\advjavacd, we must fully qualify the class
we want to run.

Needless to say, if you put the \advjavacd\rmi\stats1 directory in your class path
and started the server up from that directory, this could be reduced to

D:\ java -Djava.security.policy=policy.all rmi.Statsl.StatsServerImpl

Because this is a little lengthy and complicated, it is best to put it in a script or bat
file (see the R.BAT file in the rmi\stats1 directory on the accompanying CD).

Later on when we compare Java IDL and Java RMI, we will discover that location
independence and automatic startup are vital to mission-critical applications. For
now, take note of the differences as you formulate the alternative more suited for
your applications.
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NOTE: As you can see, creating an RMI server is not a difficult task. In fact, it is
amazingly similar to Java IDL in many respects. This is not an accident. Both
Java IDL and Java RMI share the same lineage within Sun Microsystems. The
architects of RMI and the brains behind Java IDL both come from the same dis-
tributed object projects. As a result they have created Java-based distributed
object systems that share the same characteristics.

Server Overview

So now that we can create servers in RMI, we can publish services to the rest of
the world. Clients anywhere can use our servers as if they were remote objects.
But, what if we wanted every client to use a different instance of the remote
server? If we used our current paradigm, we would have to make sure our clients
created their own server somewhere else.